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1. Service Overview 

 “Work is no longer a place people go; it’s something people do.” 

At Redcentric, we believe in building strong partnerships with our clients. Our goal is to establish 

long-term relationships that enable us to provide maximum value by truly understanding our clients' 

businesses. 

Redcentric Modern Workplace 365 is a part of our Cloud Services Portfolio, which offers end-users 

powerful digital workspaces that are collaborative and empowering. These workspaces are 

accessible on any device, from anywhere, and provide users with all the tools, data, and 

applications they need to communicate, collaborate, and work effectively. Our digital workspaces 

are also safe and secure, utilizing the Microsoft Cloud to ensure robust protection. 

An Extension of Our Customer’s Team’s 

Our Adaptive Cloud Engineering (ACE) team delivers a wide range of Modern Workplace 365 

services designed to help end-users stay productive, and organizations focused on their core 

business objectives. Redcentric ACE is a DevOps model that provides on-demand access to public 

cloud experts through agile-based, ongoing sprints. This approach enables us to continually 

remediate, modernize, evolve, and improve our clients' environments. Redcentric ACE is delivered 

as a tier of hours per month. 

A True Partnership 

Our flexible and collaborative approach to professional and managed services allows our clients to 

dynamically change scope and priorities based on business needs. They can collaborate with our 

highly skilled cloud experts to build, migrate, optimize, and modernise their cloud environments. 

At Redcentric, we strive to be a true partner to our clients, empowering them to achieve their 

business goals. The following table illustrates the benefits of Modern Workplace 365. 

Feature Advantages Benefits 

Adaptive Cloud Engineering 
(ACE) Professional Services 

Our ACE teams have a full range 
of professional services for 
setup, migration and 
administration 

✓ Reduces Risk and 
Complexity 

✓ Best Practice 

✓ IT Modernisation  

Full Microsoft Business Solutions 
From business voice, 
collaboration, to Azure 

✓ Supports Fast Business 
Growth and Agility 

24/7 Service as Desk Standard 
9/5 ACE as Standard 

Redcentric’s ACE Microsoft 
specialists with escalation to 
Microsoft Support if needed 

✓ Extension Of the 
Customer’s IT Team 

Governance, Compliance, 
Patching and Reporting 

Security hardening, reporting and 
standardisation  

✓ Reduced Budget Risk 

✓ Enhanced Security 

IT Champion, End-User and 
Device Support 

Free up your IT Admins to focus 
on business outcomes 

✓ Faster Deployments and 
Resolutions 

IT Modernisation 
Keep up with the latest 
technology  

✓ A Modern Workplace and 
Workforce 

Usage-based billing 
Allow customers to scale 
consumption up & down 

✓ Increased Cost Efficiencies 

Optional backup via our Backup 
as a Service Solutions 

Data Protection for M365 
Mailboxes, OneDrive, SharePoint 
sites and many other data types 

✓ Increased Operational 
Resilience 

Self-service Portal(s)  
Manage licenses and users, view 
reports and consumption 

✓ Insight and Real-Time 
Usage Reports 
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2. Service Attributes 

Redcentric follow Microsoft’s M365 Governance Framework, therefore existing M365 customers 

that are onboarded, will need to have a Discovery performed to assess if the customer’s existing 

environment conforms to both the framework and Redcentric’s best practice guidelines. The 

Discovery exercise will detail any remediation work needed. 

Core methodology 

M365 Considerations 

✓ Operating Model Alignment 

✓ Licensing 

✓ Baseline Reference Architecture 

✓ Azure AD & Active Directory 

✓ User Governance 

✓ Compliance Requirements 

✓ Security Requirements 

✓ Monitoring Requirements 

✓ Retention Policies 

✓ Policy Templates 

✓ Phased Approach 

✓ RACI Matrix 

✓ Deployment Timeline 

✓ Long Term Objectives 

✓ Training 

 

 

Managed, Co-Managed or Unmanaged 

Redcentric’s Adaptive Cloud Engineering (ACE) team can act as either the customer’s IT team, or 

be an extension of it, delivering a fully manged Modern Workplace 365 solution or a co-managed 

solution, whichever the customer prefers. 

In situations where the customer chooses to co-manage resources, any resources not created or 

altered by Redcentric, will need be requested to be onboarded, before Redcentric will consider 

them managed.  

The diagram below shows how the Redcentric ACE team works alongside a managed 

customer. 
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3. Flexible ACE Migrations 

Regardless of your current stage in achieving a modern workplace, whether you're on-premise, 

using another cloud platform, or already in M365 and looking to modernize, Redcentric ACE teams 

can help you achieve your goals and go even further. To ensure a successful launch of Modern 

Workplace 365 services, the team will engage in service design, onboarding, and transition 

processes, which involve preparing and testing both the environment and the managed services 

processes. Through a series of workshops, every element of the service will be discussed and 

confirmed to ensure that all parties are aware of their roles and responsibilities before the service 

launch.  

Service transition and onboarding involve several areas, including the setup of ticket management, 

platform readiness with knowledge sharing, and finalizing all ITIL practices. Test and acceptance 

criteria are captured and signed off to enable the launch of the Modern Workplace 365 service.  

After the service launch, Redcentric follows a formal service transition framework to perform 

acceptance into service procedures for new services coming into managed services. Typically, we 

get involved at the initial stages of a project to ensure that service operation adoption and readiness 

are planned and carried out correctly. This materializes as follows: 

• To review designs, build and test artefacts to ensure supportability. 

• Attend change review boards to gain early sight of changes by way of knowledge 

acquisition. 

• To witness and validate designs and builds are delivered as proposed and intended. 

• Complete operational into service documentation, training and runbook enablement, which 

is required as part of the service hand-over. 

 

 

3.1 New or Existing Tenant 

If a customer is new to M365 then Redcentric can help get a customer’s modernisation journey 

started with our ACE Implementation Service. Should a customer already have a M365 

implementation and need further migrations or modernisation, a discovery will need to be done to 

remediate any issues not conforming to best practice or the Governance Framework. To facilitate 

a move to M365 and achieve a modern workplace, we are able to offer the following services to get 

started. 

The correct initial setup and configuration are essential, examples includes: 
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• Tenant Setup: the creation of the Tenant, license provisioning, configuration of domains & 

setup of administrative accounts. 

• Core Identity Configuration: the creation of core identities. New identities can be created 

entirely in the cloud, or a hybrid environment can be configured with an on-premise Active 

Directory Domain Services using Azure AD Connect. 

• Exchange: best practices configuration of mail flow rules, connection filters, anti-spam & 

phishing policies, auditing policies, and more. 

• SharePoint & OneDrive: basic external sharing & access control configurations to ensure 

data is secure post-migration. 

• MS Teams: assistance with the deployment of MS Teams to end users and some basic 

tools to assist with driving adoption.  

• Endpoint Manager: get devices enrolled in Intune to begin endpoint management.  

• Best Practice Analysis 

3.2 Migration Support 

Post Migration, Redcentric are able to provide the appropriate services to get a customer’s tenant 

to a state suitable to support a customer’s modern Workplace journey.  

The following services are available to assist post migration: 

• Migration support is available for all environments*, including but not limited to: 

• Identity migrations from on-premises AD, existing Azure AD tenants or third party IAM 

providers 

• Exchange migrations from on-premises exchange, existing tenants, or any number of third-

party email providers such as G Suite 

• Data migrations from on premise file shares, SharePoint (on prem or online) or any other 

third-party data storage, such as Dropbox for Business 

• MS Teams migrations from existing tenants 

• Endpoint management migrations from on premise SCCM or other approved third-party 

tools 

*Most migrations will require admin level access to the existing environment to facilitate, with read 

access to existing configurations as a minimum. 

3.3 Service Transition and Early Life Activities 

Should either Foundations, Enable, Operate, or Modernise be onboarded, there are several key 

differences post migration before the offerings can be considered active. 

During the Design phase, Service Onboarding will cover the following activities: 

• An introductory meeting, run by the Redcentric Service Delivery Manager (SDM) allocated 

to the customer’s account. 

• Engagement with the Redcentric Service Management team to run through how the 

customer will be onboarded, and what service management functionality and processes will 

be applied, and what information will be needed in order to set up the various Redcentric 

systems, SMAX and My Services portal correctly. 

• How service engagement will work, for example, will individual sites be logging 

issues/requests directly with Redcentric or will there be a centralised first line triage function 

within the customer’s organisation. 

• If there is a requirement to implement a B2B link between the Redcentric and the 

customer’s ITSM systems, and how this will be implemented. 

• Provision of collateral which will enable the customer to communicate the above processes 

internally. 
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The Redcentric Transition Programme Governance process provides a series of quality gateways 

from the perspective of operational support and service management, to facilitate a seamless 

transition of services from the customer’s existing provider to Redcentric. The governance 

framework provides three quality gateways with standardised criteria against which the project is 

reviewed, before being approved to proceed to the next phase. There is also a further gateway 

prior to project initiation, that ensures a smooth handover into project services. 

We also provide the Transition and Migration Services to help realise the Strategy. 

 

Usage Reviews 

3 months post managed service transition; there will be a usage review to true up/down should 

there be a noticeable difference in the customer requirement. Usage reviews will typically be carried 

out every 6 months unless the requirement is considered consistent.    
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4. Service Offerings 

Redcentric Modern Workplace 365 has 4 tiers, each one adding features above the previous to 

ensure we can support a customer’s business through any changes, and to align a customer’s 

business needs and budget appropriately. Nearly all activities can be done as professional service 

project, should the tier selected not include the needed activity. 

Offering Benefits Use Case 

Foundations 
✓ CSP benefits (See Here) 

✓ Redcentric Service Desk 

For customers that want access to 
the benefits of CSP and Redcentric 
ACE teams but want to manage 
M365 themselves. 

Enable 

✓ IT Champion Standard Support 

✓ M365 Feature Enablement 

✓ ACE Escalations & Resolutions 

Lightens the load on the customer’s 
internal IT teams. 

Operate 

✓ IT Champion Advanced Support 

✓ Device Management 

✓ Patching 

✓ Governance 

✓ License Management 

✓ Monitoring & Reports 

Allow customer IT teams to take a 
more hands off approach, so they 
can focus on innovation and 
transformation. 

Modernise 

✓ End-User Support 

✓ OS-Upgrades 

✓ IT Modernisation 

✓ Device Provisioning & Management 

✓ Access Reviews 

✓ Policy Management 

✓ Training 

✓ Third Party Management 

Redcentric will take nearly all M365 
activities and work very closely with 
the customer to drive innovation. 

4.1 Service Modernisation Activities 

The service delivery team actively engage all operational teams and personnel within the business 

regularly to enrich the service and ensure that all of the Redcentric support offerings and initiatives 

have been communicated back to the customer, examples include the engagement with our 

Security & Accreditation team to cover our security offerings (Managed SOC, Business Continuity, 

etc.) or with the application development team to look at the Redcentric product offerings, digital 

signage, etc. Our Service Governance Framework covers all the areas required to ensure the 

reliable delivery of a high-quality service to you, including: 

 

• Onboarding Phases & Service 

Roadmaps 

• Consulting 

• KPIs and SLA Management 

• Service Reporting 

• Technical Governance 

• Security Governance 

• Customer Satisfaction Responses 

Analysis 

• Service Improvement Plans 
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Modern Workplace 365 Continuous Service Improvement Process 

 
 

Building Blocks 

4.2 Modern Workplace 365 - Foundations 

A customers end-user IT Modernisation journey typically starts here, with Redcentric’s Modern 

Workplace 365 Foundations. 

Modern Workplace 365 - Foundations is suitable for all Microsoft subscription types, can be 

unmanaged, co-managed, or managed, and gives customers; prioritised access to Redcentric’s 

project based Adaptive Cloud Engineering teams, as well as the CSP benefits: 

• One Monthly Bill 

• Provisioning Advice 

• 24/7 Service Desk 

• Self-Service Portals 

• Escalated Microsoft Support 

4.3 Modern Workplace 365 - Enable 

Modern Workplace 365 Enable builds on Foundations to take the everyday mundane tasks from an 

IT team, and deliver standardised operations and incident response to ensure that the customer’s 

workplace environment is: 

• Efficient 

• Robust 

• Stable 

4.4 Modern Workplace 365 - Operate 

Modern Workplace 365 Operate will ensure an IT team can focus fully on innovation, and delivers 

standardised operations, incident response, governance, patching, and proactive maintenance, to 

ensure that the customer’s workplace environment is: 

• Efficient 

• Robust 

• Up to Date 

• Stable 

• Compliant 
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• Well Governed 

4.5 Modern Workplace 365 - Modernise 

Modern Workplace 365 Modernise is the best way to achieve IT Modernisation, and delivers 

standardised operations, incident response, governance, patching, user/device management, 

upgrades, access reviews and proactive maintenance, to ensure that the customer’s environment is: 

• Efficient 

• Robust 

• Up to Date 

• Stable 

• Compliant 

• Well Governed 

• Secure 

• Modernised 

• Best Practice 

Charges for Modernise are a mixture of fixed and variable costs and depend on the complexity of 

the customers environment. 

Full Depiction of Available Redcentric Modern Workplace 365 Services 
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5 Scope of Offerings 

The matrices below identify the scope for key areas of Customer and Redcentric responsibility for 

Redcentric’s Modern Workplace 365 service. 

Scope Key: 

Included, as Redcentric with primary responsibility and customer with secondary should 

information or testing be needed, though if the requirement is complex, a chargeable professional 

project may need to be created. 

 

Included, except the Customer is primarily responsible with Redcentric providing basic support, 

configuration & reasonable assistance to the customer with analysis and resolution of issues, if the 

requirement is complex, a chargeable professional project may need to be created. 

 

Not included, and should be assumed to be the Customer’s and/or Microsoft’s responsibility. 

 

Addon, for common activities which are typically done as a project. 

 

Complex – Is used to describe an activity that takes multiple days to complete and requires 

chargeable professional services. 

5.1 Pricing 

Offering Tiers 
Redcentric 

Foundations 
Redcentric 

Enable 
Redcentric  

Operate 
Redcentric 
Modernise 

Metric 
Free for CSP 

Customers only Per User Per User Custom 

5.2 Service Provisioning 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 
Redcentric  

Operate 
Redcentric 
Modernise 

Access to Microsoft Self-Service 
License Provisioning Portal     

Microsoft Escalation Support 

• 9x5 for Foundations 

• 24x7 for Enable & above 
Escalated support to Microsoft 
engineers and access to proactive 
cloud enablement services. 

    

Service Desk 

• 9x5 for Foundations 

• 24x7 for Enable & above 
Access to the Redcentric ITSM 
platform and L1 Service Desk Analysts 
for first-line fix or resolution. 

    

Telephone/Remote Support 
All Support/Managed Services are 
delivered remotely, unless on-site 
engineering is contracted separately. 

    

Tenant and Subscription 
Provisioning     

Redcentric ACE Teams     



  

    

  Page 13  |  Public  

 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 
Redcentric  

Operate 
Redcentric 
Modernise 

9x5 Standard, 24x7 Available 
Access to Redcentric ACE Teams for 
L2-4 incidents, changes, requests, & 
resolutions for many of the deliverables 
stated in the scope, with professional 
projects for complex requirements. 

Scope Exclusions 
Redcentric 

Foundations 
Redcentric 

Enable 
Redcentric  

Operate 
Redcentric 
Modernise 

Onsite support 
This is a bespoke chargeable addition.     

5.3 Best Practices and Architecture 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Maintaining software support contracts 
with Supplier, where licenses are 
owned by the Customer 

    

Supplier Management Including Day-
to-Day Problem Reporting, Liaison, and 
Escalation 

    

Approval of Architecture Design, 
Strategy, and Standards     

Sizing and Configuration for New or 
Changed Requirements     

5.4 Platform Admin, Patching & Reporting 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Administration 
The table below provides details for the core activities for Modern Workplace 365 

24x7 Monitoring and Alerting 
Our monitoring service provides: 

✓ Monitoring key M365 feature 
availability including SharePoint, 
Teams, OneDrive, and Email. 

✓ Threat Intelligence malware 
monitoring. 

✓ Tracking tenant performance. 

✓ Send notifications to email and/or 
chat clients (e.g., Teams, Slack, 
etc.).  

    

M365 Licence Management 
Only possible if Redcentric have Admin 
access. 
Our license management service 
provides: 

✓ Review of current licences to 
ensure a customer has the 
optimum combination of licences 
and volumes to meet a customer’s 
users’ needs at the lowest cost. 

✓ Monthly M365 licence 
management and reporting. 
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

✓ Detailed quarterly optimisation 
analysis and M365 licence usage 
suggestions. 

✓ Integration of licence optimisation 
into starters, movers, and leavers 
processes. 

Tenant and Subscription Role 
Management 
Ensuring admin users and roles are 
correctly implemented. 

    

Privileged Identity Management 

Azure AD/Entra ID & M365 Admin 
RBAC permission changes based on 
requests & scheduled activities. 

    

Self-Service Password Reset 
Help enabling and enabling Self-
Service Password Reset (SSPR) in 
conjunction with on-premises Active 
Directory (AD) and Active Directory 
Federation Services (ADFS). 

    

Self-Service Group and App 
Management Plus Dynamic Groups 
Help create and maintain customised 
templates, rules, configurations, and 
settings around groups. 

    

M365 Platform health monitoring     

File Server Support 
For OneDrive, SharePoint, and Azure 
Includes: 

✓ Initial file server health check and 
service take on. 

✓ File share management. 

✓ Windows File Services hosted in 
Azure (not including OS) 

✓ File issues troubleshooting and 
diagnostics. 

✓ File services monitoring and 
alerting. 

✓ Data security is best practice and 
governance monitoring. 

    

File Services Modernisation 
Transitioning from on-premises file 
servers to offerings such as OneDrive, 
SharePoint, and Azure 

    

SharePoint Permissions 
Site permission setup and 
configuration. 

    

SharePoint Enablement 
Basic site configuration and 
troubleshooting, examples including: 

✓ Site Creation (Basic Configuration) 

✓ Auditing and Reporting 

✓ Folder Sync 

✓ Document libraries 

✓ Recycle Bin (site collection) 

    

SharePoint Advanced Customization     
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Advanced site configuration, 
customization and troubleshooting. 

OneDrive Enablement 
Basic configuration and 
troubleshooting, examples including: 

✓ OneDrive desktop application 

✓ Lists 

✓ Permissions 

✓ Configuration 

✓ Sharing settings and management 

    

Exchange Online Enablement 
Basic configuration and 
troubleshooting, examples including: 

✓ Mail Flow Rules 

✓ Exchange Role-Based 
Permissions  

✓ Inbox Rules 

✓ Address Book Policies 

    

Exchange Online Configuration 
Advanced configuration and 
troubleshooting, examples include: 

✓ Custom Routing of Outbound Mail 

✓ Quarantine - administrator 
management 

✓ Auditing Reports 

    

Teams Online Enablement 
Basic configuration and 
troubleshooting, examples include: 

✓ Permissions & Groups 

✓ Profiles & Policies 

✓ Create Teams Rooms 

    

Teams Online Configuration 
Advanced configuration and 
troubleshooting, examples include: 

✓ Managed Teams Rooms 

✓ App Integration 

    

Identity Protection & Risk-Based 
Conditional Access (Deploying 
Templates) 

Using base or custom templates that 
are already created. 

    

Identity Protection & Risk-Based 
Conditional Access (Creating and 
Changing) 
Customizing policies is the best way to 
ensure the best security posture. 

    

Patching & Compliance 
The table below provides details of the pre-agreed patching schedules 

Compliance measurement for 
SLO/SLA purposes  
Using Microsoft patch rings (Requires 
Defender licensed to get compliance 
reporting) 

    

Patch Deployment  
Using Microsoft patch rings (For 
supported applications) 
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Application Patching Asset lists (For 
supported applications)     

Review released list of Feature 
Updates from Microsoft and Provide 
Customer Notification Prior to 
Scheduled Installation 

    

Identify business areas that require 
patch reporting and provide contact 
information for recipients 

    

Reporting & Compliance 
The table below provides details on the additional Monthly Reporting and Analytics 

Review released list of Feature 
Updates from Microsoft and Provide 
Customer Notification Prior to 
Scheduled Installation  
(Every 6 Months) 

    

Run reports on a scheduled basis 
and provide malware detection 
alerts  
(Based on agreed schedule) 

    

Identify business areas that require 
patch reporting and provide contact 
information for recipients  
(Based on agreed schedule) 

    

Asset Compliance State  
For Current Cycle 
(Based on device deployment 
schedule) 

    

M365 Usage  
Mailbox sizing, OneDrive sizing and 
assigned licenses 
(1 Monthly) 

    

OneDrive External Sharing  
Lists of current external OneDrive 
shares (Requires applicable license) 
(1 Monthly) 

    

Security and Compliance reporting 
(Office 365 Secure Score, DLP Policy) 
(1 Monthly) 

    

Application Patching Tooling Asset 
lists, (Deployment Collections) list of 
all assets currently in scope as well as 
their current collection memberships 
and deployment windows (Dependent 
on Intune) 
(1 Monthly. Sent a day after Patch 
Tuesday) 

    

Application Patching Tooling Patch 
Advisory, the report lists all required 
patches that are scheduled for 
deployment. (Dependent on Intune) 
(1 Monthly. Sent a day after Patch 
Tuesday) 

    

Application Patching Tooling (Pre- 
Patch Compliance Report), the report     
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

includes compliance summary and a 
list of non-compliant systems. 
(1 per deployment. Sent prior to 
deployment.) 

Application Patching Tooling Asset 
Compliance State (Current Cycle), 
current patch compliance state for the 
current month deployments. 
(Dependent on Intune) 
(1 Monthly after deployment 
completion) 

    

Application Patching Tooling Asset 
Compliance State (Cumulative 
Cycle), current patch compliance state 
for the cumulative (OS in support Date 
with Current -1) deployments. 
(Dependent on Intune) 
(1 Monthly after deployment 
completion) 

    

5.5 Information Protection 

Data retention is always the customer’s responsibility, though Information Protection is treated as 

critical to Redcentric, thus will work closely with the customer to protect their data. 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Microsoft Purview Information 
Protection 
Discover, classify, and protect sensitive 
information wherever it lives or travels 
based on customer requests & 
changes. Detailed customization will be 
a professional lead engagement 

    

Purview Data Loss Prevention 
DLP policies to meet security and 
compliance requirements based on 
customer requests & changes. Detailed 
customization will be a professional 
lead engagement 

    

Retention Tags and Retention 
Policies 
Retention tag applications and basic 
customization based on customer 
requests & changes. Detailed 
customization will be a professional 
lead engagement 

    

Encryption Configuration 
Enabling encryption where applicable 
based on customer requests & 
changes. Detailed customization will be 
a professional lead engagement. 

    

 

 

5.6 Security & Threat Protection 

End-Point leverages Microsoft Defender. 
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Secure Score 
Monitor, review, and assist towards 
getting and keeping a 70-100% security 
score. Achieving 100% is dependent on 
specific M365 licenses, features & 
policies. 

    

Microsoft Defender 
Provides alerting and management of 
virus outbreak incidents, whether on a 
single device estate wide, ensuring 
potential problems are handled quickly, 
with as little disruption as possible 

    

End Point Security Configuration 
Deployment of Antivirus and Monitoring 
applications to all End Points 
Configuration of automatic update 
timing Configuration of End Point 
Protection e.g., Exemptions, End Point 
specific requirements, 
Computer/Endpoint Groups Initial 
Compliance Audit and 
Antivirus/Antimalware scans on all End 
Points Application Control Policies 
Web Control Policies 
Data Loss Prevention Policies 

    

Initial Remediation 
Remediation of any infection indicated 
endpoints 

    

Define Security Reports 
Setup initial reporting and provide 
access to clients 
(1 Monthly) 

    

Scanning 
End user device scanning & 
remediation 

    

Scope Exclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Maintain 

Redcentric 
Innovate 

End-of-Life OS 
Microsoft and Apple OS’s that have 
passed end of support date, where no 
extended support agreement exists 

    

Mobile devices 
Web filtering does not extend to mobile 
phones (e.g., iOS or Android OS) 

    

Personal devices 
Personally owned devices are excluded 
from web filtering 

    

Unsupported OS 
Other OSes such as Linux, non-
Windows hypervisors, or embedded 
systems 
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5.7 User Administration 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

IT Champion Major Incident 
Management 
Act as single point of contact for 
Customer IT Champions for all 
incidents, service requests, change 
notifications and any other 
communications. 
Portal for logging requests directly with 
the ability to view and update customer 
tickets. 

    

End-User Major Incident 
Management 
Act as single point of contact for 
Customer End-Users for all incidents, 
service requests, change notifications 
and any other communications. 
Portal (Optional E-Bonding) for logging 
requests directly with the ability to view 
and update customer tickets. 

    

IT Champion Training 
Both workshops knowledgebase for 
user training on using M365 

    

End-User Training 
Both workshops knowledgebase for 
user training on using M365 

    

Admin Center, Azure AD/Entra ID & 
Azure ADDS Management 
Examples of our standard support offer 
gives: 

✓ Directory design validation 

✓ Health checks and service 
monitoring 

✓ Admin Center & Azure AD user 
account management 

✓ Managed Identities 

✓ Policy Management 

    

On-Premises Active Directory 
Management 
Our standard support offer provides: 

✓ Directory design validation 

✓ Health checks and service 
monitoring 

✓ On-premises user account 
management 

    

Multifactor Configuration 
Integration with Microsoft MFA clients 
as well as third-party solutions that 
reside on- premises and in the cloud 
through Active Directory Federation 
Services (ADFS). 

    

Azure AD Connect 
Guidance and support through setup, 
maintenance, and enablement of Azure 
Active Directory Connect (AADC) and 
Health Monitoring for active alerts. 

    

Access Reviews 
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Scheduled reviews of user access 
based on agreed criteria. 

Joiners, Movers & Leavers 
Schedule regular user account 
changes based on customer’s 
requested changes. 

    

Group additions, moves, and other 
changes 
Schedule regular group changes based 
on customer’s requested changes. 

    

Knowledgebase Management 
FAQ’s and knowledge base portal.     

Create Process Runbooks 
Documentation for continuity, 
compliance and training. 

    

Application deployment. 
Standard application management of 
onboard and approved applications 
including: 

✓ Application packaging and 
deployment of managed devices. 

✓ Update and patching of managed 
applications. 

✓ Pre-deployment of managed 
applications to devices. 

✓ User self-service application 
installation. 

    

Support for up to 5 devices per user     

Support for Standard Commercial 
Off the Shelf (COTS) Applications. 
All applications will need to be 
reviewed prior to being considered as 
supported. 

    

 

5.8 Applications 

This section relates to End-User Support activities relating to application availability only. 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Basic Application Support Limited to 
the User Being Able to Open and Use 
the Application on Supported 
Workstations or Mobile Devices 

    

Office 365 Desktop Applications 

Microsoft Word     

Microsoft Excel     

Microsoft PowerPoint     

Microsoft OneNote     
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Microsoft Outlook     

Microsoft Publisher     

Microsoft Access     

Skype for Business     

OneDrive for Business     

Office for Mac     

Office Mobile for iPad/iPhone     

Office Mobile for Android     

Office 365 Online Applications 

Exchange Online     

OneDrive for Business     

SharePoint Online     

Microsoft Teams     

Power BI 
    

Project Online 
    

Visio Online 
    

M365 Video 
    

Microsoft Planner 
    

Microsoft Forms 
    

Microsoft Bookings 
    

Microsoft Stream 
    

Analytics Services Workplace 
Analytics     

MyAnalytics 
    

5.9 Device Deployment 

Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

Managed Desktop, Laptop and 
Mobile Device 
Utilising the M365 toolset, Redcentric 
Modern Workplace 365 team help keep 
users’ devices healthy and secure. Our 
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Scope Inclusions 
Redcentric 

Foundations 
Redcentric 

Enable 

Redcentric  
Operate 

Redcentric 
Modernise 

standard Device Management offering 
gives: 

✓ Initial onboarding of the device into 
the management tools 

o Support for either Windows or 
macOS Operating Systems 

o Automated patching of 
Operating System in line with 
vendor patching cycles 

o Upgrade of Operating System in 
line with vendor release cycles 

o Device health monitoring 
o Security best practice 

configuration and monitoring 
o Anti-Virus software 

management 

✓ Management of one mobile device, 
with features including: 

o Support for either Android or 
iOS mobile Operating System     

o Device health monitoring 
o Security best practice 

configuration and monitoring 

✓ Return to base fix for hardware 
issues   

✓ Device Account Management 

Add and Remove Devices to Scope 
    

Service Asset and Configuration 
Management 
Schedule device removal and reports. 

    

Pre-provision devices 
    

Provide self-service setup 
    

Reprovision existing device 
    

Intune (Deploying Templates) 
Using base or custom templates that 
are already created 

    

Intune (Creating and Changing) 
Customising Intune policies is the best 
way to ensure the best security 
posture. 

    

Windows Desktop OS Upgrades 
Remotely via deployment services     
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6. Design & Restrictions 

6.1 Service Requirements 

Below is a list of requirements for Redcentric to be able to deliver Modern Workplace 365 services. 

Some are strict requirements unless stated as optional which depend on what a customer has 

consumed on the M365 platform. 

Required Item Description 

Licensing 

A Customer must have all applicable licenses required to deliver all Modern 
Workplace 365 deliverables; Microsoft License details can be viewed at 
https://m365maps.com/matrix.htm. Should certain features be restricted 
by the customer’s licenses, they may limit what is delivered. 

Named Users 
When consuming MWP 365 Modernise, all supported end-users in scope 
must be named in the Redcentric SMAX portal, thus part of the on/off 
boarding process. 

Device EOL 
Android and Apple devices that have passed end of support date must be 
replaced or upgraded to supportable versions 

Microsoft Support 
Currently in support minus two editions behind the latest release or 
Extended support Windows OS assets with best endeavors of support. 

Patching Window 
An agreed and defined re-occurring maintenance window for automated 
patch installation and remediation activities. 

Reboot Window Reboots are permitted within the agreed maintenance windows. 

Internet Outbound internet access with appropriate bandwidth. 

Access Documentation The client is provided with information on support access methods. 

Ticketing 
All Priority 1 incidents are logged, and the client must follow up with a 
telephone call to support. 

Defining Standard 
Recurring: 

Deployment schedules, exclusions, targets and change management 

Customer Connectivity 

Connectivity to the M365 resources is the responsibility of the Customer. 
This Service Definition does not include the supply of any connectivity 
Services from Redcentric. Redcentric connectivity Services can be supplied 
if required, subject to a separate Order. 

Mobile Access 
(Optional) 

M365 resources can be consumed using mobile devices. Redcentric is not 
responsible for the deployment and management of mobile devices and 
applications, their compatibility with M365 resources, or the security of data 
held on mobile devices. 

System Requirements 
It is the Customer’s obligation to make sure that their own systems work in 
conjunction with M365 services as required. As standard, only Windows, 
Apple, and Android devices are supported. 

Cloud Defender 

(Optional) 

M365 Cloud Defender licenses must be purchased to enable deliverables to 
be reliant on Cloud Defender capabilities.  

End Point Security & 
Updates 

(Optional) 

Endpoint security software must be installed on all sensitive assets. The 
Endpoint agent must be able to frequently connect to the internet in order or 
receive timely updates/policies and protection. 

Microsoft Teams Calling 
(Business Voice) 

(Optional) 

Full ‘M365 Voice’ service functionality requires one of the following license 
sets: 

Option 1 - If a customer’s business has M365 Business 
Basic/Standard/Premium Licensing, a customer will require the add-on 
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Required Item Description 

‘M365 Business Voice without Calling Plan’ for each user who requires voice 
calling. 

Option 2 - If a customer’s business has M365 E1/E3 Licensing, a customer 
will require the add-on ‘M365 Phone System’ for each user who requires 
voice calling. 

Microsoft Teams Calling 
(Toll Free Numbers) 

(Optional) 

To use toll free numbers, “Communication Credits” are required to purchase. 
Toll-free calls are billed per mind and require a positive Communication 
Credits balance. Initial purchase of Communication Credits requires a 
minimum spend and can be topped up automatically via credit card or other 
purchasing agreement. Communication Credits cannot be purchased via 
CSP and must be purchased through the Office 365 portal directly. 

6.2 The Redcentric ‘Billing Portal’ 

When Customers receive a Redcentric bill for their monthly usage, they will receive a bill that has 

two lines: 

• The line labelled Managed M365 Usage will have one amount for all the Managed M365 

usage (i.e. consumption of M365 resources) on their account in a month. 

• The line labelled Managed M365 Usage Management Fee is the Redcentric fee for creating 

and managing the M365 resources. 

The usage details that make up that bill can be accessed using the Redcentric Billing Portal. 

Customers will receive user ID’s and initial passwords once their subscription has been created and 

named. 

Using the Redcentric Billing Portal Customers will be able to view bills and detailed usage reports at 

a subscription-specific level. This portal contains the lowest level of usage details provided to 

Redcentric by Microsoft, and as such enables detailed bill/usage analysis. For support in using the 

Redcentric Billing Portal  

Customers should contact Redcentric support. Customers may be required to have the latest 

versions of Internet browsers to access this portal. 

All customers using Redcentric as their CSP will be given access to Redcentric’s billing portal to be 

able to view billing data. Exact numbers may differ from the M365 console due to time differences. 

Training along with a guide on how to access and use the portal will be given during onboarding. 

6.3 Governance and Compliance  

M365 Managed & CSP Customer Resource Access Methods 

Redcentric can deploy multiple ways to access and manage a Microsoft Tenant, Subscriptions and 

Resources to best fit a customer’s operational and compliance requirements. When Hybrid 

managed services are needed, multiple methods can be used depending on the platform being 

managed.  

Access Method Options: 

• Granular Delegated Admin Privileges (GDAP) provides a customer’s CSP provider with least-

privileged access following the Zero Trust cybersecurity protocol. It lets the CSP partner 

configure granular and time-bound access to their customers' workloads in production and 

sandbox environments. 

 

• M365 AD B2B guest users and native user accounts can be used, primarily when doing 

project work where time limited access is needed to complete work that spans 
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both the M365 AD Tenant and specific Subscriptions.  

 

• Via the Cloud Service Provider partner portal after accepting Redcentric as a customer’s 

CSP, this access method is rarely used unless agreed prior, and the customer is notified 

every time access is granted this way. 

Security Policies Enforced for Admin Access: 

• Multi-Factor Authentication. 

• Assigned permissions to groups, using the principle of least privilege. 

• Logging enabled to track access and actions. 

• No access to customer's data without prior permission. 

• M365 Privileged Identity Management (PIM) / “Just in Time access” 

The diagram below illustrates Redcentric’s access for some of the methods listed above. 

 

 

6.4 Service Health 

The Customer’s primary contact as designated on the M365 Active Directory (not the person 

designated as the Customer’s primary contact with Redcentric) will receive M365 outage notifications 

directly from Microsoft. These notifications are for Customer’s consuming a specific M365 resource, 

and as such Redcentric does not necessarily receive these notifications. 

If a customer believes that an M365 service has experienced sufficient downtime within a month to 

trigger a service credit under the terms of the Microsoft Service Level Agreement they should raise 

a ticket with Redcentric Support and provide the relevant details. If this is the case Redcentric will 

create a claim to apply for a service credit and pass the amount credited back to the Customer. 
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Customers should review the Service Level Agreements for Microsoft Online Services using the 

following link: Please see (Service Levels and Service Credits) of this Service Definition for more 

information about Service Levels and Service Credits. 

6.5 Service Restrictions 

• Redcentric provide several pre-defined business workflows as part of our standard offering. 

Custom workflows can be created but may include an additional charge. 

• Requires relevant Microsoft license. Licenses will be provided via Redcentric’s Cloud Solution 

Provider (CSP) program where required. 

• Dependant on Azure Active Directory configuration. 

• For managed applications only and dependant on M365 configuration. 

• Support will be provided for setup, configuration, and basic use of applications only. Advanced 

usage topics (e.g. Excel formulas) will be provided on a best endeavours basis. 

• Updates and upgrades will be deployed to Operating Systems supported by Intune only. 

• Current and previous OS versions only. 

• For unmanaged devices (BYOD) support is on a best endeavour’s basis only. 

• Vendor or third-party support contract also required. 

• Additional charges will apply for support of third-party anti-virus service and will vary dependant 

on provider. 

• Application must be available for automated deployment and servicing using standard tools. 

• Account management performed in Azure AD only, on-premises directory management 

requires the On-Premises Active Directory Service. 

• The device must support remote configuration and access to the device made available to 

Redcentric Group support. 

• The device must support remote monitoring and access to the device from Redcentric Group’s 

health monitoring services must be available. 

• Site visits will incur additional fees and will be during Redcentric Business hours only. 

• Printers that are not directly compatible with Microsoft Universal Print would require Universal 

Print connector software. 

• Permanent remote access from Redcentric locations to the file/print server will be required to 

provide on-premises services support. 
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7. Additional Service Options 

In the subsections below, we describe some of the available additional services applicable to Modern 

Workplace 365 but are out of scope of this specific service definition. Should a customer adopt a 

Hybrid or Multi-Cloud model there are many more services other than those listed here available to 

bring everything together. Additional charges apply for all of the services listed below. 

7.1 Advanced Monitoring 

A number of additional advanced monitoring services are available that can improve and maintain 

user experience and compliance. Small examples of these services include: 

• Synthetic monitoring of web application transactions & real-user monitoring 

• Application performance monitoring (APM) 

• Log management 

Please contact the ACE Managed Public Cloud solutions architect team for additional information or 

to add these services. 

7.2 Hybrid Connectivity and Integration 

Redcentric provides hyperscale cloud connectivity services to facilitate hybrid and multi-cloud 

configurations. Please request the Hyperscale Connect services service guide for additional 

information. 

7.3 Managed SQL Server & Database 

We will perform monitoring, support and health checks using a set of in-house developed monitoring 

and maintenance packs that we install on all Redcentric managed instances of Microsoft SQL and 

M365 SQL instances.  

7.4 Managed Security Operation Center (SOC) 

Customers with elevated security needs can subscribe to Security Operation Center (SOC) services 

that provide 24x7 security monitoring and response. These services are provided by a partner and 

can be appliance based (WAF, IDS and IPS technologies) or use M365 Native Services to identify 

and resolve threats. For additional information, please ask the Redcentric team. 

7.5 Managed Azure 

The Redcentric ACE Azure services cover a wide range of support and management capabilities 

designed to keep a customer’s Admins productive and enable an organisation to focus on core 

business objectives, maximising productivity. 

Leveraging the availability of the world’s leading Cloud-based productivity suite and collaboration 

toolset, Microsoft Azure, we can simplify a customer’s migration, safeguard security, ensure quality 

of delivery, and guarantee the requisite degree of responsive support and focused advice for 

organisations. 

Azure is part of the wider Redcentric portfolio of Hybrid Cloud Services. Redcentric provides solutions 

across multiple public cloud vendors, our own hosted cloud, private cloud, managed network, and 

other technology-based services ensuring Redcentric can cover nearly all Business Requirements 

and Outcomes. 
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7.6 Cloud Readiness Assessment 

For customers to move a significant number of applications into the cloud, the Cloud Readiness 

Assessment’s in-depth discovery and design service delivers a robust target architecture and 

adoption plan. This service is required when the environment exceeds 10 applications or 20 source 

machines or five discreet workloads in scope. Redcentric solutions architects work with customers 

to define the scope for the project. 

7.7 Governance Review 

The Cloud Governance Assessment will identify areas for improvement and provide remediation 

advice so that customers can understand where there is either a cost issue or security risk and start 

to address them.   

In doing so they will then be able to address Business Risk and Business Enablement. 

7.8 Well Architected Review 

The architecture review service ensures that existing public cloud implementation follows best 

practices as described by the well-architected principles defined by the public cloud provider.  

7.9 Transformative Migration Projects 

Migrations that involve any significant transformation activity will be carried out through a public cloud 

project services engagement and defined by a statement of work. 
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8. Associated Redcentric Services 

The table below provides details of other compatible services available from Redcentric via G-

Cloud 15. 

Service Name Service Summary 

Redcentric Sovereign Cloud Redcentric Sovereign Cloud is a community cloud solution for consumption by UK 

Public Sector organisations, delivering virtualised server, storage and network 

infrastructure through discreet public sector networks using an opex-based 

consumption model. The platforms are managed by Redcentric covering 

performance, capacity, patching, installation, upgrades for data marked "official-

sensitive" 

Redcentric Cloud Redcentric Cloud is a cloud solution designed to provide a versatile and cost-

effective option for Public Sector customers. Delivering virtualised server, storage 

and network infrastructure using an opex-based consumption model. The platforms 

are managed by Redcentric covering performance, capacity, patching, installation, 

upgrades for data marked "official" 

Managed Public Cloud AWS Managed Public Cloud AWS, Redcentric, a next-generation cloud services 

provider, offers end-to-end lifecycle management. From AWS to Modern Workplace 

and Azure. We optimise cloud investments. Our expert engineers across multi-

disciplines; SRE, SysOps, DevOps, NetOps, FinOps, SecOps and platforms, design 

multi-cloud strategy; 24/7/365 access to cloud expertise to reduce AWS 

infrastructure management burdens. 

Managed Public Cloud Azure Managed Public Cloud Azure, Redcentric, a next-generation cloud services 

provider, offers end-to-end lifecycle management. From Modern Workplace to Azure 

and beyond. We optimise cloud investments. Our expert engineers across multi-

disciplines; SRE, SysOps, DevOps, NetOps, FinOps, SecOps and platforms, design 

multi-cloud strategy; 24/7/365 access to cloud expertise to reduce Azure 

infrastructure management burdens. 
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9. Service Availability 

9.1 Service Hours Definition 

There are 2 levels of Redcentric service hours, defined as follows. 

Service Hours Description Definition 

24x7x365 Available 24 hours a day, 7 days a week, 365 days a year. 

Redcentric UK business hours (RBH) 09:00 am to 17:00 pm GMT / BST (as applicable) Monday to 
Friday excluding UK public holidays 

9.2 Standard Applicable Service Hours 

Service Management Activity Service Hours 

Redcentric Service Desk L1 24x7x365 

Redcentric Service Desk L2 Redcentric UK business hours 

Redcentric ACE Team L2 & L3 Redcentric UK business hours 

Support Request Management Redcentric UK business hours 

Incident Management (P1) 24x7x365 

Incident Management (P2 & P3) Redcentric UK business hours 

Problem Management (RCA) Redcentric UK business hours 

Configuration Management Redcentric UK business hours 

The management of support requests (covering requests for information, ticket updates and request 

for change) will be provided within Redcentric business hours, to ensure the quality of the 

communication channels.  

More specific aspects of service management, such as root cause analysis where the underlying 

cause of an incident is not yet identified – known as a problem – and the management of change 

and releases are also carried out within Redcentric business hours to ensure the rigorous and 

effective delivery of these service elements.  

9.3 Redcentric Service Levels 

Target availability for the Redcentric services underpinning the Customer services. 

Service  Target Service Level Definitions 

Redcentric Service Desk 99.90% Service Desk availability to raise support 
requests for Customer. 

* All services involved in delivery rely upon M365. We are also dependent upon Microsoft to meet 

their own SLAs, some of which are defined below: 
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M365 Service SLA 

All M365 Platforms and Services Service Level Agreements (SLA) for Online Services 

Any issues that occur with M365 that need to be resolved shall be excluded from the Redcentric SLA 

calculations. 

*Target figures relate to availability of the service platform and exclude outages related to single 

points of failure, scheduled downtime, or those service elements outside of the Redcentric scope of 

responsibility. 

The availability of platform/infrastructure is measured by a Redcentric chosen monitoring and event 

handling and Redcentric’s reporting platform (POM). Redcentric does not include the monitoring of 

end user’s perception of availability or performance, which can be affected by the service quality of 

the ISP or Customer LAN. 

Service Availability target is defined as the percentage of time for which the service is available to 

the users. 

Service Availability = Agreed Service Hours – Service Downtime Hours x 100 % 

Agreed Service Hours 

Note: All availability targets will be calculated on a rolling 12-month basis. 

Availability calculations will exclude outages where root cause is determined to be outside of the 

Platform components under Redcentric control. 

9.4 Microsoft Service Levels 

M365 Service Levels are provided by Microsoft, and not by Redcentric. M365 Service Level 

Agreements which describe Microsoft’s uptime guarantees and downtime credit policies are specific 

for each M365 service. The SLAs for individual M365 services can be accessed here: 

https://M365.microsoft.com/en-gb/support/legal/sla/ 

Typically, the M365 services have an availability target of 99.9% measured on a monthly basis, but 

please refer to the Microsoft Cloud Agreement and the related documents. 

Microsoft’s service terms can be accessed:  

http://www.microsoftvolumelicensing.com/Downloader.aspx?DocumentId=11675 

9.5 Microsoft Service Credits 

The M365 service performance, including uptime and service monitoring, is the responsibility of 

Microsoft, and Microsoft is responsible for service credits to the extent set out in the Microsoft Cloud 

Agreement. 

Microsoft will pay to Redcentric any service credits that are due in respect of the Customer’s M365 

service. Redcentric will credit to the Customer any service credits that Redcentric receives from 

Microsoft in respect of the Customer’s M365 service (where such service has been procured through 

Redcentric as part of Redcentric’s MAS Services). These service credits are described below at their 

current rates but may be amended by Microsoft from time to time, in which case the amended service 

credits paid by Microsoft will apply. 

  

https://www.microsoft.com/licensing/docs/view/Service-Level-Agreements-SLA-for-Online-Services?lang=1
https://m365.microsoft.com/en-gb/support/legal/sla/
http://www.microsoftvolumelicensing.com/Downloader.aspx?DocumentId=11675
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10. Responsibilities and Accountabilities 

10.1 High Level Redcentric Responsibilities 

Redcentric will provide the following in connection with the M365 platform and managed by 

Redcentric:  

• Creation and configuration of Microsoft tenants and M365 subscriptions on the customer’s 

behalf if required. 

• Provisioned access to required tools and portals. 

• Migrating customer’s data and services as defined in any SOW’s. 

• All deliverables stated in the scoping matrixes depending on the service level contracted to. 

• Feature deployment as agreed-upon during design phases. 

• Support tickets created and liaised with Microsoft support when required. 

10.2 High Level Customer Responsibilities 

The customer will: 

• Maintain licensing for any software not provided by Redcentric. 

• Adhere to the applicable Microsoft terms and conditions. 

• Maintain passwords in a secure manner. 

• Respond to Redcentric requests in a timely fashion. 

10.3 RACI Matrix 

The following table outlines Redcentric and customer responsibilities using a RACI model. 

• Responsible: Do the task 

• Accountable: Approve the task 

• Consulted: Input provided to the task 

• Informed: Notified on task progress or completion 

Task Redcentric Customer 

Provide business and technical requirements C, I R, A 

Create customer proposal, pricing and contract documentation R, A C, I 

Design review R, A C, I 

Create Pre-Sales Solution & HLD R, A C, I 

Final proposal to customer R, A C, I 

Contract signature C, I R, A 

Manage implementation activities R, A C, I 

Build/provision the solution R, A C, I 

Test and handover R, A C, I 

Notify the customer of any service-affecting issues or planned 
maintenance  

R, A C, I 

Notify Redcentric of any planned activities that may impact service A, C, I R 

Resolve incidents and problems R, A C, I 

Raise service requests and changes C, I R, A 

Implement service requests and changes R, A C, I 
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11. Glossary of Terms 

Acronym Key 

Acronym Expanded Term 

AoC Attestation of Compliance 

APM Application performance monitoring 

CDR Customer design requirements 

CSP Cloud Service provider 

MCSP Managed Cloud Service provider 

M365 Microsoft 365 Platform 

CVE Common vulnerability and exposures 

DRaaS Disaster recovery as a service 

IaC Infrastructure as code 

IDS Intrusion detection services 

IPS Intrusion prevention services 

ITIL Information Technology Infrastructure Library 

PCI DSS Payment Card Industry Data Security Standard 

RCA Root cause analysis 

SLA Service-level agreement 

SME Service management executive 

SOC Security Operation Center 

TAM Technical account manager 

WAF Web application firewall 

 

  



  

    

  Page 34  |  Public  

 

12. Data 

12.1 Data Processing 

Note that in completion of this Statement, the CCS Customer is the Controller and Redcentric is the 

Processor unless otherwise stated.  

12.2 Subject matter of the processing 

Redcentric delivers a wide range of Azure Managed, professional and Advisory services. Aligned to 

all Microsoft Security Frameworks, our Redcentric’s Adaptive Cloud Engineering (ACE) team 

develop and deliver modern cloud solutions that provide a wide range of support and management 

options, which are designed to allow your engineers to be focused on your core business objectives, 

thereby maximising your agility and efficiency, while keeping costs to a minimum. 

12.3 Nature and purposes of the processing 

All personal data is stored in UK Data Centres unless otherwise stated. Some personal data may be 

accessed by our Support operation in Hyderabad, India. This access is to authenticate CCS 

Customer users following a support request or to troubleshoot incidents and is required to satisfy 

obligations under the Contract. This is subject to controlled remote access using Redcentric owned 

devices only and is operated under an International Data Transfer Agreement between Redcentric 

Solutions Limited and Redcentric India. 

12.4 Duration of the processing 

From the start date of the contract until seven years after the expiry or termination date. It may be 

necessary to retain data beyond this time according to UK Law. 

12.5 Categories of Data Subject International Transfers 

It may be necessary for our Support operation in Hyderabad to access personal data in order to 

authenticate CCS Customer users following a support request or to troubleshoot incidents. The 

personal data may include first name, last name, role title, telephone number, which may be checked 

against a pre-approved list. 

12.6 Subprocessors engaged by Redcentric (sub-contractors) 

All Redcentric suppliers (sub-processors) are checked for compliance with UK GDPR as part of 

onboarding and regularly reviewed. 

12.7 Types of Personal Data Processed 

In the course of Cyber Security Professional Services work the following elements of Personal Data 

may be processed: first name, last name, telephone number, role title, DDI number, work email 

address, IP address. The Personal Data to be processed do not include sensitive personal data, or 

any data the processing of which is restricted (e.g. data relating to criminal offences or convictions) 

12.8 Special Category Data 

The Personal Data to be processed do not include racial or ethnic origin, genetic data, biometric 

data, health data, political views, religious beliefs or trade union membership. 

12.9 Data Processing Location 

Redcentric’s Cyber Security Professional Services staff are all UK based, and all personal data is 

stored in UK Data Centers unless otherwise stated. 
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Different Data Types Captured 

• Application monitoring data, which typically includes data around the performance and 

functionality of code. 

• M365 resource monitoring data, which will include data around the operation of an M365 

resource. 

• M365 tenant monitoring data, which gathers data regarding the operation of tenant-level 

M365 services. 

• M365 subscription monitoring data, which collects data pertaining to the operation and 

management of M365 subscriptions. 

• Virtual machine and cloud services data, which captures system data and logging data on 

VMs. 

• Application insight data, which relates to application performance monitoring (APM). 

• M365 Active Directory reporting data, which collects information on user sign-in activities 

and system activity. 

• Activity logs, which collects information on operations performed on resources in a 

subscription. 

• Network security logs, which will collect data on traffic flowing through a network. 
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13. Exit Plan 

The point of exit shall be agreed with the customer. 
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14. Project management 
We understand you need to be confident we can deliver projects successfully and without risk to you or your 

customers. We know collaboration and communication with you is the key to successful project delivery, and the best 

way to ensure we can deliver the business value you expect from us.  

Redcentric uses a hybrid project approach based on PRINCE2 and Waterfall methodologies, that is strengthened by 

ITIL project best practise. Our approach has been honed to foster a close working relationship between you and the 

dedicated project team that will be responsible for the onboarding of your new services. 

The 4 phased approach that will steer your project delivery is: 

• Phase 1 – Conception and initiation 

• Phase 2 – Definition and planning 

• Phase 3 – Execution 

• Phase 4 – Handover and closure 

We recognise the importance of making sure your project and programme of work is delivered on time and meet your 

quality and cost considerations.  Our highly skilled team of project managers have years of project management and 

solutions expertise which enables us to provide you a clear understanding of when your solutions will be delivered in 

preparation for a seamless handover into live service.  

You will benefit from our experience of managing a very broad spectrum of complex projects across our range of 

solutions for customers in a variety of sectors including highly sensitive sectors such as healthcare where disruption 

to BAU might result in a risk-to-life, or commercial sectors for example, retail or legal, where any disruption would 

have a significant impact on operational or commercial outcomes for the customer.  

To meet your individual needs, we understand we need to be flexible to ensure we can deliver results quickly and 

with the expected outcome for the project. To achieve this, we will work closely with you to understand your needs 

and learn how issues impact your business. This will provide a clear insight into working together to resolve any 

challenges. 

The main advantage of our meticulous approach is the handover process at each stage of the project. Risk is a key 

part of the agenda, which in turn promotes the continuity of risks and the identification of assumptions, issues, and 

dependencies. This early and continuous detection of risk means we can promptly and effectively mitigate any 

challenges as early as possible. 

Quality assurance processes are embedded throughout the delivery lifecycle, underpinned by our ISO 9001, 

14001, 20000, 22301 and 27001 certifications and supported by our centralised programme management 

office. 
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The project toolbox 

We will use a suite of project tools designed to ensure your project delivery is seamless, transparent, managed 

effectively, and delivered to your agreed specification. Each device has been refined over time based on our 

experience and as our knowledge evolves with the introduction of new technologies.  

 

 

 
 
 
 
 
 
 
 
 
 
 

 

Transition management 

It is important to Redcentric that you experience a seamless and smooth transition into your service management 

team. With an established and proven approach to transitioning customers from solution design, through to projects 

and into your support team. Redcentric are confident you will feel supported and comfortable for the project team to 

step back, to let the service management team take over. 

Using an effective project delivery approach throughout your transition journey, will ensure: 

• Technical delivery is achieved on time and to specification 

• The support model is fit for purpose and available at service commencement 

• You will experience a ‘soft landing’ with minimal disruption to service. 

  

With 30 years of track record of delivering projects, Redcentric is knowledge and approach to mitigating risk during 

the project transition phase is based on experience. Their mature and proven approach is employed as a standard 

risk management framework which flows from initial bid stage through to project delivery, and into live service. 

• Project initiation document to develop a 

detailed scope of your requirements  

• Comprehensive project plan to refine the 

delivery approach  

• High level solution design  

• Low level solution design  

• RAID Log to identify, control and govern 

project risks  

• Site audit report to help identify issues 

and challenges at each project location  

 

• Test plan to minimise disruption to your 

business operations  

• Communications plan that defines what 

information to share and with whom  

• Site implementation tracker to record the 

migration progress  

• Weekly highlight report providing project 

updates  

• Customer Service Pack  

• UAT Test Report – per site (Word)  

• Project Closure Report (Word)  
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15. Account management 
We appreciate the nature of your business demands an exceptional service. We recognise you need to be supported 

by a team who are not only competent and highly skilled, but also passionate about delivering the right outcome, 

every time. In our experience, this is achieved by aligning our expertise from the very beginning to create a single, 

cohesive, and focused team.  

Your Account Manager will build an understanding of your current and long-term strategy and ensure that the wider 

Redcentric team understands your needs. They are responsible for the day-to-day commercial relationship between 

the customer and Redcentric. Our aim is to develop a long-standing partnership with you.  

Sharing Technology advancements with you  

A key role of your Redcentric 

account manager is to 

understand your business and to 

keep you proactively informed on 

the technology and industry 

developments that may be of 

strategic benefit to you. As part of 

your monthly service reviews, we 

will discuss our product and 

services roadmap and where 

required involve our technical 

design resources to better 

understand your requirement and 

provide guidance. 

Our technology roadmap review forms part of the service delivery programme. Our aim is to ensure you are fully 

informed of the wider developments that we are planning to introduce and allow us to discuss any requirements you 

would like us to consider for the future. 

Working in partnership to drive continuous improvement. 

We fully embrace the continuous service improvement and will work with you to develop a continuous service 

improvement plan (CSIP). At the simplest level your CSIP will act as a way of prioritising and tracking minor 

improvement initiatives such as tweaking process to better suit your need but is equally used to drive technology 

enhancements and innovations to align evolving business requirements, including technology refresh, changes, and 

upgrades throughout the contract period. 
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16. Service management 
Redcentric will provide a centralised service management model for all services we deliver to you. Our proven model 

will ensure you receive service management and support services that is easily accessible and effective.  

Our mature processes are based on the ITIL framework, fully supported by Gartner-referenced service management 

tools and process automation which ensures you receive a best-in-class user experience.  

The proposed solution is inclusive of our support and account management service, which include:  

• Genuine 24/7/365 service desk which is manned, monitored and maintained using as mature ITSM tool 

• Best-in-class secure management and monitoring tools, designed to ITIL guidelines. 

Our service is underpinned by 

comprehensive, yet agile, 

documented processes that 

include major incident 

management. We have recently 

introduced enhanced SLAs 

within our support services; this 

means we will respond to you 

quicker and we are committing 

to faster fix times.  

Service Reviews are an 

opportunity for us to 

collaboratively evaluate service 

performance and ensure it is 

effective and aligned to your 

needs. The service reviews 

seek to understand how we can 

work in partnership with you and 

your teams and to identify how 

we can improve performance. 

We work proactively to propose 

solutions to problems and 

suggest the best way to resolve 

any issues.  

What happens at the monthly 

service review? 

• Review service delivery using performance data and provide this in a graphical format. 

• Analyse support tickets to identify patterns that indicate we need to explore further to identify the root cause.  

• Review service availability, service exceptions, significant incidents, and related trends. 

• Build operational relationships between our customers and the wider Redcentric team. 

• Seek to align internal resources within Redcentric to ensure effective service delivery. 

• Identify areas for improvement and include them in the service improvement plan. 

• Seek your input on how we can evolve our services to suit your future objectives. 

• Share our vision to demonstrate how we can support your future strategic aims. 

• Create and hold formal records in the Redcentric document management system. 

The monthly service pack provides a basis for discussion. It can be tailored to meet specific customer reporting needs 

as part of the onboarding process or within the lifetime of the contract. As standard, we provide a service pack that 

includes up to 12 months of data extracted from the support system and service monitoring systems. We analyse 

current and previous months’ performance and identify any trends. 

We operate a Service Management System which meets the requirements of ISO/IEC 2000, which means 

we have a tried and trusted model for service delivery that provides a consistent approach.  
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17. Support Services 
We understand that our customers trust the Redcentric team to ensure that our services meet your needs. Our 

relationship with our customers goes beyond just complying with contractual SLAs and meeting industry standards.  

We seek to understand the importance of service delivery to your organisation and work with you to 

provide the support that leads to the rapid resolution of any issues. 

We take a pro-active approach to supporting you so you can be sure that the services which your 

business relies on are in safe hands. 

Our support operations meet the highest industry standards, and service management processes are 

based on the ITIL framework. 

We have thoroughly documented the major incident and customer service plans, which detail how we 

operate in business-as-usual scenarios and during major incidents.  

We use best-in-class secure monitoring tools to manage the services we provide to you actively. We 

use Gartner-referenced service management tools and process automation, which allow us to work 

smarter. 

Our support function is structured to ensure fast resolution of incidents with timely escalation where appropriate.  

The service journey you experience is important to us. Every interaction is monitored by our customer services 

team, who are highly experienced in handling customer interactions, and understand the importance gathering 

accurate and timely information to ensure the correct resources are allocated to reach a rapid conclusion. 

Our incident management process has been engineered to be customer focused and designed to ITIL guidelines. 

We follow a proven process for incident management, with clear steps marked out for each team to ensure you are 

supported in the most effective and organised manner. 
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18. Information assurance 
 

Certifications 

Redcentric are ISO 20000-1 certified, demonstrating 

that we adhere to ITSM (IT Service Management) best 

practice, and ITIL (Information Technology 

Infrastructure Library) provides advice on ITSM best 

practice. 

ITIL v4 is at the heart of Redcentric managed service 

operation and support. Redcentric believes that to 

deliver a high quality, professional service it is 

necessary to invest in training people, empowering 

them to be strong ambassadors of our service model.  

Redcentric has provided managed services to the UK 

public and private sector for over 30 years. As a highly 

accredited business, we are proud of the standards and 

processes for which we are certified. 

Our data centres and all supporting operations are fully 

UK Sovereign and are congruent with; 

• The Government’s Security Classification Policy 
(‘Official-Sensitive') 

• The Government’s previous Protected Marking 
Scheme classification (BIL4 - Confidential) 

Note – Redcentric can also support information and 

assets classified above the GSCP level of ‘Official-

Sensitive’. 

ISO 

• ISO 27001:2022 Information Security Certified 

• ISO/IEC 27017:2015 Cloud Security Certified 

• ISO/IEC 27018:2019 Personally Identifiable 

Information (PII) 

• ISO 9001:2015 Quality Management Certified 

• ISO22301:2019 Business Continuity Management 

• ISO 14001:2015 Environmental Management 

System Certified 

• ISO 20000-1:2018 IT Service Management System 

Certified 

NHS standards 

• Registered HSCN CNSP (Health and Social Care 

Network, Consumer Network Service Provider) 

• DSPT (Data Security and Protection Toolkit) 

assessed as exceeding standards 

• NHS Certified Commercial Aggregator 

• NHS Business Partner 

• Authorised to transmit, process and store Person 

Identifiable Data (PID) 

• NHS England IGSoC Compliant Commercial Third 

Party (NACS code: YGMAP) 

• NHS England accredited Service Provider 

(Network Access Agreement number: 0740). 

HMG / other standards 

• PCI-DSS Compliant for physical hosting and 

managed firewall services within our data centre 

locations 

• Cyber Essentials Plus Certified 

• Data Centres are externally certified to attest they 

have the necessary physical security measures to 

process HM Government ‘Official-Sensitive’ 

classified data 

• Main data centres are certified as Police Assured 

Secure Facilities 

• Full alignment with the Security Policy Framework 

• All services are designed, built, implemented and 

supported using all relevant and appropriate NCSC 

GPGs, Cabinet Office and NHS England standards 

Networks Connectivity 

• The Public Internet via Private or Public IP VPN 

• The HSCN Peering Exchange 

• PSTN  

• PSN (Public Sector Network) certified as one of the 

few DNSPs (Direct Network Service Provider)  

• PSN Gateway Access for both PSN-Assured and 

PSN-Protected 

• JANET (Joint Academic Network) 

Further information with regards to the Redcentric 

assurance and governance framework can be found 

within the Redcentric customer security pack which 

consist of the following documents: 

• Cloud Security Principles (aligned with the NCSC 

14 principles) 

• Security Management Plan 

• Security Statement 

• Accreditations and Mappings (lists all business 

accreditations and relevant controls and 

standards utilised for Redcentric G-Cloud 

services) 

• Security Control Framework 

Copies are available under NDA upon request. 
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19. Professional services 
The Redcentric Professional Services team is drawn 

from across the organisation, bringing together a 

unique mix of experience, know-how and talent to help 

deliver substantive value to its consulting assignments.  

Strategists, designers, developers, technicians, 

engineers, analysts, security specialists and project 

managers from the worlds of infrastructure, networks, 

applications, communications, and mobile can come 

together to deliver expert, targeted, outcome-driven 

assistance where it’s needed.  

The common denominator in every professional 

services engagement is that we are responding to a 

specific client need. We provide tailored responses to 

your requests for assistance, whether that’s for help of 

a strategic or tactical nature, short or long-term, on 

premises or off, single vendor or multi-vendor 

environment, in a lead role or in support.  

Redcentric provide Professional Services using either 

our in-house team or approved third parties. 

Professional Services are not part of the service unless 

so specified in the customer’s order. Professional 

Services require a separate order or change control 

procedure. 

Available services  

IT strategy.  

Project management.  

Change management.  

Design integration.  

Staging and installation.  

Integration design.  

Service migration.  

Optimisation and performance tuning.  

Physical lift and shifts.  

Audits and compliance.  

Application development. 

On premise and/or remote access support.  



  

    

  Page 44  |  Public  

 

20. Company profile 
Redcentric is a managed service provider, delivering highly available network, cloud 

and collaboration solutions that help public and private sector organisations succeed.  

We provide: 

Assured availability – Delivering highly 

available solutions that organisations can rely 

on to improve productivity and performance 

Organisational Agility – Helping 

organisations to address operational, 

financial, and regulatory challenges at speed 

Smarter Working – Enabling and 

empowering organisations to connect, 

communicate and collaborate 

Our aim is to work in partnership with you to improve 

efficiencies, drive transformation and enhance the 

services you provide to your citizens, patients, students 

and tenants and our services are provided in line with 

the most stringent public sector standards. 

We are here to support you, whether that be with 

traditional infrastructure or making the move and taking 

advantage of what the cloud and hybrid environments 

have to offer. 

Today we can offer a rich end-to-end solution portfolio 

covering the full spectrum of cloud, network and 

collaboration designed and delivered by our own highly 

skilled teams from our privately owned, UK based multi-

million-pound infrastructure. 

Our ethos is one of collaboration; our aim is 

transformation: helping clients secure desired 

outcomes, substantive gains, and a measured route 

forward for the future. 

Our assurance comes from a long track record across 

both the private and public sectors, characterised by 

deep domain expertise, continuous innovation, 

proactive management, and an enduring commitment 

to business improvement through better IT. We’d like to 

think that there are hundreds of organisations out there 

where Redcentric has already made a significant and 

lasting difference. 

• Multiple wholly

 
owned UK data centres  

• Serving over 800 customers across the UK  

 
• Multiple wholly owned UK data centres 

• Serving over 800 customers across the UK 

• Health and Social Care Network approved CN-SP 

• NHS Digital approved N3 Aggregator since 2014 

• Accredited to connect and supply over Janet 

• Authorised to process HM Government data 

marked ‘Official-Sensitive’ 

• Accredited to store patient data 

• HSCN Peering Exchange Provider  

• Accredited to connect and supply over Public 

Services Network (PSN) 

• Accredited and experienced G-Cloud supplier  

• 15+ years of N3 experience 

• Fully aligned with ITIL Service  

Management Standards 

• ISO 9001, 14001, 27001, 22301 and  

20000-1 certified  

• Cyber Essentials and Cyber Essentials  

Plus certified 

• PCI Compliant for physical hosting services  

• Services designed, built, implemented and 

supported using appropriate NSCS GPSs, 

Cabinet Office and NHS Digital standards 

• Fully approved HSCN connectivity to  

Azure and AWS environments. 
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21. Why choose Redcentric? 

Owned infrastructure 

We believe that service quality is dependent on end-to-end 

control and capability, which is why we’ve spent the past 

three decades building our own infrastructure and skills base: 

a UK-wide MPLS network, UK-based data centres, Voice and 

IaaS platforms, Network and Security Operations Centre, and 

a large ITIL-based support operation. 

Expert guide 

We are not about the provision of one-off IT commodities but 

rather helping clients over the short, medium and long-term 

through the strategic alignment of our services to organisational 

requirements. We guide you on your journey at whatever speed 

and in whatever direction the need dictates. 

Customer-centric culture 

It is the ‘can do’ attitude of our teams that we are most proud of 

and which our customers most value and often comment on. We 

invest in our staff and work hard to develop and preserve a 

culture that prioritises staff satisfaction and motivation. We 

believe that the happier, more engaged, and dynamic we are as 

a team, the more we can achieve together, ensuring we deliver 

the best results for our customers.   

Open-minded and innovative 

We pride ourselves on being an innovative service 

organisation which means we are always willing to think and 

do differently and to go beyond norms and conventions. We 

are always reviewing our proposition, introducing new proven 

technologies that dovetail with our existing offering; and 

bringing these opportunities for further gains to our 

customers. But equally this spirit of innovation may be seen 

in our flexible approach to project management, and it 

extends to all aspects of how we work with our customers.

Breadth of services 

Our great strength is our ability to be a single unifying partner 

who can deliver a comprehensive range of IT and Telecoms 

services across multiple sites with confidence. 

Security and integrity 

We invest in our systems and processes, that in turn allow us 

to attain the highest standards of certification and 

accreditation. These are not badges of honour, but hard-

earned evidence of our commitment to quality, security, and 

integrity, and this supports our aim to be a ‘trusted partner’. 

Outcomes focused 

We believe we have an important role to play in ensuring you 

have the IT infrastructure and services to help you to achieve 

your goals. We help you to meet new challenges and to stay 

agile so that you can respond to change and at the same time 

keep your data and systems highly secure. 

Our teams 

We have highly skilled staff, whose average tenure is more 

than 10 years bringing a huge wealth of experience and a 

depth of knowledge on which you can rely. We also invest in 

the development of new team members who bring new or 

enhanced skills to Redcentric and the training of existing staff 

to ensure you benefit from a consistent, high-grade delivery 

of services and support day in, day out. 

Continuous Service Improvement  

We are committed to investing the most that we can to build 

a sustainable, successful business that can deliver genuine 

IT outcomes for our customers. We are continually refreshing 

our core systems or adding capacity and capability, to the 

tune of many millions. 
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