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Managed Firewall Service

Managed Firewall Service The service is delivered on virtual firewalls on a shared platform or on one or
more dedicated hardware firewall appliances. The firewalls control traffic between devices on different
networks and provide perimeter protection. The firewall is configured by our staff to meet customer’s
requirements. Firewalls are monitored for alerts.

Managed Firewall Service is compatible with Network as a Service, DDoS Mitigation Service, Meraki
Connectivity and Security Service, Managed SD-WAN Service, Two Factor Authentication Service also
available on G-Cloud.

The Redcentric Managed Firewall Service offers a choice of virtual firewalls or dedicated appliance(s),
and Customers can select from three service options:

e Standard
e Advanced
e Static-Configuration

The Standard service delivers a high level of perimeter security based on Layer-7 application-aware
firewalling performing Network Address Translation with a level of Denial-of-Service capability (e.g.,
mitigate against sync packet flooding).

The Advanced service builds on the standard service by additionally offering three Unified Threat
Management functions: Anti-virus, Web-filtering, and Intrusion detection. Please see the service
definition for further details.

The Static-Configuration service is particularly cost-effective and suitable for environments where the
ruleset is dictated by a governing-body and rarely changes (e.g. where firewall protects interface to
certain public-sector networks). UTM functionality is not included. To minimise costs and service
charges, fewer change-requests are accepted for the static configuration option.

Redcentric recommends, as a minimum, the standard service for all Customers using the firewall to
protect their Enterprise network edge.

Pricing

All prices exclude VAT.

This Service is subject to a Call-Off Period of 36 months and a Minimum Period of Service of 12 months.
Lot 2 discounts will be applied to the prices set out in this Price Card and calculated based on the total

annual Call-Off Contract value — see Table 1 for details.

Discounts
Table 1 — Discounts.

less than £250,000 2%
between £250,001 and £500,000 4%
between £500,001 and £1,000,000 5%
between £1,000,001 and £2,500,000 6%
between £2,500,001 and £5,000,000 8%
over £5,000,000 10%
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Managed Firewalls

Table 2 - Managed Firewall Services

Service Order . ' Max. . . Monthly
th\alrjenr]%nec;e Firewall Size Throughput Profile Service UTM Manager Analyser Rgﬁ::rlng
ge
N-FWFORT-11 Small 50Mbps Highly Available Standard No Yes 25GB £350.00 £345.00
N-FWFORT-13 Small 50Mbps Highly Available Advanced Yes Yes 25GB £500.00 £545.00
N-FWFORT-15 Small 50Mbps Highly Available Static-Configuration No Yes No £250.00 £210.00
N-FWFORT-21 Small 50Mbps 2 Site Standard No Yes 25GB £350.00 £440.00
N-FWFORT-23 Small 50Mbps 2 Site Advanced Yes Yes 25GB £500.00 £640.00
N-FWFORT-25 Small 50Mbps 2 Site Static-Configuration No Yes No £250.00 £270.00
N-FWFORT-12 Medium 200Mbps Highly Available Standard No Yes 25GB £350.00 £400.00
N-FWFORT-14 Medium 200Mbps Highly Available Advanced Yes Yes 25GB £500.00 £600.00
N-FWFORT-16 Medium 200Mbps Highly Available Static-Configuration No Yes No £250.00 £270.00
N-FWFORT-22 Medium 200Mbps 2 Site Standard No Yes 25GB £350.00 £555.00
N-FWFORT-24 Medium 200Mbps 2 Site Advanced Yes Yes 25GB £500.00 £755.00
N-FWFORT-26 Medium 200Mbps 2 Site Static-Configuration No Yes No £250.00 £390.00
N-FWFORT-32 Large 500Mbps Highly Available Standard No Yes 25GB £350.00 £510.00
N-FWFORT-33 Large 500Mbps Highly Available Advanced Yes Yes 25GB £500.00 £710.00
N-FWFORT-34 Large 500Mbps Highly Available Static-Configuration No Yes No £250.00 £350.00
N-FWFORT-41 Large 500Mbps 2 Site Standard No Yes 25GB £350.00 £700.00
N-FWFORT-42 Large 500Mbps 2 Site Advanced Yes Yes 25GB £500.00 £900.00
N-FWFORT-36 Large 500Mbps 2 Site Static-Configuration No Yes No £250.00 £535.00
N-FWFORT-51 X-Large 1000Mbps Highly Available Standard No Yes 25GB £350.00 £745.00
N-FWFORT-52 X-Large 1000Mbps Highly Available Advanced Yes Yes 25GB £500.00 £945.00
N-FWFORT-53 X-Large 1000Mbps Highly Available Static-Configuration No Yes No £250.00 £590.00
N-FWFORT-56 X-Large 1000Mbps 2 Site Standard No Yes 25GB £350.00 £950.00
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Service Order ' ' Max. . . Monthly
Reference Firewall Size Throughput Profile Service UTM Manager Analyser Recurring
Number Charge
N-FWFORT-57 X-Large 1000Mbps 2 Site Advanced Yes Yes 25GB £500.00 £1,150.00
N-FWFORT-58 X-Large 1000Mbps 2 Site Static-Configuration No Yes No £250.00 £800.00
N-FWFORT-1 Management Only n/a Single firewall Standard No Yes 25GB £350.00 £250.00
N-FWFORT-2 Management Only n/a Single firewall Advanced Yes Yes 25GB £500.00 £450.00
N-FWFORT-5 Management Only n/a Single firewall Static-Configuration No Yes No £250.00 £150.00
N-FWFORT-3 Management Only n/a Firewall pair Standard No Yes 25GB £350.00 £350.00
N-FWFORT-4 Management Only n/a Firewall pair Advanced Yes Yes 25GB £500.00 £550.00
N-FWFORT-6 Management Only n/a Firewall pair Static-Configuration No Yes No £250.00 £200.00

Fortinet Firewall Devices & Support

Fortinet Firewall Devices are available with a discount of 35% from the Fortinet List Price.
Fortinet Firewall Support and Licencing is available with a discount of 15% from Fortinet List Price.

Creation and administration of additional category lists is chargeable based on the Professional Services rates detailed below and based on customer
requirements.
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Professional Services

Table 3 - Professional Services rates for additional design, configuration, and installation are detailed
below.

Professional Service

Project Manager £625.00
Senior Project Manager £750.00
Solutions Architect £700.00
Senior Solutions Architect £950.00
Engineering Time Remote £390.00
Engineering Time Onsite £475.00
Engineering Time - Out of Hours £95.00
Engineering Time - Weekend £180.00

Standard Deliverables

+  Service Setup
«  Service Configuration

Ending the contract without reason

If the Customer terminates the Call-Off Contract, all or part of it, before the Call-Off Contract end date,
as set out in paragraph 13.2.2 of the General Terms, the Customer must give the Supplier no less than
90 days’ notice.

The Buyer must promptly pay all outstanding Charges incurred to the Supplier and must pay the Supplier
reasonable committed and unavoidable losses as set out in clause 13.5.3 of the General Terms. The
Supplier's committed costs over the Contract Period are:

* inYear 1, 100% of any monthly recurring Charges payable by the Buyer; and

* in the remainder of the Contract Period, 30% of any monthly recurring Charges payable by

the Buyer.
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HEAD OFFICE

Central House
Beckwith Knowle

Harrogate

HG3 1UG

T 0800 983 2522
E sayhello@redcentricplc.com

W www.redcentricplc.com
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