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Transforming secure business access with HPE Aruba Networking SSE

Zero Trust Network Access (ZTNA)
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Secure access to private applications
in the data center or cloud enforcing
zero trust principles.

Secure Web Gateway (swg)

Secure access to the Internet and
protect against malicious online threats.
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URL filtering gambling/malware sites, O
DNS control, SSL inspection for malware m
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Cloud Access Security Broker (CAsB)

Secure access to SaaS applications
and protect against data loss.

Control block upload/download from Box,
Sharepoint, Facebook, Salesforce

Digital Experience Monitoring (DEM)

Monitor digital experience
and froubleshoot user access
issues for all traffic.

Network ops for private & public traffic
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EdgeConnect Secure SD-WAN Platform

Improve app performance, streamline management, reduce hardware footprint

I Built-in next-generation firewall including IDS/IPS,
I adaptive DDoS, URL filtering and role-based
L segmentation

@) Multi-cloud networking

@ Dynamic routing with BGP and OSPF support

m App performance with SaaS and WAN Optimization
(©"  &Path Conditioning

Network visibility and reporting
@ Automation and zero-touch provisioning

Traditional branch office

G & B

SD-WAN vgg{\l Firewall

S~ —

D @

Router Visibility

Secure WAN Edge

A

EdgeConnect SD-WAN
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Architecting a SASE solution

SD-WAN and cloud security for cloud-first enterprises
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Implement consistent security
policies

Branch Office

« Eliminate application security
and performance tradeoffs

RingCentral

oom

‘-)h Microsoft 365

Direct Internet Breakout
(trusted applications)
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Multi-Cloud Networking with EdgeConnect SD-WAN

Flexible, secure, SD-WAN cloud connectivity
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EdgeConnect SD-WAN Next-Generation Firewall

Replace legacy firewalls in branch offices

EdgeConnect

Feature NGEW

Next-generation firewall v
Intrusion detection and prevention (IDS/IPS) v @
Adaptive DDoS protection v Iabs
Attack detection and mitigation v m
. o . ICSA Labs provides third-party testing
IP fragmentation flood mitigation, smart SYN cookie v and certification of security and health
IT products:, as well as network-
Web classification and reputation (URL filtering), IP reputation v connected devices, to measure product
compliance, reliability and
L . . . performance.
Application and access control through identity-based policies v
Role-based segmentation v ICSA Labs Secure SD-WAN
. _ certification
Cloud security integration (SSE) v
Security events logging v
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