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INTRODUCTION

Cost effective secure gateway access to Police and
Government networks over the internet.

Our fully accredited and Secure Police and Government Internet Transit
Service enables secure connectivity to government and police networks
such as PSN, IPED, and LECN over the internet. This transit service offers
advanced security measures including, intrusion detection (IDS),
enhanced user authentication, private-access tunnelling all with
authentication assured by Thales’ government accredited PKI to ensure
the confidentiality and integrity of the data being transmitted.
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USE CASE

This service can be used by organisations (who have the appropriate code of connection) to cost
effectively access approved police and government networks without the need to install new additional
connectivity into their premises.

SERVICE DESCRIPTION

e Secure internet access to sensitive PSN, IPED, and LECN data and applications

¢ Can use existing customer owned hardware

o Anonymously transits the internet

e Government accredited PKI ensures the confidentiality and integrity of transmitted data
e PKIl uses NCSC’s recommended certificate algorithms and key sizes

e Control of end-to-end network performance for public cloud-based applications

¢ Reliable and Assured Performance offering resilience through Thales Cloud

¢ Fully ISO20000 accredited Managed Service

e Secure by Design principle-based architecture and security

e NPPV3 cleared, SC cleared and DV cleared professionals

e Simple secure internet access to PSN, IPED and LECN
e Costs saving and value — utilise existing internet bandwidth connectivity and hardware

e Space and resource saving - enables removal of legacy dedicated connectivity and utilises your
existing internet connectivity

e Peace of mind - fully accredited end to end solution
¢ Quick setup - we can on-board you immediately

o Greater flexibility — with necessary code of connection, if you have internet connectivity, we can
connect you

e Tailored to suit you - an implementation package based on your specific needs

o Excellent customer service with 24/7 available support

DETAILED SERVICE OVERVIEW

By utilizing the Secure Police and Government Internet Transit Service, organizations are now able
to access a broader range of connection options at multiple locations where internet is available,
removing the need for expensive PSN MPLS circuits or complex walled garden infrastructure. The
service can be implemented on existing customer owned hardware and helps to save costs while
still maintaining robust and secure connectivity.

With this solution, authorized users can connect securely to government and police networks from
the internet, ensuring that sensitive data remains protected. The transit service provides a reliable
and secure pathway for accessing these networks, allowing organizations to communicate and
collaborate efficiently with government and police agencies.

This fully accredited transit service has been built using Secure by Design principles throughout and
offers a cost-effective and secure solution for accessing government and police networks securely
over the internet. It aligns with NCSC best practices for Zero Trust Networking and provides the
necessary security measures for secure and reliable connectivity.
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ABOUT THALES

Thales in the UK has been harnessing technology to benefit the nation for over a century. Across all
walks of life, you will find us securing and protecting every moment. We develop world-leading
capabilities to help our customers think smarter and act faster.

Thales collaborate with partners in both government and industry, providing cutting-edge
technologies to the civil and defence markets.

Thales has a significant presence across the UK, with locations strategically positioned in England,
Wales, Northern Ireland, and Scotland. This geographic reach enables us to effectively support the
diverse needs of local communities while contributing to the economic prosperity of all four nations.
Our key facilities, along with several customer-facing sites, extend from the South West of England
to Glasgow, reinforcing our commitment to regional investment and development.

The most trusted organisations in the world rely on Thales for cybersecurity solutions that keep
critical assets safe. With more than 6,000 cybersecurity experts worldwide, our portfolio protects
applications, data and identities, including services that close compliance gaps, detect and monitor
threats and strengthen defences.

For further information, please see https://www.thalesgroup.com/en/worldwide/united-kingdom
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