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1. Service Overview 
 
The Infosys Responsible AI toolkit provides a set of APIs to integrate safety, security, privacy, 
explainability, fairness, and hallucination detection into AI solutions, ensuring trustworthiness and 
transparency.  
Infosys RAI ( Gen-AI) Guardrails acts as your AI safety net. This solution safeguards your Large 
Language Model (LLM) interactions, automatically moderating requests and responses for privacy, 
safety, and security concerns. Customise guardrails to restrict unwanted topics and gain valuable 
explainability features. We continuously monitor technology and regulations, ensuring your Gen-AI 
stays protected and compliant. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: Infosys Responsible AI Toolkit Overview 

 
 
Overview of Responsible AI Toolkit Modules 
 
The following table provides a structured summary of key modules designed to enhance the safety, 
reliability, and transparency of Large Language Models (LLMs). These components span essential 
Responsible AI domains-including moderation, explainability, privacy, fairness, security, and red 
teaming - to ensure that AI systems operate ethically, securely, and in alignment with organisational 
governance standards. Each module addresses a specific risk area or capability required for building 
trustworthy AI applications. 
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# Module Functionalities 

1 
Moderation Layer APIs (Comprehensive 
suite of Safety, Privacy, Explainability, 
Fairness and Hallucination tenets) 

To regulate the content of prompts and 
responses generated by LLMs 

2 Explainability APIs 
Get explainability to LLM responses; global 
and local explainability for Regression, 
Classification and Time Series models 

3 Image Explainability 
Provides detailed explanations for images 
generated by Large Language Models (LLMs) 

4 Responsible-ai-LLM 
Implementation for generating images using a 
Large Language Model (LLM) 

5 Fairness and Bias API 
Check fairness and detect biases in LLM 
prompts, responses, and traditional ML 
models 

6 Hallucination API 
Detect and quantify hallucinations in LLM 
responses under RAG scenarios 

7 Privacy API 
Detect and anonymise, encrypt, or highlight PII 
information in LLM prompts or responses 

8 Safety API 
Detect and anonymise toxic and profane text 
associated with LLMs 

9 Security API 
Handle security attacks and defenses on 
tabular and image data; prompt injection and 
jailbreak checks 

10 Red Teaming API 
Strengthen LLM security and evaluation 
through advanced red teaming techniques like 
PAIR and TAP 

 

 

Toolkit Features  

 

The following toolkit offers an integrated suite of diagnostic and evaluation capabilities designed to 

rigorously assess Generative AI models across critical Responsible AI dimensions. By 

encompassing safety, security, privacy, model transparency, text quality, and linguistic integrity, the 

framework ensures a systematic and reliable approach to evaluating LLM outputs. These features 



Service Definition Document  

 
Page 7 of 14 

support organisations in maintaining compliance, mitigating risks, and promoting the development of 

AI systems that are robust, interpretable, and aligned with established governance standards. 

 

 

 

Generative AI Models 

 

 

                                                              Figure 2: Gen-AI Models 

Machine Learning Models 

 

                                                         Figure 3:Machine Learning Models 

 

Red Teaming 

The responsible-ai-red-teaming repository is designed to enhance the evaluation and security of 

Large Language Models (LLMs) through a comprehensive suite of red teaming practices. This 

repository offers a variety of techniques aimed at identifying vulnerabilities and ensuring robust 

performance in both endpoint and subscription-based LLMs. 

One of the key components of this suite is Prompt Automatic Iterative Refinement (PAIR). Inspired 

by social engineering tactics, PAIR is an innovative algorithm that facilitates the generation of 

semantic jailbreaks using only black-box access to an LLM. It leverages an attacker LLM to 

automatically produce jailbreak prompts for a targeted LLM, eliminating the need for human 

intervention. 
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In addition to PAIR, the repository features TAP, a query-efficient method for jailbreaking black-box 

LLMs, along with various other techniques designed for comprehensive evaluation and testing. 

By utilising these advanced methodologies, the responsible-ai-red-teaming repository aims to 

promote responsible AI practices and enhance the resilience of LLMs against potential adversarial 

attacks. 
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2. Service Description 

The Infosys Responsible AI toolkit features a suite of APIs, known as a FM-Moderation Layer, to 

safeguard AI models by verifying inputs and outputs for safety, security, privacy, and fairness. 

Additionally, These APIs assist in providing explanations for the outcomes of various traditional and 

generative AI models, ensuring transparency in their decision making processes.  

The moderation layer is a modular component that can be seamlessly integrated into clients’ AI 

systems. It enables integration with custom traditional and large language models, implementation 

of security measures, configuration of moderation checks, and ongoing monitoring of AI models to 

maintain ethical, legal, and compliance standards.  

 

 

 

 

 

 

 

                                                   

 

 

                                                      Figure 4: Responsible AI Toolkit Architecture 

 

FM - Moderation Layer   

The Filtering and Moderation module (called as FM-Moderation layer) is a crucial part in content 

moderation systems that ensure the safety, compliance, and appropriateness of responses 

generated by AI models like GPT3.5, GPT4, Gemini, Llama and AWS Anthropic. It applies a set of 

checks and filters to both the input prompt and the generated response to keep control over the 

content generated by the language model. The module consists of multiple layers, including Request 

Moderation, Response Moderation, and Response Comparison, each serving a specific purpose in 

the moderation process. 

• Template-based guardrails  

Here we make use of dynamic and efficient prompt templates through Prompt Engineering 

that enhance the detection capability of the LLMs to detect and block adversarial attacks.  

• Model-based Guardrails 

In Model-based Guardrails we use Pre-trained models trained on extensive billion-parameter 

datasets to effectively combat adversarial attacks. These models are equipped with 

sophisticated algorithms capable of discerning and mitigating malicious content by employing 
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various metrics such as scores and thresholds. These metrics are meticulously set based on 

detection entities or through comparative analysis of text embeddings, ensuring robust 

detection and response mechanisms against adversarial threats. 

Explainability  

Explainability in AI, including Machine Learning and Large Language Models, is about 

understanding the logic behind a model's decisions. By revealing the reasoning process, it builds 

trust and improves model performance. It helps us spot biases, fix mistakes, and align models with 

our goals. Ultimately, explainability makes AI more reliable and trustworthy. Infosys Responsible AI 

toolkit provides a range of explainability techniques to enhance transparency and understanding of 

AI model decisions 

In AI language models, the importance of tokens can significantly influence the generated 

responses. Understanding which tokens (words or phrases) are most impactful can be crucial for 

interpreting and trusting the model's decisions. This is particularly relevant in applications where 

precise and reliable outputs are essential, such as in healthcare, finance, and legal domains.  

Fairness and Bias   

The AI Fairness module is an essential component in the field of responsible AI and aims to address 

and mitigate biases in machine learning models, specifically it works with data sets. Biases can 

emerge from various factors like race, sex, religion, and other sensitive attributes present in the 

dataset. The goal of AI Fairness is to ensure that these biases do not influence the outcomes 

generated by the models, promoting fairness, and mitigating discriminatory effects.  

The AI Fairness module helps identify and address biases in machine learning models, promoting 

fairness, and mitigating the impact of discriminatory outcomes. By incorporating fairness 

considerations, organisations can foster more equitable and unbiased decisionmaking processes.  

Hallucination  

Hallucinations in LLMs occur when the model's internal biases, learned patterns, or 

overgeneralisations lead to the creation of text that is not consistent with information. This can 

happen when the model struggles to distinguish between real and imagined information.  

To address hallucinations in LLMs, it is essential to detect, quantify, and mitigate them. The Infosys 

Responsible AI toolkit offers features to achieve this. By employing techniques such as Chain of 

Thought, Thread of Thought, and Graph of Thought, potential hallucinations in diverse LLM outputs 

can be identified. Internet searches aid in verifying the accuracy of responses. G Eval metrics like 

adherence, faithfulness, and correctness assess the degree of hallucinations in both original and 

refined LLM outputs.   

Privacy and Safety  

In the era of growing concerns over data privacy and protection, the Privacy-Analyse and Privacy-

Anonymise modules provide crucial functionalities to safeguard sensitive information within 

unstructured text data. These modules focus on identifying Personally Identifiable Information (PII) 

and anonymising it to address privacy concerns effectively. By employing advanced algorithms and 

techniques, these modules enable users to protect personal data while retaining the contextual 

details of the text. AI technologies often collect and analyse large amounts of personal data, raising 
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issues related to data privacy and security. To address these concerns, it is crucial to promote 

stringent data protection regulations and the adoption of secure data handling practices.  

Security  

The introduction of a security module in RAI is a crucial step to safeguard the integrity and reliability 

of the platform. By incorporating robust security measures, RAI aims to protect user data, prevent 

unauthorised access, and ensure the platform's resilience against cyber threats. This module likely 

encompasses various security protocols, encryption techniques, authentication mechanisms, and 

risk management strategies to create a secure environment for users and their transactions.   

Security module is a software component safeguarding digital systems by implementing robust 

protection mechanisms. Key features include authentication, authorisation, encryption, intrusion 

detection, and access control to prevent unauthorised access, data breaches, and system failures.  

Features of a Security Module  

A security module typically incorporates the following features:  

• Authentication: Verifies user identity to grant access.  

• Authorisation: Defines permitted actions based on user roles and privileges.  

• Encryption: Protects data confidentiality through secure encoding.  

• Intrusion Detection: Monitors for suspicious activities and threats.  

• Access Control: Restricts system access to authorised individuals.  

• Audit Logging: Records system activities for security analysis.  

• Data Integrity: Ensures data accuracy and consistency.  

• Non-repudiation: Prevents denial of actions or transactions.  

 

Red Teaming  

Red Teaming is a proactive security measure designed to identify and mitigate vulnerabilities in AI 

systems, particularly Large Language Models (LLMs). It involves simulating adversarial attacks to 

evaluate the robustness, safety, and ethical compliance of these models. By mimicking real-world 

threats, Red Teaming ensures that AI models are resilient and responsibly deployed. Infosys 

Responsible AI Toolkit incorporates advanced red teaming methodologies to enhance the security 

and reliability of AI systems. 

Types of Red Teaming 

• Automated Red Teaming 

Automated Red Teaming utilises scripts and tools to generate adversarial prompts and 

evaluate AI models at scale. This method is efficient and allows for extensive testing across 

diverse scenarios. It supports batch processing and integrates with APIs for streamlined 

execution. Automated techniques are particularly useful for large-scale evaluations and 

continuous monitoring of model vulnerabilities. 

• Manual Red Teaming 

Manual Red Teaming involves human experts crafting unique and complex adversarial 

scenarios to test AI models. This approach leverages creativity and domain expertise to 

uncover unexpected weaknesses. While it provides deep insights into model behavior, it is 
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time-consuming and requires significant effort. Manual red teaming is ideal for targeted 

assessments and high-stakes applications where precision is critical. 

• PAIR Technique (Prompt Adversarial Iterative Refinement) 

The PAIR technique is designed to evaluate and improve the robustness of language models 

against adversarial prompts. It follows a structured process involving initialisation, attack 

generation, response collection, evaluation, refinement, and iteration. Adversarial prompts 

are crafted to bypass safety mechanisms and elicit forbidden behavior. Evaluator models 

such as GCGJudge and GPTJudge assess the responses for safeguard violations and 

truthfulness. The iterative refinement process continues until the prompts achieve the desired 

jailbreak score, indicating a successful attack. 

• TAP Technique (Tree of Attacks with Pruning) 

TAP is an automated, query-efficient method for generating jailbreak prompts using tree-of-

thought reasoning. It operates in a black-box setting, relying solely on input-output queries to 

the target model. The process includes initialisation, attack generation, pruning of irrelevant 

prompts, response evaluation, and iterative refinement. Evaluator models score the 

responses, and low-performing prompts are pruned to optimise the attack strategy. TAP is 

effective for exploring large search spaces and identifying vulnerabilities without direct 

access to model internals. 
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3. Credentials 

 

 

                                                                            Figure 5:Case Study 1 

 

 

                                                                                 Figure 6: Case Study 2 
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                                                                           Figure 7 : Case Study 3 

 

 

 

                                                                              Figure 8:Case Study 4 

 

 


