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1. Infosys Cloud Practice

1.1 Infosys Cloud Practice Overview

Infosys has a mature cloud practice with over 11 years of experience, 120,000 active cloud talent,
160,000 cloud professionals, over 1,000 successfully executed projects, over 750 active cloud
clients and over 36,000 certified cloud professionals.

Infosys is premier partner with leading cloud service providers such as AWS, Microsoft Azure,
Oracle and Google Cloud Platform.

cloud talent | trained Cloud

Cloud Offerings
Professionals

1.Cloud Strategy Consulting @

4 Cloud Managed Senvices
(SRE)
2 Platform Engineering mmﬁ
&M T) cobalt (&)
8. Choud Security

Certified Cloud Professionals~

Active Cloud Clients

5. Cloud FinOps,
Govemanca

successfully executed projects

3.Cloud Migrafion Services @

Leveraging Infosys Cloud Assets

R ized y = —
LEADER by Analysts  FORRESTER / Frerest Group @etsont & 1DC

Workload Migration Suite Relations IEM Cloud aos

Foundation Automation Solution .
Cobalt Automation Café with Azure Goid
Oracle Diamond Partner

- AWS Premium
Cloud Finops Hyperscalers i
B, Consulting Partner CGFH'LT-:Z:W Google MSP IBM MSP ~ Global Cloud Elite

Figure 1 Infosys Cloud Practice Overview
Our cloud proposition includes creating sustained differentiation and value for business and IT alike,
by leveraging Infosys Cobalt, our Cloud Adoption Framework. Infosys Cobalt helps in:

v" Reducing complexity of multi-cloud and delivering a secure cloud platform, to bring elasticity
and time to market at resource layer.

v Establishing domain specific technology platforms for data and business functions as
composable capabilities.

v Developing new business capabilities to meet emerging business needs and faster time to
market.
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Outcomes

Cost Plus

I ' Industry Solutions

Telco on Tap |
Mortgage in a box |

Consumption
Layer

«Q

Platform Layer

«Q

Resource Layer

Smart Grid

Business Platforms

Business Process as
a service

Business Services

SEER]

Industry specific |
Cross domain - Helix

Technology Platforms

Data Platforms

Industry Genomes |
Compliance reports

Domain specific API |

Micro services/ API

Micro Ul

Cloud Resources

Multi-cloud infrastructure
Public | Private | Multi,

Compute | Storage | Network

loT device mgmt. | Edge DCs

Computing continuum

Al Cloud

Secure by Design

Digitize
Innovate

Marketplace

Data exchange |
Micro Apps

*

Agile
Innovate

ML models | Training

*

Agile
Resilient

Enterprise | Endpoint | Edge,
ZTA & SASE

Figure 2 Force-multiplier of value-add services driving business outcomes

Infosys Cobalt: a set of services, solutions, and platforms that acts as a force multiplier for cloud-
powered enterprise transformation.

= How will cloud help solve problems
faced by business '

= How do we empower employees,

enable cloud first business maodels,
deliver superior customer
experiences, driving innovation
efc.?

= Traditional security approaches
wont work - How should
enterprises deal with cloud
ity challenges - everyday,
every tima?

How can existing cloud talent
deliver breakthrough innovation®

How can we anable new cloud
first products and senices?

Figure 3 Transition Challenges

Enterprises confront many challenges as they transition to the cloud

How should partners be
managed in 3 hybrid mulfi-
cloud environment?

How to work with standards
accountability & contracts of
the CEP, and meet the
enterprise needs?

Infosys Cobalt has over 200 industry cloud-first solution blueprints, curated from 25,000 cloud assets
from the business and technology practitioners.
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Reference architectures, frameworks, solutions,
services in the technology domain which can be
utilized to create a higher-level solutionon a cloud

ecosystem
* Infosys Polycloud Platform

Platforms, solutions, services, industry
blueprints focusing on industry verticals and sub
verticals, horizontal business capabilities, cross-
industry business assets

Payer Platform
Skava Commerce

* Infosys Wingspan
* Infosys Cybersecurity Platform
* Infosys Cloud workload migration suite

Telcoon Tap
Transaction Reconciliation System

N

cobalt

Learning modules as videos, playgrounds, Cloud Community

quizzes, assignments and assessmentson
technology, Hyperscalers and business solutions
delivered through LEX

Frameworks, solution capability models, reference
architectures, process models which can be
utilized for project implementation

* Projectdocuments

+ Proposals Templates

+ Large deal submissions
+ Case studies

Internally created and managed content
Content sourced from Hyperscalers
Content from providers like Udacity, Coursera, slc.

Assets will be continuously made available on the Infosys Cobalt Cloud Store (https://lestore.onwingspan.com/en/page/home)

Over time, this cloud community engine will expand to include clients (and their organizations), partners, academia, starfups, gig workers and citizen cloud developers.

Figure 4 Infosys Cobalt

Speed-to-market with over 200 industry cloud solution blueprints and Infosys Cobalt Labs

With Infosys Cobalt, enterprises can have ready access to a growing portfolio of over 200 cloud-first
solution blueprints. Infosys Enterprise Service Management Cafe, for example, is an Al-powered
solution built over the ServiceNow cloud platform, that delivers ready-to-launch applications. With
Infosys Cobalt Labs, at Infosys global digital centres, businesses can also co-create new solutions
and accelerate speed to market. More broadly, Infosys Cobalt Labs work with the Infosys partner
ecosystem to pre-configure partnerships to prototype industry solutions.

Automation solution for platform ¢g AIML, loT, Blockchain Apps on SAP Open-Source Platform to deliver
engineering and build Cloud DevOps process

Transform monolith to Microservices/ 80+ Al powered apps on top of
develop cloud native run on containers or SNOW Product Suite for Data management

serverless platform

Hyperscale data transfer to cloud and
across environments powering the
data marketplace

SAP led transformation to

Multi Cloud Integration Platform . .
Intelligent enterprise

Multi Cloud Management Platform, with addresses all lifecycle stages of mgmt.
orchestration, brokerage and Al Ops from transition to steady state to Transformation Accelerators
transformation

Figure 5 :Speed-to-market with multiple Engineering Assets

1.2 Infosys Premier Partnerships
Infosys has built strong relationship with our partner eco system.

* Infosys has over 11 years relationship with Azure and AWS. The GCP partnership is in place
and a focused service offering has been launched.
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* Infosys has joint solution, account mining and go-to-market plan with Azure, AWS, Google
and Oracle, with monthly sales cadence and executive governance twice a year.

» Infosys passes on the discounts under several different partner programmes, based on the
usage and volume, to the client with our strong partnership with the cloud service providers.

p i A Gold Oracle Diamond
remium ‘ b zure Gol Ot Partn=r ’) Google MSP
Consulting Partner Competency Partner oo — Global Cloud Elite “

3™ largest AWS Consumption #1 Azure Consumption in the U5 Audited and certified as laas & Paas Strategic Parinership for managed
Indusiry based engagement maodel M35P, the only G5l to be certified SEIVICES

Trained 25720 i } Tramed 3250 Trained 8085
Cerfified 4377 Certifia Certified 2778 Certified 1583

AWS Industry Solrtion G5l Partner
of the Year 2021
Platinum Sponsor at AWS

e
Ird to ieve Data &
Analytics Certification

Grande Sponsor at Oracle Velocity Sponsor at Google Mext
OpenWorld 2019 218

Sodutions: Smart retail solutions —

Camera Vison Shopping, AWS for _ . ) Solutions: Data Native Digital

Boundaryless store, YWoice based i) 5 i Enterprise solution — Funded by
SEMvices using Amazon (3. L . e _ - Google, Information Grid,

Finacle on AWS ; Salutions: C':?:EIEE:WE‘“'& Telecom Genome solutions,
; - = ! SAF on GGP, Anthos,

Platform 'Se:::: Finacle and op uree on GGF and Data
Launch Partner- A';'\I'S Services center transformation with GCP

Keynote speaking at AWS events

[ ) First Global System Integrator to join the new IBM Public Cloud Ecosystem
IBM Cloud

Figure 6 Infosys Premier Partnership with Cloud Providers

Infosys Public Services is enabling organisations to accelerate cloud adoption through a
comprehensive suite of services and solutions. We help organisations unlock the value from cloud
investments through:
e Assessment and migration to cloud platforms such as Amazon Web Services (AWS), Azure,
Google, Oracle and others

o Cloud strategy and implementation including deployment of cloud-based enterprise
applications

Identity credential and access management using Microsoft Azure Active Directory solutions

¢ Cloud integration services that combine SaaS and enterprise applications in the cloud
Managed cloud services for a virtual contact centre solution, security operations centre,
network operations centre, enterprise service desk, and IT service management

Infosys has a rigorous training curriculum, which is run by our ETA (Education Training and
Assessment), which operates the world’s largest corporate university. Infosys has a strong talent
pool of cloud professionals with 85% of our global delivery talent being cloud-aware and over
160,000 employees trained on AWS (41,000), Azure (66,000), and GCP (13,000) cloud.
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AWS premium Consulting Partner Google msP Gaogle Cloud and Oracle cloud Elite Partner IBM Cloud Partner

Azure cold competency Partner

Hi-Tech, Manufacturing, Travel,
Telecom & Banking
Customer genome with Data, Al
and ML, Telecom solutions,
Cortex2 for call center API, Anti

P Money Laundering S -
AWS Managed Services Provider, | - Most Valuable Partner Award —
AWS Public Sector Partner. Commercial Cloud
AWS Solution Provider, Well-
Architected , Data & Anaiytics
Consulting Competency, DevOps
Consulting Competency,
Migration Consulting
Competency, Managed Security
Service Provider Competency,
Financial Services Consulting
Competency, Digital Customer
Experience Consulting
Competency, Retail Consulting
Competency

Healthcare, Retail, Banking,
Utilities & Manufacturing

Digital Factory, Smart buildings,
Extend store, SAP on Azure,

Finacle on Azure

Capital Markets, Insurance, CPG
& Education, Skava,
e-commerce platform on AWS,
Business banking Gateway, Anti
financial crime

Banking & Insurance,
ecommerce,
Mainframe modernization to
Cloud, SAP on Power machines,

Customer Experience,
Blockchain & loT enabled
supply chain, Human Capital
Management

Infosys is first GSI to sign the

Azure Gold Competency Partner
Azure Expert MSP Partner

Premier Level Partner Partnered partnership with IBM Cloud

Deliver Application

to Develop Data Native 3 Excellence and 5 Client Awards

Modernization of Web
last year

Intelligent Enterprise Modernization (VMware Cloud

Google Data & Analytics

Applications in Microsoft Azure

Highest number of Oracle Infrastructure and Red Hat

Excellence Awards (21) in the
past 3 years.

advanced specialization

Services Specialty OpenShift), Cloud Paks IBM

Cloud Infrastructure” QRadar security analytics

Highest Oracle Expertise

Specialization capability
amongst all partners (25)

)
I8M Cloud

Figure 7 Public Cloud Partners Overview

1.2.1 Infosys AWS Alliance and its Benefits

Infosys is an AWS Partner Network (APN) Premier Consulting Partner with AWS Competencies in
both Migration and Financial Services. Infosys is also a member of the APN Managed Service
Provider (MSP) Programme and Public Sector Partner Programme.

O

woyTg W gy B e

Years 6500+ AWS Center of Excellence
Praclice Cerified SMEs Accelerators, Solutions, Expertise

Irdocys s M ey key emengineg tech
Eibeotineis Trenchy, innovacen & cmup.

il 3 culbuse o innovacion within o prowice fomesipht 80 -cur chests

amazon e GSI Partner of ki akabom ko b
Rapidy prototypes and incubate

campaige, ey massgement
PREMIER COMSULTING PARTNER the Year 2021 ktonfom o e 5 sehatom by leveriging

Culbwe of Q bmagng  Inforr i emerging
[—r— e Tochaslegy  Mechnologie b ready to-scom
MIGRATION COMPETENCY Shared Indra Inubunica
o WS

150+ wrvices
MANAGED SERVICE PARTNER Uvhglats
APPLICATION DISCOVERY PARTNER iy LS prvinu
Infosys showcased 8 L Mlan sl
AWS F5 CONSULTING PARTNER AWS Solutions during @

Digital Experience Inire et Hidk
Rbveige our dherie Labind pond 1o estibiish
DevOps Inferys-WATh Iation experinies ot oat
Glotal lnaweyitics Huls

|
I Data & Analytics Re: nt
|

AWS Managed Service Provider audit report:

“Excellent Workload SLAs that are clearly defined for each customer”,
“Infosys has an exceptional transparent and online end to end process that is outstanding”

Figure 8 AWS Partner Overview

We are seeing a tremendous momentum across large enterprises, to adopt public Cloud. Infosys
has been working with AWS and deploying their services for our customers for the past over 11
years. Our partnership has reached a strategic level, with Infosys recognised as launch partner for
AWS Migration Competency and Managed Services.

Page 9 of 22


https://aws.amazon.com/partners/
https://aws.amazon.com/migration/partner-solutions/
https://aws.amazon.com/financial-services/partner-solutions/
https://aws.amazon.com/partners/managed-service/
https://aws.amazon.com/partners/managed-service/
https://aws.amazon.com/partners/public-sector/
https://aws.amazon.com/about-aws/whats-new/2016/06/aws-partner-network-launches-new-migration-competency/

G Cloud 15- Service Definition Document Crown Commercial Service

Infosys is aligned to all the core AWS technologies and business teams across regions and we are
committed to executing the transition to cloud successfully.

Infosys has the privileged status of Advanced Consulting Partner under APN and is a Premier
Consulting Partner for AWS. This allows Infosys’ a wide range of exclusive access - from technical
updates, best practices, to AWS investment for client engagements and joint solution developments.
Infosys was also one of the 6 founding global MAP Partners and has contributed actively to the
definition of the large-scale migration framework defined by AWS.

Building on the success of working with AWS across over 300 clients in the last 11 years, we are
investing significantly in Training, Education and Technologies to bring the best of both AWS and
Infosys in a focused way to build a solution suite for accelerated cloud adoption.

1

2.2 Infosys Microsoft Alliance and its Benefits

Infosys and Microsoft have a rich partnership legacy spanning over 15 years. As a Microsoft Inner
Circle Member and a Platinum Partner, we collaborate with Microsoft at a strategic level to bring
together our complementary strengths and deliver specialised capabilities, industry solutions, and
services. Infosys and Microsoft are strengthening their joint go-to-market relationship with industry
solutions focusing on areas of Cybersecurity, Enterprise applications on Azure, Microsoft Business
Applications and Data Analytics. In collaboration with Microsoft, Infosys has:

Established the first ever Microsoft Cloud Business Unit (MCBU) amongst global SI players
Been recognised as a Microsoft Azure Expert Managed Services Provider (MSP)

Formed the Global Azure Migration Factory, providing “Al Ready” enterprises with application
assessment, migration, and transformation programmes

Built data estate modernisation offerings

Launched several industry solutions, such as Smart Buildings and Spaces

re”

A sentient partnerchip focused on delivering business outcomes. Setting up the foundation for Earger transformation and invest in the future.

Competencies
Azure Gold Competency Partner

Azure ecosystem partner of Choice Strategic 360 Partnership for last 20+ years

Infiosys solutions in azure marketplace

Adwanced spedalization in multiple solution areas
10+ years of Azure practice Modernization of Web Applications in Microsoft Azure
Solution Co-creation with M5 & Cclients advanced spedialization

industry dioud solution collaboration 200+ Global Clients
Awards

Country Partner of the Year in Philippines & SAP on Azure

foward — APAC — 2020,54P on Azure — Finalist in 2019,

2020 & 2021

70000+ Trained & 28000+ certified Azure talents

Joint solution development for application

Joint Solutions/Foous Areas
patterns on Azure

Digital Factory, Smart buildings, Extend
store, SAP on Azure {InnavE), Finacle on
Azure, Healthcare, Retail, Banking, Utlities &
Manufacturing

Global Alliance S| Fartner of the Year 2018,

IPs , Solutions and Blueprints aligned to Azure SR R E L e

. . - 2017
Roadmap Microsoft Platform Modemization Award -2013

Azure platform partner of the year award for 3 successive
yEars

Innovation
Innovation ecosystem with SAP and Azure , bringing in service assurance. l

Figure 9 Azure Partner Overview
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Azure Talent Pool:

Over 80,000 trained Subject Matter Experts , over 41,000 Certified Engineers, over 650,000 Solution
Architects.

To deliver secure and sentinel experiences to customers, Infosys has created a Cybersecurity
practice that delivers scalable and futuristic solutions leveraging Microsoft technologies. The
companies are also collaborating for SAP on Azure solutions across multiple industries such as life
sciences, retail, consumer products and automotive suppliers.

We want to not only enhance the value that our customers realise from their technology investments,
but also to help them identify business opportunities in a forward-thinking, proactive manner.

Recent Deals

Eaiablish Transform Operate

Finsra K Insurance

Leading Independent ‘Wealth Management company in ANT m.iP‘-_‘ - w - w - - w -
Frarma

Baitish Pharmaceutical compary in China v W W

Amserican Global Pharmaceutical Corporation ﬁ.if =-= ¥ o o -’ o
Saneiian

Educationsl Services firm in ANE L w o w w

Educationsl Services firm in London W v W v ¥

Waorld leading provider of scientilic, technical, medical nlormation Lerates u -
Erargy & Utilitian i

One of the largest mobile communication services provider vadalons v - w » W o W

Electric Utilities Company in Eurcpe . o W ® W

by

British multinational telecommunications company B-r! bp " w

O ol the Warkd's seven “SupserMajod™ Ol and Gas Lo paies. . ﬁ “ w w -

Ot o the Langest Energy Company in Europe - . W

Figure 10 Azure Engagements

1.2.3 Infosys Google Alliance and its Benefits

Infosys is one of Google’s latest GSI partners with a focus on several target accounts across the
globe. We have established joint pipeline activities, where we overlook all matters relating to data.
Infosys has expanded its partnership with Google Cloud to become a Google Cloud Managed
Service Provider (MSP). As a qualified MSP, Infosys will offer clients full application lifecycle
services with its deep cloud and data analytics expertise. This will include consulting, assessment,
migration, optimisation and support services for enterprises looking to optimise their workloads on
the Google Cloud Platform (GCP).
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Google capabilties

«  Fastest Growing hyperscaler partnership with well established CEO & President i »

sponsorship of Alliance, joint business plan with governance model

«  Priority areas include:
o Smart Analytics / Cloud Al / GenAl

Datacenter Transformation
Application Modernization
SAP on GCP
Workplace Transformation
Environment Sustainability
Call Center Transformations with CCAI

0 00O 0O

S x

Google Cloud
, Partner of the Year

*  Specialization Partner of the Year
Award for GCP Application Dev

* Industry Partner of Year for Supply
Chain + Logistics

Global Google MSP & Reseller, Infosys offers clients full application

Google Cloud Specializations
for Data and Analytics, Cloud Migration
Services, App Modernization &
Infrastructure Svcs

Workplace Expertise
Google - Infosys Gen Al Living Labs to help enterprises build GenAl
powered experiences

55+ S2B 12+

Expertise Badges Influenced GCP Solutions
Revenue Launched over the past 12
WW over past 12 months
months

lifecycle services with its deep Cloud, Data Analytics, and Digital

42,320+

Enabled in GCP cloud, 4668+ certified Google

Professionals. We are making right investments to achieva X GCP
certifications over the next 1218 months

Figure 11 GCP Partner Overview
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2. Infosys Cloud Service Offerings

Our Cloud Service offerings are structured in a modular way to navigate digital transformation with
cloud. We differentiate our offerings through investments in IP, CoEs and collaboration with our

extended partner ecosystem.

QOur service offerings take clients through Cloud led transformation, across every transformation themes irrespective of the stage of
their Cloud journey

__Advisory Build & Migrate Run & Operate

Cloud FinO
Cloud Managed oug Hinvps

Services
(Site Reliability
Engineering)

We strive to lead from

the front with strategy & Cloud Audit & Compliance

consulting services, with
tailored solution offerings
for each industry

Cloud Governance !

Cloud Security

Our service offerings is comprehensive across all the major hyper scalers
£ ORACLE -
m 3 Cloud % (-] Alibaba Cloud

Multicloud Services | Advisory | Build and Migrate | Run and Operate

Figure 12 Infosys Cloud Service Modules
2.1 Infosys Cloud Strategy Framework

Infosys has broader go-to-market themes within our Cloud Ecosystem aligning with client needs and
that are built on a holistic Infosys Framework, Cloud strategy will guide clients through entire cloud
journey based on holistic Infosys framework mentioned below.

Cloud Business Sirategy Cloud Build Strateqgy 3 Cloud Adopfion Strategy 4 Cloud Operations Sirategy

Cloud Readiness Assessment Target Platform Capabilities
and Rmdmw- [Btrabagic v Foundational, Choose

“loud Cloud Sanvice Provider, Choose

Conia ners Platforms and Tooks)

Targat Operating Model
{Cirg Btructure, Roks,
Flcs:-ms::hlucs Shkilks, DM}

Cloud Business Case N y Accelerated Dalivery Claud Service Mgma.
(TCO Model, Benedis Realzaiion DE:":E'ST:}:.LE?;:;:.TT:H Capabditiag (Clold Sardces Cal

Modal, Chargeback Modal] \Lesig g a (DeOips, Mulbi-Spaad [T) Demand & Capacity Mu,rul |

. . Wyhich capabiifies wil drive savi + How snoud o gian the workioad + What should be your Choud Qperating

1?:;22:;;%;'::;1::;:“ and wiich anes wil ﬂmcslrancg‘.?s :‘9"" on wiih your dlients lings. of model? .
‘Whad will bt the business benefs from pusiness enasamant? . H‘.‘:Tf:j’ hen chodd Jout * WWhatwould It Eake you to gal thara?
— * ¥WTal Shoui D Wour Dents tame when & youd ol *  IHow an your organization adop ihe
h stabe archiecture? siraiegic doud capabiHkes? change?

Cloud Transformation Office

- Business Cloud Banefits Oinganizatianal
[s ey g
‘hhhh::'mc-;:n:f Engagament & Trackirg and Changa

= Clowid Adegrion Repaing Ilarcfermesi

Figure 13 Infosys Cloud strategy Framework.

Roadmap to achieve the business goals

Infosys aligns solutions to the client’s cloud strategy. Since each client’s goals vary as per the
business requirements, so solutions also vary.
Broader go-to-market themes within our Cloud Ecosystem:
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- Data centre transformation
- SAP on cloud

- Data analytics

- Application modernisation

- Digital transformation

- Engineering technologies

Data Center Application
Transformation Gutcome Modernization Outcame )
|
Migration Factory « IT Cost Optimization CFO Workload Migration « Business Agility | CHRO
N R R Il - Service Resiliency Infra CIO Cobol to Container - Employee Experience& | (lfgIBocm
Management Platform « Run IT with Speed and Agility Business Service Engagement H
Cloud Security Assurance « Customer Acquisition !
Framework
LD I (A EIE Trangflgrl':ﬁ:sltion
Outcome Outcome 1
i
S4HANA on Cloud = Manage Revenue, Cost & Digital Experience + Improve Experience i CMO
SAP Upgrades Profit API| & Microservices - Customer Acquisition i
SAP Greenfield « HR & Finance Management Platform / Serverless - Online Advertising i
|
!

« Streamline IT & Business Cloud Native Dev

Process

Engineering
Technologies

2

Data Analytics

Outcome Outcome i
: i
ERINGERAEEREEIEICE - Scalable & Predictive IoT, Edge Computing - Business Agility i cTo
Data @Scale Revenue Engine CFO Real-time processing & « Customer Intimacy & Insighti Eg::jness

Analytics
Compute Grid,
Simulation

« Leads and Sales Campaign
+ Forecast Management

Cognitive Services i

|
|
’

-

\

Figure 14 : Infosys Cloud Strategy
Some of the challenges clients face when thinking about leveraging cloud:
1
2

) How to leverage cloud as a growth engine, can it save cost as well?

) Is the organisation ready to adopt cloud in the right way?

3) Which cloud provider(s) is most suitable for the organisation?

4) Will the cloud deliver the right value? What are the hard and soft benefits?

Infosys helps in laying the path for a smooth transformation across the enterprise customers to gain
their business goals.

Cloud Business Strategy Cloud Platform and Cloud Operating Model Cloud Economics and Cloud Transformation
and Solution Design Adoption Strategy Design Finance Management Office

Client Challenges

I How do to leverage cloud as

an it save cost as e

Cloud
Target State Target Cloud

g e Gl S g o —
Architecture Model =9

Economics
Il Is the organization ready to adopt
LoB

é
cloud in the right way? UGS New
i _@- Products/ o s Cloud Center > Cloud Cost 3] Engagement
Which cloud provider(s) is most A Services " oG of Excellence :°) Optimization m & Demand

suitable for the organization?

Il Will the cloud be delivering the New Cloud
< Migration Cloud Cloud Benefit
right value? What are the hard & :::"‘”' @ Assessment Transformati :z"“' & Y Tracking &
ibing and Roadmap on Office s rgeback ~" Reporting

soft benefits?

Cloud FinOps Management Program Dashboard

Infosys
cobalt

Figure 15 Cloud strategy and consulting services
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2.2 Infosys Cloud Platform Engineering

Cloud Platform Engineering services enable faster cloud adoption to empower the developers to
build and run cloud applications through an engineered platform with least friction with platform

teams.

Cloud Foundation

Accounts Structure Identity Federation &

Security

Network

Compliance

Configuration Management

Cloud Orchestration

Self Service Workflows DevOps Platform

Hybrid Cloud

Service Integration
Management

Policy
Product Catalog

Patterns Technology Stack Infra-as-a-Code

Automation Self-Managing

|ﬂf()5yS PolyCloud solution

Infosys focus areas

Hybrid Cloud - Single/ Multi-Cloud & Portability
Management, orchestration and control plane encapsulating various cloud service providers
Contestability, Risk Mitigation and portability
Unique feature of the cloud service provider, to drive innovation

Developer Empowerment — Product & Service Catalog
Empowering developers with self-service across provisioning and operations through product &
service catalog aligned to application needs
Application stereotypes and cloud reference implementation for provision, transform and operate
On-going service introduction and ability to bring technology of choice by application developers
Resilient Platform - Monitoring & Operations
Engineered platform to operate the services as per defined SLAs
Observability for all services — Health checks, metrics, logs and tracing
Autonomics — Metrics, alerts and Al driven operations
Enterprise Integration
Integrate/ extend the enterprise services with the cloud ensuring seamless implementation of
enterprise services, organization controls, ensuring compliance
Governance and Compliance controls are embedded into products & services

Foundation automation

Automation cafe

i-automate solution

cobalt

15

We can fast track cloud foundation setup by leveraging Infosys cloud foundation service framework.

During the platform design exercise Infosys team will engage with the client for:

a) Design alignment with client central cloud platform architecture standards

b) Alignment with client design governance

c) Review of design with cloud vendor to incorporate their best practices inputs
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Service Delivery & Governance Model

Performance
Management

Governance &
Guardrails

Cloud Management

Platform Processes & Policies

Service Catalog ITSM Integration

Orchestration & Automation

GCP Security

Infra DevOps OS Image
o
Integration Services Encryption
Integration Integration
° Platform APIM Architecture

Management & Operations

Patch Backup & Logging &
e Management Restore Monitoring
and PaaS
@
Network & Connectivit e
Yy Network Architecture Network Connectivity Cloud
VPN, Interconnect
GCP Organization Structure-
Folders/Projects

Client/Infosys ‘

End Point Security

Data/

Network Security

Data Monitoring
(SIEM)

Other Security
tools

Environment

Hosting Subscription

Figure 16 Cloud Foundation Design

Future Roadmap

Our cloud foundation services include the following core components:

- Infrastructure
- Networking

Start/Kick-Off

- Hosting
- Identify
- Security

- Monitoring

- Backup

- Delivery/ Finish

Networking

Backup

Delivery/Finish

Infrastructure Design Networking Design Identity Design Security Design Monitoring Design Backup Design
Org Structure Network Topology « Identity Topology Security Topology * Monitoring _TUF_)0|09Y « Backup Topology
Org Policies Regions and Zones +  AD Connectivity Security Services *  Cloud Monitoring + Backup Locations
RBAC Model Connectivity Type -« AD Replication Security Logging Design * Backup Scheduling

Naming Convention

* Routing

Domain Names

Security Monitoring

+ Logging and other

Retention Policy

Regions and Zones Network Ranges - User/Group/Services Security Scanning Metrics

Products and Services Capacity and Sizing - Domain Controllers Agents and Extensions Backup Build

HL Network Topology Security +  Computer Auth/Auth Monitoring Build « Backup Build

HL Identity Topology « User Auth/Auth Security Build +  Workspace Setup « Snapshot Schedules
HL Security Topology Networking Build « DNS Senice +  Security Services Projects Setup

HL Monitoring Topology
HL Backup/DR Topology
HL Billing/Reporting

« S2S Connectivity
* Routing Config/Setup
* VPC Network Type

Security of Keys, Certs and
Root Admin

* Security Configuration

Validation/Tuning

+ Metrics Setup

+ Logging Setup

* Resource Logging
Setup

Validation/Tuning
« Backup and Restore
« Testing

* HL Overall Topology + VPC Network and Identity Build + Integration
. Subnets Cloud Identity Setup * Scanning Routines o _ “
Infrastructure Build « VPC Firewall Rules AD Config/Setup « Agents and Extensions Validation/Tuning
« Org Structure - DNS Policies Connectors Config/Setup Communication * Workspace Config X Billing Design and Build
Org Policies « VPC Sharing Replication Config/Setup + Workspace Onboarding « Biling and Reporting

RBAC Groups
Naming Convention
Labelling and Tagging
Product and Services
Images & Script
Repositories

HL Overall Topology

Validation/Tuning

Integration & Cloud Services

Validation/Tuning

+ Connectivity

* Routing

« Network and Subnets
« Firewall Rules

+ Other Cloud Services

IAM Roles Creation
User/Group replication
DNS Setting

User and Computer Auth
Single Sign-On Config
Security of Identity
Resources

Validation/Tuning

Internal and Cloud Services

+  Workspace Metrics

Figure 17 Infosys Cloud Foundation Services

Services
+ Data Ingestion
+ Reporting Design

+ Billing Account Management

Budget and Alerts
Account setup

Projects Linking

Billing Export Config
Billing Reporting

Budgets and Alerts Config
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2.3 Infosys Cloud Migration Service
Cloud Migration Services leveraging factory model driving higher levels of automation

- Infosys discovery templates for »  Cloud Disposition based on +  Infosys Cloud Migrator = Infosys Platform readiness
static attributes & dynamic Infosys AHP model configuration templates Checklist & Resilience validation
characteristics + Infosys cloud RSF, right sizing +  Infosys ETM ruleset, remediation templates

« Infosys business process value tech. stack considerations rule for Technology upgrades & = Performance checklist for cloud
chains, for cloud migration = Infosys industry Compliance Opensource conversion = Infosys Security & compliance

checklist verification checklist

4 Infosys WLM Suite < Infosys WLM Suite < Infosys WLM Suite < Infosys Cloud Validation Suite
4 Infosys Modernization Platform 4 Infosys CyberNext

Factory Type Service

Assessment Factory = Discovery of the current landscape (tool based)
Cloud Disposition analysis
Creation of cloud migration roadmap

Migration Factory — Rehost . Cloud Foundation and platform readiness
Server migration to Cloud

Migration Factory — Remediate/ Replatform . Technology debt reduction through version upgrades
= Technology standardization thru migration to equivalent commerciall open-source products

Migration Factory — Data Migration - Migration of data to similar database, like SQL Server to SQL Server / Oracle/ PostgreSQL
Migration to NoSQL like Oracle to MongoDB

Figure 18: Infosys Cloud Migration Assessment Framework

This assessment provides clear cloud compatibility heat map and path for migration.
Recommendation summary will be provided as below (for all workloads in the portfolio):
1. Cloud suitability disposition results.

2. Cloud suitability distribution based on LOB or functional groups.

3. Migration type disposition results.

4. High level roadmap for migrating the workloads.

5. Cost spend details including current costs, target costs, and migration costs.

6. ROI and breakeven period.

Infosys Cloud migration services help to modernize the core for efficiency and agility. It also helps in
accelerating the adoption.
2.4 Cloud Managed Services

We will run Cloud Platform operations for Customers with continuous focus on optimisation across
various operational functions.

Our cloud operations service catalogue is built around cloud adoption framework and addresses the
needs of basic and advanced cloud operations requirements.
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O
eP
B

o

Our cloud operations service catalog
is built around cloud adoption

framework and addresses the needs Secure gmt Automation SRE
of basic and advanced cloud Best of the ITSM Insights driven, Optimization of Alert based, auto Service focused,
operations requirements‘ framework & Toolset proactive consumptionis healing, self- operating model

Regulatory integral managing of cloud native
Compliance

B li e > i

& alerting: For Cloud resource and service (including laaS and PaaS) with Azure/AWS/GCP

Cloud Consumption

Polycloud Platform achboa<

operations monitor
* Compliance: Monitor policy drifts and ensure policy compliance
= Protection & recovery: Backup and recovery for Azure/AWS/GCP and non-cloud workloads, resources
for recovery and backup

, and updates for Azure/AWS/GCP resources

Pr P Provi ing,
with full ion using ARM/cloud formation
A i te day to day op i provisioning ies (Infra as code)
* Operating system (OS) support: OS ini: include patch deploy using Cloud native tools
+ Cost optimizati Conti cost itoring and izati
iAutomate Platform CyberNext Platform
Add-On = Observability platform: Building and supporting observability platform to enable SRE operations (open
services source & 3" party tools) A — e E e ——
+ ITSM tool integration: i itoring tools with ITSM platform for streamlining alert and incident —_ — e —————
management process esss ~leeen =1 s -
« Al Operations: Al-powered insights, and / assisted incident that leverage Al and BOTs . oy s | — == |

= Security Operations: Configure security center for security breach triggers = —
* Hybrid cloud operations: Use Infosys Polycloud Platform to manage public cloud and on-premise ~eor—
infrastructure

Figure 19: Cloud operations: Using cloud native & Al based technologies

Infosys Cloud operation proposes different values such as:

e Everything as Code (Infrastructure, Configuration, Policy, Security and more) to ensure high
repeatability and do-it-once approach

e Deliver continuous value through cost optimization, architecture optimization, resource
efficiency, and evolve through introduction of new services and newer operating models such
as SRE

e Self-service driven approach to drive operational efficiencies, empower developer and
reduce friction between application development, platform engineering, and operation teams
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2.6 Cloud FinOps & Governance
2.6.1 Cloud FinOps

Cloud FinOps allows cloud cost optimisation delivered through tools and processes. It ensures
granular visibility and insights, enforcement of best practices in resource lifecycle management and

improved pricing model for resources.

Cost reporting = Know the

usage

Usage Breakdown
Underutilization and Inefficiency
Usage Trends (including unallocated
assets) — Mold, 9__92: oy

Analyze the Cost

Crweerall Cost Analysis
Cost Breakdown Analysis
Resource Cost Analysis
Financial Projections
Analysis

Set Policies & Monitor
deviations

Service Limits
Underutilized or Unused Resources
Deviations in Cost & Consumption

{MoM/QoQ by Application)

Continuously Optimize

Unused Resource Elimination
Pricing Cplimization
Rl Baselining

Shutdown & Restart Policies (MPE)

Cost optimization levers

Drownsceling, Relocetion and Reallocation

Architecture optimization

= Past adoption

« Container adoption

= Cloud native solutions

= Tools optimization
Unusediarphaned resources

= Compute & Storage

= Public IP addressas

= MICs
Underutilized resources

» |a3a% and Faas resources

= Storage selections

» ER/523 connections
Licenzes

= AHUE Benefits

- SQLEA

= DEWTEST =ubscriptions

= On premize licenses extension

Lang term
= Reserved instances
» Server based Paat
= Uptime adjustments

Ensures granular visibility and insights, enforcement of best practices in resource lifecycle
management and improved decision making the right pricing model for resources

Figure 20 Cloud FinOps

2.6.2 Cloud Governance

Infosys provides a strong governance model to drive cloud cost optimisation.

Cloud
Ecosystem

&
L aws 3
a

Stakeholders
Infrastructure changes/ Solutions Cloud Engineering/ Operations
(Architect, SDM, Engineers)

Business / Product Stakeholders
(VP/ Head of applications, Product
Owners, Architects)

Executives
(VP/ Head of Infrastructure, CTO, CIO)

(S0}
i) Power Bl CloudHealth Finance / Procurement
|nr05y5 | Polycloud Platform (Procurement Manager, Financial

\ELETeT)
Rate Negotiations with partners/ Hyperscalers

Figure 21 Cloud Governance

D

Key Responsibilities

Enforcers

Focus on Build and Support
Diagnose spend anomalies
Implementing approved
optimization opportunities

Evaluate (Architectural)
Optimization Potential
Diagnose spend anomalies
Sign off on changes
Control Spend

Drivers of cultural shift
Responsible for spend
Decision making based on
trend insights and forecasts

Accounting and forecasting
Leverage historical biling data
to build cost models

Leverage experience from
FinOps for negotiations
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2.7 Cloud Security
2.7.1 Cloud Security Services

Infosys provides cloud security service considering security at the centre of public cloud adoption.

Cloud Infrastructure

Protection [CIP]

= Workload & Container Security
= Cloud Network Security ( FW NIPS Anti-
DDoS, WAF , Micro- segmentation )
*  Serverless Security
IA = Cloud Security Assessments = Web Application & API Security
= Strategy & Roadmap
= Cloud Security Policy Definition

Cloud Security Advisory

Cloud Infrastructure
3 Entitlements Management

[CIEM] 4

Cloud Managed Detection

aWS = Identity Lifecycle and Access
~ & Response [CMDR] Governance

= Cloud PAM/ PIM

= Cloud MFA

*  Cloud Log Mgmt..
= Cloud SIEM/ SOAR
*  Security Management using

cloud native controls Cloud Data Protection

[CDP]

Cloud Security Advisory

Asset Visibility & Security Misconfigurations
Continuous Compliance & Cloud
Governance

Regulatory & Compliance Mgmt.

Risk Assessment,

Cloud Managed Detection

& Response [CMDR]

Cloud Orchestration for
Operations / Multi Cloud
laC/ PoC

Figure 22 Cloud Security Service

2.7.2 Cloud Security services: Tools and Accelerators

Infosys Cyber Next platform.

This platform ensures comprehensive
security at any given point of time.
Through this platform, end to end
security services are handled in a
unified and reliable manner.

o:o

Cloud
Security
Acceler

ators

Reusable Cloud Security
Implementation as code. \
Security Automation/Cloud Security
Implementation As Code (laC/DevSecOps).
Can help achieve scalability and agility in
deployment of network and application
Infrastructure.

WithlaC DevOps teams can include security
in their CI/CD pipelines.

Infosys Point Solutions (1)

Cyber Watch: Security Monitoring, Incident Response
and orchestration. Log correlation & alerting

Cyber Compass: Single Pane View of all security
controls. Visualize security program maturity and
Identify control gaps.

Cyber Gaze: Single pane view of security metrics
around various controls. Trend charts to track changes.
Identify key concerns and Improvement areas.

Infosys Point Solutions (2)

Cyber Scan: Unified vulnerability view across
application & infrastructure. Risk scoring to prioritize
patching. Vulnerability life cycle management.

Cyber Intel: Aggregation of select threat intel feeds in a
single platform. Monitoring threat landscape, brand
reputation and IP leakage.

Cyber Hunt: Proactively detect anomalies associated
with threats using analytics and Visualization.
Hypothesis and techniques based hunting.

Figure 23: Cloud security services: Tools and Accelerator
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Summary of Infosys Cloud Practice Engagements

2.8 Cloud Engagements

Advise Build & Transform

Strafegy | Aseesamant Inpla:r:'losl-'lliatlz'l Plationn. | implementition Intgécl::td:n ::;F;”:;iﬁ

Leading Independent Wealth Management company in ANZ - & L - * L -
Eritish Pharmaceutical company in China . L L

American Global Pharmaceutical Corporation . . L .
Educational Services firm in ANZ L] L * ]
Educational Services firm in London L L ° [ ]
Wmi_{l leading provider of scientific, technical, medical information . .

services

One of the largest mobile communication services provider . . . L]
jEIemric Utilities Company in Europe L . .

British multinational telecommunications company L L

One of the World's seven “Super Major” Cil and Gas Companies L) L . .

] .

One of the largest Energy Company in Eurcpe

Advise Build & Transform

Global Swizz agribusiness that produces agrochemicals and seeds

Aircraft Manufacturing company. American multinafional corporation that
designs, manufactures, and sells airplanes, rotorcraft, rockets and satellites

Leading provider of sensor-based sorting equipment for recycling, food,
mining and specialty products

Multingbonal Mining Metals and Petroleum Company
Manufactunng Company

Amencan corporation that manufactures, markets, sells machinery, engines

Brtigh multnabonal alcoholic beverages company

Multinational confectionary, food, and beverage conglomerate
Waorld's largest chain of fast-food restaurants

Data-driven marketing and loyalty analviics company

Transportation and logistics company with operations in road, rall, sea, air and

warshousing

Cloud
Impilementation

Stralegy =~ Assessmant

L -
L] L] L ]

[ ] L ]

[ ]

L ]

[ ] L ]

L L ]

.

L

. -

L

AEHUTANCE Securtty Cloud Workioad
Platform mplementation | Imbegration | Migrstion

Figure 24 Summary of Cloud Engagements
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