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Service Description 
Puzzel Workforce Management 
Puzzel Workforce Management (Puzzel WFM) is a solution that lives in the cloud as a 
constituent part of the award-winning Puzzel Customer Service Platform. Puzzel WFM 
enables your contact centre managers to accurately forecast and schedule staffing 
requirements – which all help to deliver an exceptional customer service. 
 

 
FIG. 1 -PUZZEL WFM ENSURES YOU PLACE THE RIGHT PEOPLE IN THE RIGHT PLACE AT THE RIGHT TIME  
 
WFM provides an easy-to-use, cloud-based platform which enables forecasting and 
scheduling for your entire contact centre workforce. Along with many additional 
functions designed to increase agent retention and reduce administrative 
overheads.   
It has established real-time and historic connectors to integrate with your existing 
contact centre solution or to work alongside our Puzzel Contact Centre solution. 

• Accurate Forecasting – Base forecasts on auto captured historical trends 
direct from your contact centre. 

• Optimised Scheduling – Schedule your agents to be in the best place 
possible to achieve the highest service level for your customers. 

• Real-Time Adherence (RTA) – Gain immediate insight into agent 
performance to support real-time decision making. 

 
With the ability to optimise your workforce with software rather than spreadsheets, 
you benefit from increased team efficiencies as well as more accurate forecasting, 
dynamic scheduling, and real-time adherence. Your agents will also benefit from the 
ability to directly contribute, swapping shifts and requesting holidays. Contact 
centres are turning to our solution and seeing real business impact: 

• Workforce management solution that is optimised for Contact Centres. 
• A powerful suite of tools, which are intuitive to understand and easy to use. 
• Cost-effective, flexible, and scalable. WFM is quick to implement and suited 

to businesses of all shapes and sizes. 
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• Securely hosted within an enterprise-grade cloud infrastructure. Upgrades, 
security-patching, and version control are seamlessly optimised. 

 

Key Benefits to Your Organisation 
• Highly intuitive and easy to use solution - reducing customer investment in 

continuous knowledge transfer and initial training and consultancy. 
• Fast forecasting - algorithms that work off mathematical simulations rather 

than continuous trial and error simulations. 
• Average of 30% increase in staffing efficiency - using Puzzel WFM’s powerful 

forecasting, scheduling and monitored through real-time adherence. 
• SaaS – Puzzel WFM’s true SaaS model is hugely cost-effective allowing flexing 

up of monthly usage and therefore cost, only paying for the extra you’ve used 
for that month. 

• Happy agents – improved agent satisfaction through better WFM, allowing 
input into their schedules, leading to agent empowerment and ultimately 
happy customers. 

• Improved Reporting – better understanding of what is happening, allowing 
the right action to be taken to maintain/improve service levels. 

 
The WFM experience we provide allows for easy workforce scheduling and 
optimisation, enabling your teams to better resource expected busy periods with the 
right agents with the right skills. Intelligent forecasting makes their jobs much easier 
and much more efficient. For your agents, they gain increased satisfaction as they 
are more involved in the scheduling process and able to maintain a better work-life 
balance. 
 

Key Features of Puzzel WFM 
Accurate Forecasting 
Our multi-skill forecasting tool will have 
you creating, editing, and finalising 
demand for your contact centre in no 
time. Forecasting in contact centres can 
be a long and challenging task when 
working solely with Excel spreadsheets, 
especially in today’s multi-skill, 
omnichannel world. WFM’s intuitive solution design makes this process 
straightforward for both first time analysts and established resource professionals. 
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Optimised Scheduling 
Our super-fast scheduler not only provides 
instant optimised schedules, but it also 
allows you to make real-time changes, so 
your centre can boost service levels to 
cope with sudden changes in available 
employees. Our simple, yet powerful 
technology provides a multi-skill, multi-
media scheduling system which gives you full control. It includes rotational shifts 
along with outstanding agent optimisation as standard. As part of Intraday 
Management, you can drag and drop any part of an agent’s shift or add activities at 
any time. 
 

Real-Time Adherence (RTA) 
Gain insight into agent performance to 
support real-time decision making. Each 
agent’s real-time status is graphically 
displayed, showing what the agent is doing 
versus what they should be doing and 
highlighting any differences. Supervisors can 
easily see immediately how their teams are 
performing and immediately identify good 
and poor agent behaviour. This allows any 
needed action to be taken real-time and ensures customer service levels continue to 
be met. 
 

Intraday Management 
Our simple, yet powerful technology provides a 
multi-skill, multi-media scheduling system, which 
gives you full control. It includes rotational shifts 
along with outstanding agent optimisation as 
standard. You can drag and drop any part of an 
agent’s shift or add activities at any time. As all 
activities can be locked or unlocked, you can re-
schedule around added activities meaning the 
schedule remains optimal. 
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Holiday and Vacation Management 
Puzzel WFM has a comprehensive time-off 
management (TOM) system that simply 
requires a few clicks to authorise or decline 
requests. There is also an option to auto-
approve or auto-decline time-off requests 
based on user-specified criteria. Absence can 
be added to the schedule in advance or in 
real-time, meaning that you can see the effect on staffing and service levels as and 
when agents notify you of sickness.  
 

Reporting 
Access your performance for continuous 
improvement. To help you continuously 
improve your contact centre’s performance, 
Puzzel WFM has a comprehensive series of 
standard web-based reports, included in the 
solution as well as the option to build custom 
reports via our API.  
 
This includes the ability to report on payroll, 
overtime scheduled and unsocial hours. 
 

Increased Efficiency and Quick ROI 
Our solution once rolled out fully provides a quick, demonstratable ROI return and 
improved efficiencies in your contact centre. We typically see Forecasting accuracy 
improve by 8 to 10%, a reduction in Abandonment rate of 5 to 8%, and a reduction in 
WFM admin hours by 25 to as much as 50%. 
 
Improved shift patterns, reduced agent sickness, reduction in attrition, reduction in 
overtime and improved agent adherence all contribute to an ROI that has proven to 
be delivered in little more than 6 months for similar customers. 
 

  



 

January 2026 | Puzzel WFM Service Description 7 

Key Features 
Workforce Management (or WFM) allows contact centres to maximise the value of 
every customer interaction by ensuring the right agents, with the right knowledge, 
are in the right place at the right time to provide meaningful customer contact that 
increases satisfaction, productivity, and profitability.  Workforce Management 
touches three key functions within any contact centre: 
 

1. Forecasting – Can you base forecasts on auto captured historical trends 
direct from your contact centre? 

2. Scheduling – Do you schedule your agents to be in the best place possible to 
achieve the highest service level for your customers? 

3. Real-Time Adherence – Are you able to gain immediate insight into agent 
performance to support real-time decision making? 

 
Good resource planning within your contact centre will ensure that there are enough 
skilled agents to deliver a great customer experience for your customers. By creating 
optimised schedules, you can more easily reach your targeted SLAs and balance the 
workload of your agents, which leads to lower sick leave and attrition. 
 
Workforce Management within any contact centre cannot be solved with software 
alone but Puzzel WFM can enable your resource planners to make data-led decisions 
with real-time input. With a more effective data-led Workforce Management, you 
gain immediate efficiencies that translate into bottom-line ROI and savings against 
agent churn and recruitment. 
 
Puzzel WFM is our Workforce Management solution that lives in the cloud as a 
constituent part of the award-winning Puzzel Customer Service Platform. It will enable 
your contact centre managers to accurately forecast and schedule staffing 
requirements – which all help to deliver an exceptional customer service. 
 
Our software creates optimized schedules based on historic interaction data for calls, 
e-mails, chats, and other channels. The optimization considers the skills of the 
agents, their availabilities, their preferences, and any restrictions on workhours, night 
rest, breaks, and other settings on work-life balance.  
 
The powerful engine creates optimized schedules within just a couple of minutes, 
which allows you to quickly run different scheduling and forecasting scenarios, and 
to see the cost and effect of those scenarios. 
 
Our solution works with any Contact Centre software, and will allow you to benefit 
from: 

• Improved shift patterns that accurately match demand. 
• Reduced agent idle time. 
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• Achievement of service levels. 
• Reduction in call abandonment. 
• Reduction in overtime costs. 
• Improved agent adherence. 
• Opportunity for increased productivity through staff redeployment and time 

off in lieu. 
• More effective use of management time. 

 

Accurate Forecasting 
Forecasting in contact centres can be a long and challenging task when working 
solely with Excel spreadsheets, especially in today’s multi-skill, omnichannel world. 
Our multi-skill forecasting tool will allow you to create, edit and finalise resource 
demands for your contact centre. 
 

 
FIG. 2 - SELECT FROM MULTIPLE FORECASTS TO CREATE YOUR SCHEDULE 

 
Puzzel WFM’s intuitive solution design makes this process straightforward for both first 
time analysts and established resource professionals. Puzzel WFM calculates 
predicted incoming volumes and the resources needed to fulfil a defined service 
level. Inputs are historical data from the ACD/CTI or other sources. Output is the level 
of staffing needed for each skill across different media channels.  
 
The multi-skill, multi-media forecasting tool will help you handle typical contact 
centre related challenges such as public holidays, seasonality and non-typical peaks 
and troughs. All forecasts can be edited through interactive graphs including 
wholesale adjustments in response to particularly busy or quiet periods. 
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Optimised Scheduling 
Our super-fast scheduler not only provides instant optimised schedules, but it also 
allows you to make real-time changes, so your centre can boost service levels to 
cope with sudden changes in available employees. 
 

 
FIG. 3 - OPTIMISE THE SCHEDULE WITH A DRAG AND DROP INTERFACE 

 
Within Puzzel WFM's Scheduling section your resource planners can generate and 
maintain agent schedules, see, and handle change or holiday requests, enter 
activities or overtime and much more. Agent shifts are distributed to cover all skills 
and forecasts as optimally as possible.   
 
Our software comes with a large rule base which you configure based on your 
specific needs and to make sure your agents gets the proper number of work hours 
according to their individual contracts.  
Schedule optimisation can be done as an on-top activity when the original schedule 
may not acceptably cover the forecasted need. 
 

Real-Time Adherence (RTA) 
Gain insight into agent performance to support real-time decision making. 
Each agent’s real-time status is graphically displayed, showing what the agent is 
doing versus what they should be doing and highlighting any differences. Supervisors 
can easily see immediately how their teams are performing and identify good and 
poor agent behaviour.  
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FIG. 4 - REAL-TIME VIEW OF ADHERENCE VERSUS AGREED SCHEDULE  

 
The real time link to the ACD/CTI enables collecting and displaying of current logged 
in state of the agents and comparing it to the scheduled activity.  This allows any 
needed action to be taken in real-time and ensures customer service levels continue 
to be met. 
 

Agent Portal 
Your agents will be able to view their upcoming schedules or book holiday at any 
time from work or at home via the WFM Agent Portal.  

 

 
FIG. 5 - DASHBOARD VIEW FOR AGENT SHOWING THEIR UPCOMING SCHEDULE  

 
Accessible on any browser, smartphone or tablet, the portal allows your agents to: 

• See Upcoming Schedule and Activities 
• Request Holiday 
• Swap Shifts or Days Off 

 
The Agent Portal is updated in real-time, meaning that as soon as an administrator 
has updated a schedule and published it, the agent can view it. 
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Reporting  
Puzzel WFM provides real time agent adherence data, which can be compared with 
the scheduled status to determine the percentage adherence of each agent. You 
can also generate shift and holiday reports which gives a summary of shift duration 
and activities performed by agents and their holiday status. 

 

 
FIG. 6 - DASHBOARD VIEW OF CONTACT VOLUMES AND AHT  

 
Standard reports available include: 

• Adherance Reports 
• Shift Reports 
• Holiday Reports 
• Payroll Reports 

 
The reports are all web based and can also be exported to csv. 
 

A Measurable Impact on Your Contact Centre 
Puzzel WFM uses proven industry standard calculations to prove the potential Return 
on Investment (ROI) around Shift Pattern Optimisation, Reduction in Overtime, 
Promoting Agent Adherence and Savings on Shift Management. The software 
generally offers an ROI within 6 months, saving 10% on average on payroll costs, and 
cutting administrative time in half. The quick ROI and our competitive price structure 
allows the product to be suitable also for small and medium sized call centre 
operations. 
 
Our impact across our customer base can see on average the following statistical 
improvements: 

• Improve Forecasting accuracy 8-10% 
• Reduction of Abandon rate 5-8% 
• Reduce Shrinkage by 8-10% 
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• Reduce WFM admin hours by 25-50% 
• Reduce Overtime hours by 5-30% 
• Increase Agent Occupancy 5-7% 

 
Puzzel WFM can be added to a Puzzel Contact Centre deployment or any other 
Contact Centre software within typically 5 weeks including testing and training. For 
the public sector, this means a rapid start to securing that ROI and seeing the 
benefits of a more efficient contact centre that embraces Workforce Management. 
 
For your agents, they can better utilise their time and reducing enforced overtime 
means a better work-life balance with added shift-swapping flexibility which will 
Increase their happiness and job satisfaction, reducing agent churn and the costs 
associated with hiring replacements. 
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Integrations 
Puzzel WFM is flexible with how it collects historical and real-time information from 
your contact centre. The first step is to identify how or even if the data will/can be 
delivered. This can be via several methods as described below. The Puzzel WFM team 
will work with you to identify the best method for your needs:  

• Realtime Integration via API  
• Historical Data Integration via API  
• Historical Flat File in CSV  
• SFTP Upload  

 
At this time, we will also provide the relevant API information for any requested 
integrations. Our adapters today include:  

• Puzzel Contact Centre 
• Twilio   
• Five9   
• Genesys   
• New Voice Media   
• Asterisk   
• Call Media   
• Amazon Connect 
• LivePerson  
• Enghouse Presence  
• And more on demand 

 
Further integrations and bespoke adapters are possible for customers via our open 
suite of APIs. Puzzel would be happy to discuss additional services and integrations 
as required. 
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Support 
Basic support is given to all Puzzel customers through written requests only. 
Customers can chat with our support engineers via web chat or by raising a ticket 
through help.puzzel.com and clicking on the Support tab on the right. Support is only 
available during business hours. 
 
Customers can request further support however by subscribing to paid for packages. 
Please see our pricing file for details. 
 

Help Site 
We will provide all customers access to our online help portal where you can view 
constantly updated useful information regarding your chosen products and features. 
This includes: 

• Knowledgebase and Documentation of your software 
• Maintenance Schedule 
• Software Status and Incident Notifications 
• Release Notes 
• Announcements 
• Ability to Raise Tickets 
• Support Webchat 

 

Incident Management 
When your issue is harder to solve, the Help portal is the centralised point where you 
can create incident tickets.  
 
When your issue requires our support team, once triaged, we give you direct access 
to our technically proficient, in-region support engineers for rapid resolution of your 
ticket.  
 
Tickets are triaged and assigned a P1 to P5 rating based upon the following matrix 
which measures Impact of incident versus the required Urgency. 
 

Impact / Urgency High Medium Low 
High P1 – Highest P2 – High  P3 – Normal  
Medium P2 – High P3 – Normal  P4 – Low  
Low P3 – Normal  P4 – Low  P5 – Lowest 

 
Puzzel’s committed initial response times to you are based upon the assigned 
incident rating; 
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• P5 - Respond within 8 business hours  
• P4 - Respond within 4 business hours  
• P3 - Respond within 2 business hours 
• P1 or P2 - Respond within 1 hour 

 
For our customers, your ability to self-support and take ownership of the software is 
matched with a responsive, technical support team based in-region and able to 
support you quickly and efficiently by connecting you with a proficient support 
engineer immediately. 
 
Our full Service Level Agreement can be reviewed via this Help Page. 
 
  

https://help.puzzel.com/announcements/service-level-agreement-for-puzzel
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Additional Service Details 
Data Backup, Restore, Disaster Recovery 
The Puzzel Cloud Services are built on secure best of breed components. All services 
are produced and delivered from Data Centres fully managed and operated by 
Puzzel. Data processing takes place in Europe (UK and EU/EEA) and follows all 
regulations and requirements regarding data protection and data privacy. 

• Only well recognized co-location partners are used. 
• All Puzzel infrastructure is isolated in separate rooms or cages with access 

only for personnel controlled by Puzzel. 
• All Data Centres are locked and alarmed with 24/7/365 surveillance. 
• External and internal video monitoring and traceability of access to the 

premises. 
• Redundant climate control with environmental monitoring of gas, moisture, 

heat and water. 
• Fire alarm with automatic firefighting equipment. 
• Uninterruptible power supplies regularly tested against fictional power 

outages. 
 

Technical and Organisational Measures 
Organisation of Information Security 
Puzzel has a security organisation that covers all relevant areas of the business. 
Puzzel has appointed one or more security officers responsible for coordinating and 
monitoring the security policies and procedures. Puzzel ensures that its Personnel are 
competent in information security. 

• Puzzel employs Personnel with full-time responsibility for information security. 
• Puzzel’s CISO is assigned the Data Protection Officer role and is responsible for 

managing Puzzel’s Information Security Management System (including Data 
Privacy) and is reporting directly to BoM independent to operational 
management. 

• Puzzel has a comprehensive set of information security policies, approved by 
BoM and disseminated to all Personnel. 

• Puzzel security policies are reviewed at least annually and updated whenever 
needed. 

• All Puzzel Personnel have signed legally reviewed confidentiality agreements 
that apply during and post-engagement. 

• Failure of Personnel to follow information security policies can be treated as a 
disciplinary matter and lead to sanctions, including dismissal. 

• All Puzzel Personnel are given training in information security with focus on 
data protection. 
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• Data Protection by design and default is a basic principle for the Puzzel 
Contact Centre Services. 

• Puzzel is committed to continual improvement of its security. 
 

Information Security Management System 
Puzzel has an ISMS (Information Security Management System) 
in place to evaluate risks to the security of Personal Data, to 
manage the assessment and treatment of these risks and to 
continually improve its information security. 
 
Puzzel has deployed an Information Security Management System (ISMS) to manage 
security professionally and to support Puzzel’s business objectives. The Information 
Security Policy is the foundation of Puzzel’s ISMS and is supported by underlying 
policies and procedures detailing security related activities and controls. The 
Information Security Policy is revised and improved annually. 
 
Puzzel and its ISMS has been and continues to be audited by an independent, 
external auditor and certified under ISO/IEC 27001:2013. We are also certified ISO/IEC 
27701:2019 
(Extension to ISO/IEC 27001 for privacy information management) and by Cyber 
Essentials. 
 

Statement of Applicability 
The applicability of all controls in ISO/IEC 27001:2013 Annex A have been evaluated 
against requirements from all interested parties. All controls listed in Annex A have 
been mapped to requirements and marked as applicable in the Statement of 
Applicability. This means that Puzzel must adhere to, and be audited towards, all 
parts of ISO/IEC 27001:2013. 
 

Physical Access 
Physical access to Personal Data is protected. 

• Puzzel runs the Puzzel Contact Centre Services from professional, third-party 
Data Centres with a defined and protected physical perimeter, strong physical 
controls including access control mechanisms, controlled delivery and 
loading areas, surveillance and 24x7x365 guards. Only authorized 
representatives have access to the data centre premises. 

• Power and telecommunications cabling carrying Personal Data or supporting 
information services at the production data centre are protected from 
unauthorized access and damage. 

• The production data centre and its equipment are physically protected 
against natural disasters, malicious attacks, and accidents. 
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• Equipment at the production data centre is protected from power failures and 
other disruptions caused by failures in supporting utilities and is correctly 
maintained. 

• Equipment or disk media containing Personal Data (including faulty or end of 
life disks) are not physically removed from the production data centre unless 
securely erased prior to such removal or being transferred securely for 
destruction at a third-party site. 

• When Personal Data is copied electronically by Puzzel outside the production 
data centre, appropriate physical security is maintained, and the data is 
encrypted at all times. 

 

System Access 
Puzzel data processing systems are used only by approved, authenticated users. 

• Access to Puzzel internal systems is granted only to Puzzel Personnel and/or to 
permitted employees of Puzzel’s Sub-Processors and access is strictly limited 
as required for those persons to fulfil their function. 

• All users access Puzzel systems with a unique identifier (user ID). 
• Puzzel has established a password policy that prohibits the sharing of 

passwords and requires passwords to be changed on a regular basis and 
default passwords to be altered. All passwords must fulfil defined minimum. 
Each computer has a password-protected screensaver. 

• A second factor of authentication is required for access to online systems 
containing Personal Data. 

• Only secure protocols are in use for remote administration (e.g., SSH v2, RDP 
and HTTPS. 

• Remote administration of Puzzel systems use industry standard VPN 
technology. 

• Puzzel has a thorough offboarding process to deactivate users, their access, 
and data when a user leaves the company or a function. 

• An Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) is 
deployed at the production data centre to help identify potential 
inappropriate access. 

• For Customer access to the system, Puzzel provides a wide range of 
authentication capabilities including the ability for Customers to set their own 
password policies and support for two-factor authentication. 

• Puzzel maintains a responsibility matrix linking assets and technology to 
responsibility owners. 

• Puzzel maintains an asset register containing all parts of the Puzzel Contact 
Centre Services. 

 

Data Access 
Persons entitled to use data processing systems gain access only to the Personal 
Data that they are authorized to access. 
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• Puzzel restricts Personnel access to files and programs on a “need-to-know” 
basis. 

• Personnel training covers access rights to and general guidelines on definition 
and use of Personal Data. 

• Where appropriate and practical, Puzzel employs data minimization and 
pseudonymizing to reduce the likelihood of inappropriate access to Personal 
Data. 

• The production environment for the Puzzel Contact Centre Services is separate 
from the development and testing environment, and development Personnel 
do not access to the production environment other than under 
troubleshooting scenarios. 

• Puzzel uses up-to-date anti-malware software on all appropriate computers 
and servers. 

• Puzzel uses well-configured firewalls for the Puzzel Contact Centre Services. 
• The Puzzel Contact Centre Services contains versatile capabilities to set roles 

and permissions to let Customers manage authorizations so that Personal 
Data is only made available to appropriate users when needed. 

• Puzzel ensures that appropriate Personnel receive alerts and notifications from 
system software vendors and other sources of security advisories and installs 
system software patches regularly and efficiently. 

 

Data Transmission 
Prevent Personal Data from being read, copied, altered, or deleted by unauthorized 
parties during transfer. 

• Customer access to the Puzzel Contact Centre Services is protected by 
encrypted protocols. 

• Puzzel configures TLS for security, for an up-to-date report on our 
configuration, see 
https://www.ssllabs.com/ssldb/analyze.html?d=client.puzzel.com. 

• Puzzel uses encryptions for all other transmissions of Personal Data outside 
the production data centre. 

• Puzzel web servers only use certificates issued from recognized 3rd party 
certificate vendors. 

• Any Personal Data stored outside the production data centre is protected by 
encryption at rest. 

• The Customer is responsible for the security of Personal Data once it has been 
transmitted from Puzzel to the Customer including when downloaded or 
accessed by Customer users. 

 

Confidentiality and Integrity 
Personal Data remains confidential throughout processing and remains intact, 
complete, and current during processing activities. 
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Puzzel has a defence in depth approach to ensuring confidentiality and integrity and 
many of the measures in other sections of this document safeguard confidentiality 
and integrity. Some other measures that contribute include: 

• Puzzel has a formal background check procedure and carries out background 
checks on all new Personnel with access to Personal Data. 

• All Puzzel Personnel are obligated to sign confidentiality agreements and must 
adhere to business & ethics conduct policies. 

• Puzzel trains and tests its software engineers and quality assurance Personnel 
in application security practices and secure coding practices. 

• Puzzel has a central, secured repository of product source code, which is 
accessible only to authorized Personnel. 

• Puzzel has a formal product development security policy and uses a Secure 
Development Lifecycle (SDLC) that includes a wide range of security testing, 
flaw reporting, measures, and management procedures. 

• Security testing includes code review and employing static code analysis tools 
on a periodic basis to identify flaws. 

• All changes to software on the Puzzel Contact Centre Services are via a 
controlled, approved release mechanism within a formal change control 
program that tracks, documents, tests, and approves change requests prior to 
implementation (ITIL standard). 

• Puzzel do not use Customer Data in training. 
• Puzzel has a procedure for vulnerability management to ensure confidentiality, 

integrity, and availability. 
 

Availability 
Personal Data is protected from accidental destruction or loss, and there is timely 
access, restoration, or availability to Personal Data in the event of an incident. 

• IT Operations On-call duty arrangement available 24x7x365. 
• Puzzel uses a high level of redundancy at the production Data Centres so that 

an availability failure of a single system or component is unlikely to impact 
general availability. 

• The production Data Centres has multiple power supplies, generators on-site 
and with battery backup to safeguard power availability to the Data Centres. 

• The production Data Centres have multiple access points to the Internet to 
safeguard connectivity. 

• The production Data Centres is monitored 24x7x365 for power, network, 
environmental and technical issues. 

• Puzzel uses commercially reasonable efforts to create frequent backup copies 
of Personal Data, and these are duplicated (cross-site) between the 
production Data Centres. 

• Puzzel has a system in place to ensure that any failures of backup to operate 
correctly are flagged and dealt with. 

• Puzzel performs restore tests from those backups at least quarterly. 
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• Puzzel has a business continuity plan in place which is regularly updated. 
• Puzzel tests elements of its business continuity plan regularly and learns from 

the results of such tests. 
• DDoS protections are installed and protecting internet perimeters. DDoS 

protection from ISP’s are in place to mitigate high-volume attacks and in the 
Puzzel perimeters to mitigate more advanced attacks. 

• Patching, security upgrades, equipment replacements, capacity addons and 
other infrastructure changes are carefully planned and executed in regularly 
announced maintenance windows. Standard maintenance work will normally 
not disturb Puzzel Contact Centre Services. 

• Current availability of the Puzzel Contact Centre Services can be seen at 
https://status.puzzel.com. 

 

Job Control 
Personal Data processed on a customer’s behalf is processed solely in accordance 
with the relevant agreement and related instructions of the Customer including the 
use of Sub-Processors. 

• Puzzel acts as a Processor with respect to Personal Data and stores and 
processes Personal Data to operate the Puzzel Contact Centre Services under 
the instructions of the Customer, who is the Controller. 

• Puzzel does not access Customer Personal Data, except to provide services to 
the Customer which Puzzel is obligated to perform in support of the Customer 
experience including for general operation and monitoring of the Puzzel 
Contact Centre Services, troubleshooting and maintenance purposes, for 
security reasons, as required by law, or on request by the Customer. 

• In some specific Customer setups Puzzel will use a limited number of Sub-
Processors to help it provide the Puzzel Contact Centre Services. In this case 
this will be specified in the data processing agreement between the Customer 
and Puzzel. 

• External parties such as Subcontractors and others with access to any of 
Puzzel’s assets are required to sign Non-Disclosure Agreements. 

• Puzzel has data protection agreements in place directly or via affiliates with all 
Sub-Processors that process Personal Data. Personal Data are not processed 
outside of the European Economic Area (EEA) other than if requested by a 
customer. 

 

Data Separation 
Personal Data collected for different purposes is processed separately. 

• Puzzel uses a multi-tenant architecture to achieve logical separation of 
Personal Data originating from multiple Customers. 

• In each step of the processing, Personal Data received from different 
Customers can be identified so data is always physically or logically 
separated. 
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• Customers have access only to their own Personal Data. 
• Puzzel networks are segregated according to system use and data sensitivity. 
• Production systems are physically and logically separated from development 

and test systems. 
• Voice and data networks are physically or logically separated to ensure the 

best quality and security. 
 

Incident Management 
In the event of a security incident or Personal Data breach, the effect of the breach is 
minimized, and the Customer is promptly informed 

• Puzzel maintains an up-to-date incident response plan that includes 
responsibilities, how information security events are assessed and classified, 
and response plans and procedures. 

• Puzzel logs administrator and user activities at the production Data Centres to 
provide evidence in the event of an incident. 

• The clocks of all systems at the production Data Centres are synchronized to 
a single reference time source to aid investigation in the event of an incident. 

• System administrator activities, exceptions, faults, and information security 
events are logged in a central monitoring tool 24/7/365. 

• Puzzel regularly tests its incident response plan with “table-top” exercises and 
learns from tests and potential incidents to improve the plan. 

• In the event of a security incident or data breach, Puzzel will notify Customers 
without undue delay after becoming aware of the security incident or data 
breach. Puzzel’s Data Protection Officer will be included in the event of a data 
breach to secure correct handling of the data breach. 

• Puzzel maintains a record of security breaches with a description of the 
breach, the time period, the consequences of the breach, the name of the 
reporter, to whom the breach was reported and the procedure for recovering 
data. 

 

Compliance 
Puzzel tests, assesses, and evaluates the effectiveness of these technical and 
organizational measures. Puzzel is compliant with legal and contractual 
requirements. 

• Puzzel has appointed a CISO to work with compliance fulltime and to ensure 
that Puzzel complies with relevant laws and regulations. 

• Puzzel conducts regular internal and external audits of its security. 
• Puzzel performs risk assessments to protect services and Customer Data. 
• Puzzel has a formal policy for managing suppliers who have access to 

Personal Data, and this includes criteria for reviewing and approving suppliers 
and procedures for monitoring and reviewing their performance. 
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• Puzzel takes reasonable steps to ensure that Personnel are aware of and 
comply with the technical and organizational measures set forth in this 
document. 

• Puzzel conducts at least annual 3rd party network and application 
vulnerability scanning’s and or penetration tests on the Puzzel Contact Centre 
Services to identify vulnerabilities and to demonstrate security compliance. 

• Puzzel uses industry standard processes to delete Customer Data when it is no 
longer needed. 

• Audit rights given to Customers always exclude the right or ability to look at 
the data of other Puzzel Customers. 

• Puzzel maintains a register of all Personal Data processing activities in the 
organization. 

 
  

Systems 
• Carrier interconnections & Internet connections: Operator connections and 

internet connections are redundant, and traffic are either load balanced or 
run in active/passive mode from ISPs or Carriers. 

• Network, Firewalls & Backbone: Internal networks (core switches, firewalls, 
routers, MUX’es, panels, intercompany connections) are redundant by design 

• Operator Switches and Session Border Controllers: Soft-switches and Session 
Border Controllers (SBC’s) have component resilience and are redundant 
across the Data Centres. They connect to operator networks, enabling Puzzel’s 
services to switch voice traffic to and from callers and agents. 

• Traffic modules: Traffic modules hold the contact centre functionality (IVR, 
ACD, menus, queues etc). They are stacked and scale by adding more 
modules (servers). 

• Application and Web servers: Application Servers provide the services and 
functionality for the Puzzel Contact Centre such as user management, 
configuration, SMS services, email channel, social media channel, billing, 
statistics etc. Application servers are load balanced and redundant across the 
Data Centres. 

• Database servers & File Storage: The databases are the primary storage of 
the Application- and Customer Data. Examples of data are CDR information, 
users, statistics, configurations, billing information, recordings, and chat 
dialogues. Databases are either redundant across the Data Centres or run 
Active/Passive configurations with synchronous synchronization of data 
between the Data Centres. 

 

Infrastructure and Resilience 
All components in Puzzel’s infrastructure are redundant by design. There are three 
levels of redundancy built into the infrastructure; 
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• Component resilience: Every component in the infrastructure has built in 
resilience within the unit. This might be redundant power adaptors, network 
cards, mirrored disks etc. 

• Load balancing & redundancy: All critical infrastructure such as web servers 
and application servers are load balanced allowing operational systems even 
if components/ servers fail completely. For components not suited for load-
balancing such as databases advanced synchronization mechanism is used 
between the active server and passive servers. This prevents data loss and 
minimal disruption during failover. 

• Geo redundancy: All services are built so they can run with full capacity in all 
Data Centres that the services are hosted, allowing a full outage of either of 
the Data Centres. 

• Backup: Separate backup systems do cross-site backup of Data Centres and 
are duplicated. 

 

Onboarding Support 
Puzzel has extensive experience in delivering implementation projects for all contact 
centres of all sizes and we ensure a safe and thorough implementation process for 
all our customers.  
 
We employ a mature and professionally accredited project methodology, which 
closely follows PRINCE2 and ITIL project best practice. Our approach has been 
engineered to foster close working relationships between you and your dedicated 
Puzzel project team who will be responsible for the delivery and onboarding of your 
new services.  
 
At the start of the project, we will work closely with you to ensure we understand 
exactly how to complete a smooth, transparent, and truly collaborative partnership. 
A Project Manager and Key Account Manager will be provided during the 
implementation of the project. All parties will decide when the deployment is passed 
over to Puzzel support.  
 
Quality assurance processes are embedded throughout the delivery lifecycle, 
underpinned by our ISO 9001 and 27001 certifications, and the process is supported 
by Puzzel’s Services team which includes Project Managers, Implementation 
Engineers, and Solution Architects. Our project methodology is based on six core 
phases. Each phase provides the rigour of structured documentation and reporting, 
underpinned by robust delivery processes, all of which are managed from start to 
finish by our team. 
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Delivery Staff 
Puzzel provides a Project Manager, Key Account Manager, and WFM Consultant 
representative for all implementation projects. 
 

Training and Adoption 
During the Training phase Puzzel will schedule all enablement activities including in-
person or virtual training sessions for your Administrators and Users to learn 
intimately the solution. Each customer will supply the names and email addresses of 
all attendees. Once conducted, further training sessions can be purchased at any 
time. 
 

Offboarding Support incl access to data 
The Customer shall be entitled to require the orderly transition of the Services from 
Puzzel to the Customer and/or any third-party supplier appointed by the Customer 
by sending Puzzel a notice to that effect (“Exit Assistance Notice”) at any time prior to 
termination.   
 
The migration process will then commence where the customer and Puzzel will agree 
and define all items, data, and material that the customer may wish to transfer prior 
to deletion. Once agreed and actioned, the deletion process will occur to ensure the 
customer instance is deleted, in-line with data protection agreements such as GDPR. 
 

Service Constraints 
Scheduled maintenance may result in downtime; however, no downtime is ever 
expected during these periods. 
 

Service Levels 
Puzzel Workforce Management has an Availability target of 99.9%. 
 

Technical Requirements 
Puzzel WFM is a web-based application and can be accessed using the following 
URL: 

• WFM Planner Portal: https://planner.wfm.puzzel.com – Access on port 443 
• WFM Agent Portal: https://agent.wfm.puzzel.com – Access on port 443 
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Browser requirements for Puzzel WFM 
Puzzel WFM supports all major web browsers: 

• Google Chrome - Latest 
• Firefox - Latest and extended support release (ESR) 
• Microsoft Edge (Chromium) - Two most recent major versions 
• Edge - Two most recent major versions 
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