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AmberWolf — Service Definition: Offensive Security Services

Service Description

AmberWolf’s advanced offensive security services combine threat-led assessment, real-world attack simulation,
and applied research to help organisations validate security controls and strengthen resilience.

Services include (but are not limited to):

Red and Purple Teaming

Regulatory Threat-Led Penetration Testing/TLPT
* Attack Path Mapping

* Security Research

* Product Efficacy Testing and RFP Bake-Offs

* Gold and Black Team Reviews.
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Features Benefits

Red Teaming simulates real-world attacks to uncover exploitable
weaknesses.

Purple Teaming combines offensive security to improve detection
response.

Gold Team reviews provide strategic oversight aligned to business risk.

Black Team reviews test physical security/insider threat exposure.

Threat-led penetration testing for controls, monitoring, response
(CBEST, GBEST, TBEST).

Attack Path Mapping exposes weaknesses enabling movement across
environments.

Foundational logging ensures security data is captured across
systems.

Log efficiency optimises security logging, monitoring performance,
operational costs.

Product Efficacy Tests/Bake-Offs compare tools to validate real-world
protection.

Research explores emerging threats, attack techniques, and new
technologies.

End-to-end engagement support to deliver realistic real-world attack
simulations.

CREST CCRTS/CCRTM accredited consultants with red/purple team
expertise.

Advanced to Nation State attacker capability/techniques.

Collaborative purple team engagements improving detection
capability/security skills.

Enhanced understanding of control performance across critical security
operations.

Security reporting translating attacker behaviour into business risk
insight.

Identifying attack paths impacting detection, response and cyber
resilience.

Faster threat detection/response supported by advanced monitoring
systems.

Enhanced real-world attack readiness against sophisticated targeted
cyber threats.

Alignment with the MITRE ATT&CK framework, ensuring adversary

emulation.
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Service Scope

* Client System Availability: Certain services and tests require systems to be available for assessment, with access
to the environments and associated accounts and credentials.

* Client Authorisation: We require a signed authorisation form in line with computer misuse act.

*  Remote Consultants: All staff operate and provide support remotely.

User Support
Email/Online Ticketing Support

* Monday to Friday 9am to 5pm: Responses within one working day
* Out-of-hours: Responses the next working day

* Alternative response times to be discussed during mobilisation.

Phone Support
* Mondayto Friday 9am to 5pm
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Support Levels

Support enquiries are handled by our dedicated consulting team, ensuring each request receives the right level of
expertise. We will assess the complexity/requirements of your request and escalate to an appropriately experienced
member of staff (In escalating order: Consultant, Team Leader, Director) to ensure your issue can be resolved
quickly/effectively. This gives you direct access to experienced cybersecurity professionals, minimising risks and
maintaining operational continuity. Planning, pre-requisites, prep calls, initiation, updates, comms during project,
post project read out and wash-up/clean-up is part of standard service and does not incur additional costs.
Remediation and continued advisory post project will cost additional.

Staff Security
Staff screening performed which conforms to BS7858:2019

Government security clearance
Up to Developed Vetting (DV)

We do not provide discounts for educational organisations.
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B enquiries@amberwolf.com

@ www.amberwolf.com

This document is intended solely for informational purposes and offers an overview of topics of interest. It is not designed to serve as
professional counsel. Before making any decisions based on the material presented herein, we strongly recommend consulting with a
qualified professional. While every effort has been made to ensure the reliability and completeness of the information provided,
AmberWolf Ltd expressly disclaims all warranties, either express or implied, regarding the accuracy of such information. AmberWolf Ltd,
along with its associates, staff, and agents, shall not be held liable for any direct, indirect, incidental, or consequential damages arising from
the use of, reliance upon, or actions taken based on the information contained in this document, to the fullest extent permitted by law.
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