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CIVIC Cookie Scanner CMP for GDPR
Compliance - Service Definition

A cookie scanner is a tool (usually software or an online service) that scans a website to identify all
the cookies it sets on visitors' browsers.

Key features:

Cookie detection. Detects cookies used on a website (session cookies, tracking cookies, third-
party cookies, etc.) and identifies their purpose (analytics, advertising, essential functionality)

Compliance confirmation. Checks for compliance with privacy laws like GDPR, CCPA, or ePri-
vacy and offers advice to become compliant.

Audit report. Generates reports listing every cookie dropped and the relevant details such as:
cookie name and description, the product which drops the cookie and its purpose, cookie
duration, cookie suggested category (optional or strictly necessary),

Scheduling. Cookie scans can be scheduled to ensure compliance at all times. Audit report is
received via email.

Crawl and sitemap modes. You can either scan your website using the crawl mode, where the
scanner will discover the linked pages of your website from the start page you will give it, or
using the sitemap mode so the scanner will only scan the pages available in the sitemap you
will provide.

Scan behind Cookie Control option. If Cookie Control is active on your website, you can
choose to run the scan before Cookie Control on, so the scanner will only discover the cook-
ies dropped before consent is given, or behind Cookie Control and the scanner will report on
all cookies dropped before or after consent is given.

Integration with Cookie Control configuration. Automated HTML page generation for Cookie
Policy, cookie categories and cookies automated transfer to the configuration. Templates for
GTM and common deployment tools.

Benefits

Having Cookie Scanner enabled results to:

Ensured compliance with GDPR, CCPA, ePrivacy and other legislations

Lower legal risk

Higher user confidence and potentially better conversion rates - builds users' trust
Transparent consent mechanism for the end user - improved website governance

Improved marketing performance due to valuable insights and transparency - better data
quality

Streamlined audits and documentation
Brand reputation protection

Easier and secured global scalability
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Who uses the Cookie Scanner
It's widely used by:

e Government websites

e Universities and other educational institutions
e Public-sector organizations

e UKand EU businesses

e Web agencies

e Website owners

e Non-profits and charities

Because it's easy, reliable, and compliant.

Features of CIVIC’s Cookie Scanner in action

Below there are some example screenshots of the main features and functionality.

Types of scan: Users can choose between a page scan and a full site scan. In case they want to scan
their website in full they can either use the Crawl mode or the Sitemap mode.

What type of scan would you like to perform?

@ Page Scan

Scan a single page URL
Forexample: https./www.civicuk.com/

Q Site Scan - Crawl

Automatically discover other page URLs belonging to your domain from an initial URL.
Forexample: https./www.civicuk.com/

O Site Scan - Sitemap

Explicitly set a list of URLs within a sitemap file for the scan to work through.

Forexample: https./www.civicuk.com/sitemap.xml

Scan Scheduling: Scans can be scheduled to -re-occur and guarantee compliance.
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Scan Schedule

Schedule Details

Scan Details Available Actions

Regular Scan
Start Date: 11/04/2024

Reoccurs every 7 days

civicuk.com

Delete Schedule

Site Scan - Sitemap

Created: 09/04/2024

Sitemap:

https://civicuk.com/sitemap.xml Last updated: 18/04/2024

Scan History: Your previous scans and reports are available under Scan history.

Scan History

Scan Date

Scan Details Status

18/04/2024, 03:28 UTC

civicuk.com

Site Scan - Sitemap @ Complete

Pages Processed: 156

View Report

PDF Report

1170472024, 1525 UTC

civicuk.com
Site Scan - Crawl @ Complete

Pages Processed: 158

View Report

PDF Report

Report: The Scan reports contain useful information about your GDPR compliance status as well as
suggestions for cookie categorization.
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Cookies Products 3 Categories 2

Cookie Information

The scan has detected the following cookies set in the browser's application storage layer.

Clicking on a cookie name will show you the description currently held in our database for the cookie. *

Cookie Name Domain Expiry Time Http Only Priority

stats.civiccomputing.co
m

HACIVIC2 Session true Medium

stats.civiccomputing.co ) )
MATOMO _SESSID m Session true Medium

Managed Hosting

It is important that your hosting platform is scalable and secure to allow for peak demand traffic and
also provide the peace of mind of knowing your website is in safe hands. At CIVIC, we offer our own
managed hosting services: scalable cloud hosting, dedicated servers, and multi-server infrastructures
from our secure 1ISO27001 accredited Tier 3 datacentres in Edinburgh and Glasgow. Our main hosting
environment is based at Pulsant in South Gyle, Edinburgh, which is currently the Scottish Govern-
ment's approved hosting supplier.

To ensure scalability, resilience and security of your website, we recommend that you consider host-
ing your site on our general purpose clustered hosting platform. Benefits of this service include:

¢ Operational management, monitoring and backup procedures

e Service Level Agreement (SLA) for network uptime, service response time, support and
cover, in and out of office hours

e Physical security, resilience, availability and security of the network
e High bandwidth

Our end-to-end hosting service proposition and the Service Level Agreement which underpins it en-
ables us to offer managed infrastructure services to support both current and future requirements in
delivering your web systems. We have built an enterprise level hosting environment to support our
clients’ business critical systems and ensure maximum ‘up time' for their websites and applications.
This environment has been designed to create a robust and resilient infrastructure and conforms to
current IT best practice.
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Our highly secure and robust hosting infrastructure serves both generalist and specialist hosting
needs. We also operate a public cluster suitable for websites and applications with fairly common
requirements, plus private single purpose platforms and customised infrastructures for those who
require it. There are no single points of failure and business critical hardware is replicated so that it
can be deployed immediately if production systems fail. We deliver and take responsibility for a fully
managed infrastructure, supported 24/7 from multiple sites in Europe, offering a combined service-
desk which incorporates Technical Support, Service Delivery Management, and continuous proactive
Quality Improvement.

Clients of our hosting services include the Royal Mail, Scottish Qualifications Authority and the

Scottish Government Clients on our public cluster include NHS, Scottish Government, Scottish
Tribunals Service, Education Scotland and the Scottish Legal Aid Board.
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Contact

CIvIC

12 South Charlotte Street
Edinburgh

EH2 4AX

E: info@civicuk.com

www.civicuk.com

Registered in Scotland SC221925
VAT Registration No 774906100
CIVIC Computing Ltd
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