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MXDR as a Service

Stop Threats. Reduce Risk. Prove Resilience.

Powered by Microsoft Sentinel. Realised by CyberOne.

CyberOne delivers the UK’s most advanced Al-augmented Managed eXtended Detection & Response (MXDR)
services, recognised as a Microsoft-verified Managed XDR solution, powered by Microsoft and realised by our
experts to outpace modern threats. Our 24x7 CREST-accredited Global SOC operates within your Microsoft
tenant, giving you complete visibility and control of your data with NCSC-accredited Cyber Incident Response
on call. We deliver board-ready ROl and evidence every month.

Part of CyberOne’s Assure365 suite, our Managed Microsoft Security solution offers modular cyber security
services tailored to your needs. It delivers comprehensive, scalable protection to strengthen resilience and free
your teams to focus on core business objectives.

CyberOne delivers an MXDR as a Service with outcomes you can prove to the board. Here’s what you can expect:

Stop Threats.

Continuous monitoring, investigation and
response to contain threats before they spread.

Automated onboarding gets baselines, detections
and playbooks, accelerating time to value.

Pre-approved containment with named owners
and audit-ready evidence, delivered by CREST-
accredited SOC.

Reduce Risk.

Keep your data sovereign, no third-party data
storage, we only view your Microsoft log ingestion,
giving you total control of your data.

demonstrable cyber experience across finance,
business services, healthcare, manufacturing and
retail, aligned to regulatory needs.

Prove Resilience

Live incidents, insights and board-ready reportsin
one place. No chasing. No guesswork.

Live alerts, updates, approvals and incidents
handled in Microsoft Teams, speeding decisions
and capturing an audit trail you can share.
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We free up your technical talent so they can

concentrate on innovation and growth initiatives  ~ z :

with measurable business impact.
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CyberOne Al enriches and prioritises alerts so
analysts act faster and noise stays low.

Deploy an extensive, tuned ruleset quickly to close
gaps and surface threats sooner.

NCSC Cyber Incident Response available via
retainer or call-off Statement of Work for assured
escalation when it counts.

Get solid ROI from Microsoft 365. We lift utilisation
now and bring new security features online fast to
widen coverage and cut effort.

Add Incident Response, Dark Web Monitoring and
Cyber Tabletop Exercises when needed to match
coverage, budget and timeline.

Monthly reports with actions, trends and ROI
metrics tied to business priorities and risk.

Timelines, approvals and artefacts captured in
your portal with control mappings you can lift into
audits and board packs.

Operating controls, continuous monitoring and
reporting align to Cyber Essentials requirements
supporting certification and strengthening trust.



How We Deliver Your MXDR Service
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Connect Enable Review
Align on outcomes, scope and risk. Platform Engineers and SOC An Customer Success Account
We confirm data sources, access, Analysts deploy tuned content and Manager walks through Monthly
approvals and the RACI between safe automation in your Reviews and agree next steps,
your team and ours. Escalation paths environment. We baseline noise, including board summary: actions
and reporting cadence are agreed map coverage to your risks, set and taken, trends and KPIs highlight
upon, so decisions are fast and clear. agree clear KPls. cost-control, opportunities and

capture decisions and owners.
Operate 24x7 Optimise
Our Global SOC is human-led, with our Certified Experts The SOC continually tunes and refines to expand
as the decision makers; we augment monitoring, coverage, reduce noise and build operational maturity.
detection, investigation and response with Al. If an Prioritising highest risks, we share impact through
incident escalates, the path to our NCSC-accredited ongoing reports; new Microsoft features are
Cyber Incident Response team is ready. implemented maximising protection and utilisation.

Insights & Reporting - Board-Ready in Minutes Customer Portal - One Portal. Total Clarity.
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Operational reports, KPIs and trends you can lift Live incidents, reports, evidence and roadmap in
straight into packs; everything auditable. one place so everyone sees the same picture.

Threat Intelligence That Matters Microsoft Teams Integration

Curated intelligence applied to detections and Real-time alerts, context and approvals in
playbooks so risks show first, not more noise. Microsoft Teams with our SOC for faster decisions.




Trusted By Leading UK & Global Businesses

From public sector and government bodies to healthcare, finance, retail, manufacturing and professional services,
these organisations rely on CyberOne for proactive detection, rapid response and continuous risk reduction with
compliance, helping them thrive in a world of constant change.

=

FirstBank Ely

Graphnet ©

1 ol
hnet @ (Cygnet healix’

Health Care INTERNATIONAL IDEA

(‘;@ RICS J, ALYSIAN

SIUMm

Since 1894 Healthcare

Eden é@%

Futures

10 DOWNING STREET

One Team. One Plan. Faster Response.
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P ird v S
BARRICK &--‘ @f @ HODGE Mu”aerr_y
Rodda’s

< Pell Frischmann

Thai
\ Union

If an incident needs hands-on support, utilise our optional NCSC-accredited Cyber Incident Response
via retainer or call-off Statement of Work. The same team that monitors your environment coordinates
response, so decisions are quicker, handoffs are minimal and it’s easier fo manage end-to-end.

One Escalation Path
On-call 24x7 with Microsoft
Teams war room supporting

clear communications and
approvals.
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Stronger After Every
Event
Post-incident reviews tune
detections and playbooks,
improving maturity and
resilience over time.

Faster Containment
Pre-agreed playbooks,
defined roles and named
owners accelerate
containment.
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Complete Incident Audit
Trail
Timelines, decision logs and
artefacts are captured in
your portal for audit and
compliance reviews.
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Clearer Communication
Analysts, Engineers and
Incident Response leads

work to one plan, reducing

handoffs and delays.
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Incident Exercising &
Preparedness
Scenario-based exercises
and tabletops validate plans,
roles and approvals, so you
are response-ready.




Choose the Coverage That Fits Today, With a Clear Path to Scale.

All plans include Al-augmented 24x7 operations and board-ready reporting. Not sure which plan is right for
you? Book a Free 30-Minute Consultation and we’ll map your risks and budget to fit your needs.

MDR AUTO

Microsoft-first monitoring with
Al-assisted triage and board-
ready reporting in your
environment, ideal to prove value
quickly & clearly.

Benefits Include:

Response: Automated
containment, where pre-
approved.

Investigation: Al-assisted
triage and investigation.
Signals: Devices and identity
only.

Avutomation: Pre-built
automations.

Threat Intelligence: Core
integrations.

Reporting: Automated
monthly summary.

People: Account Manager.
Portal & Communications:
Live incidents, Microsoft Teams
alerts.

Content: Focused CyberOne
rules and playbooks.

Cyber Incident Tabletop Exercising

MDR CORE

24x7 investigation with Microsoft

Defender XDR and Microsoft
Sentinel, using tuned detections,

safe automation and approvals in

Microsoft Teams.

Benefits Include:

Response: Guided
containment with approvals.
Investigation: 24x7 Expert
Analyst investigation.
Signals: Broader Microsoft
signals (Defender XDR +
selected Sentinel).
Avutomation: Pre-built
automations with tuning.
Threat Intelligence: Inc Nyx
Credential Monitoring.
Reporting: Monthly Report
and Service Review.
People: Named Account
Manager.

Portal & Communications:
Live incidents, Microsoft
Teams alerts.

Content: Full library with
tuning for your risks.

NCSC-Backed Cyber Incident Response via Retainer or Call-Off SoW
Dark Web Monitoring + Takedown Service

Penetration Testing (Red & Purple Teaming)
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Fully Managed Response. }
Advanced & Regulated Operations.

Pre-approved actions, proactive
hunting and tailored runbooks,
executive review cadence. Built for
complex, regulated environments
across hybrid & multi-cloud.

Response: Managed using pre-
approved playbooks with hands-
on support.

Investigation: 24x7 Expert
Analyst investigation & guided
recovery.

Signals: Wider telemetry as
required).

Automation: Customisable
SOAR playbooks tuned &
aligned to your processes.
Threat Intelligence: Inc Nyx
Credential Monitoring
enrichment & optional takedown.
Threat Hunting & Deception:
Proactive Threat Hunting
cadence, Deception &
honeypots where appropriate.
People: Named Account
Manager.

Portal & Communications:
Same as Core plus bespoke
evidence packs for audits &
boards.

Content: Full library, bespoke
tuning & custom runbooks.

CyberOne is a Microsoft Security Solution Partner and member of the Microsoft Intelligent Security Association (MISA). We
deliver one of the UK’s most advanced Al-augmented Managed eXtended Detection & Response (MXDR) services,

recognised with Microsoft-verified Managed XDR solution status, enabling organisations to move with confidence from risk
to resilience. Powered by Microsoft's market-leading security technologies and realised by CyberOne’s accredited experts,
we help businesses anticipate and contain modern threats so they can thrive.

With 24x7x365 Global SOC coverage, NCSC accredited Cyber Incident Response, CREST SOC and Penetration Testing
accreditations and guaranteed SLAs, CyberOne combines Microsoft Security with expert consulting, professional and
managed services to protect operations, achieve compliance and build lasting resilience.
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