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No sector-specific pricing applies. The
quoted pricing information for this service
applies equally across all client sectors.

All pricing information is quoted in pounds
sterling (GBP) and prices are exclusive of
VAT at the applicable rate (unless
otherwise stated)

Resource-based pricing is defined in the
SFIA Rate Card for this service.

The SFIA Rate Card (available as a
separate attachment, downloadable from
the service web page) lists the options of
day rates applicable to this service, for
each SFIA grade, with the bold figure
showing a typical average for a London
based service delivery before any
discounts are applied.

Buyers and suppliers will explore the
relevant rates in clarification questions
permitted as part of the buying process
and agree as part of a Call-Off Contract.

Additional discounts may apply to
educational institutions across all charging
models and will be negotiated during the
purchasing stage.

CyberOne

Where applicable, services can be
provided on a fixed price basis. For
example, using an assumed number of
resources at the agreed SFIA rate, with an
agreed set of deliverables.

This approach enables accurate spend
control and forecasting for customers and
can be negotiated during the purchasing
stage.

All prices are quoted without volume or
combination discounts. Discounts may

apply where the volume or work
combination is appropriate, but will be
subject to negotiation and agreement

during the purchasing stage.

If a client wishes to purchase several
discrete G-Cloud 15 services as a single
be the
combination of the individual service line

package, the total price will

prices.



Microsoft 365 Security Assessment

Strengthen Your Security Posture.
Maximise Your Microsoft Investment.

CyberOne’s Microsoft 365 Security Assessment identifies vulnerabilities and misconfigurations, delivering tailored
recommendations and detailed remedial actions to optimise your Microsoft 365 configuration.

By identifying gaps in your environment, our assessment highlights risks and provides actionable insights to strengthen
your security posture while optimising Microsoft 365 to enhance productivity in modern, hybrid and flexible work
environments.

Microsoft 365 is a market-leading platform that offers unparalleled potential to empower collaboration,
enhance productivity and secure your organisation. However, many businesses struggle to fully realise these
benefits due to the following challenges:

The vast Microsoft 365 suite requires deep expertise to
configure and manage effectively, ensuring all features are fully leveraged.

Employees using unauthorised apps increase the attack
surface and risk of data breaches

Organisations often lack the specialised knowledge and
bandwidth to secure, optimise and maintain Microsoft 365 environments, especially
when stretched or focused on other critical projects.

Frequent updates and new capabilities make it
difficult to stay current and avoid configuration drift.

Malicious or negligent insider risks are often overlooked or not
sufficiently mitigated.

Innovations like Al introduce new security
challenges that demand proactive management.

Deviating from Microsoft-recommended
configurations weakens security and can leave organisations vulnerable.

Employees may not fully understand or use available
security features, increasing the risk of human error.

Migrating to and maintaining Microsoft 365 technologies
requires significant expertise and resources.

Successfully addressing these challenges demands expert guidance to ensure your Microsoft 365 environment is
not only secure and aligned with best practices but also tailored to your business objectives. With the right
expertise, your organisation can fully unlock the transformative potential of Microsoft 365 while building a
resilient foundation for future growth.



The Solution to Meet These Challenges

CyberOne’s Microsoft 365 Security Assessment is a comprehensive solution tailored to overcome these obstacles,
delivering actionable insights that will have measurable outcomes.
1. Microsoft-Certified Expertise 4. Proactive Risk Reduction

As Microsoft Security and Modern Workplace Solution Address critical security gaps using a Zero Trust
Partners, we align your configurations with industry- approach, minimising your exposure to threats and
leading best practices. building long-term resilience against evolving risks.

2. Comprehensive Assessment 5. Maximised Microsoft ROI

Through a thorough hands-on technical assessment Optimise the use of Microsoft 365's built-in features to
alongside key stakeholder interviews, we uncover get the most value out of your existing licence investment
vulnerabilities, security gaps and misconfigurations. and improve operational efficiency.

3. Prioritised Recommendations & Action Plan 6. OPTIONAL ADD-ON: Rapid Remediation

Receive a clear roadmap of recommendations tailored to Accelerate the implementation of recommendations
your organisation's needs, with quick wins and longer- utilising CyberOne’s expert-led remediation services,
term strategies for sustained improvement. ensuring swift improvements to your environment.

In recognition of the common challenges faced when deploying and configuring Microsoft 365, CyberOne's Security
Assessment leverages the Cyber Security Assessment Tool (CSAT) to identify vulnerabilities, misconfigurations and
opportunities for optimisation.

Conduct a focused Assessment to identify misconfigurations, security gaps, opportunities and
quick wins. We will assess your current state through Secure Score analysis, hands-on investigation and internal
stakeholder reviews.

Prioritised actionable recommendations will help better secure and optimise Microsoft 365.
Key deliverables include:
* Immediate Attention: High priorities will be raised with nominated stakeholders for urgent resolution.
¢ Quick Wins: Highlighted actions to deliver immediate improvements.
¢ Medium-Term Remediation: Detailed remedial actions required within 90 days will be highlighted.
» Secure Score Uplifts: Specific recommendations to demonstrate measurable progress in your security posture.

Available as a one-off service or packaged with other security offerings.
To address configuration drift and maintain a strong security posture over time.

With CyberOne’s expert-led approach, you’ll gain tailored insights to uncover risks, optimise your Microsoft 365
environment and fully utilise its features. Our service helps maximise ROl on your Microsoft investment, enhance
productivity and strengthen security, ensuring your organisation remains resilient against evolving cyber threats.

* For eligible customers only



About CyberOne

CyberOne is a Microsoft Security Solution Partner and member of the Microsoft Intelligent Security Association
(MISA). We deliver one of the UK’s most advanced Al-augmented Managed eXtended Detection & Response
(MXDR) services, recognised with Microsoft-verified Managed XDR solution status, enabling organisations to
move with confidence from risk to resilience. Powered by Microsoft's market-leading security technologies and
realised by CyberOne’s accredited experts, we help businesses anticipate and contain modern threats so they
can thrive.

With 24x7x365 Global SOC coverage, NCSC accredited Cyber Incident Response, CREST SOC and Penetration
Testing accreditations and guaranteed SLAs, CyberOne combines Microsoft Security with expert consulting,
professional and managed services to protect operations, achieve compliance and build lasting resilience.

Accreditations & Certifications

CyberOne’s services are backed by the world’s leading standards bodies including NCSC, CREST and ISO as well
as our key technology partners, whilst our experts are backed by industry-leading certifications, cementing our

role as leaders in cyber security.
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