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No sector-specific pricing applies. The
quoted pricing information for this service
applies equally across all client sectors.

All pricing information is quoted in pounds
sterling (GBP) and prices are exclusive of
VAT at the applicable rate (unless
otherwise stated)

Resource-based pricing is defined in the
SFIA Rate Card for this service.

The SFIA Rate Card (available as a
separate attachment, downloadable from
the service web page) lists the options of
day rates applicable to this service, for
each SFIA grade, with the bold figure
showing a typical average for a London
based delivery before any
discounts are applied.

service

Buyers and suppliers will explore the
relevant rates in clarification questions
permitted as part of the buying process
and agree as part of a Call-Off Contract.

Additional discounts apply to
educational institutions across all charging
models and will be negotiated during the

purchasing stage.

may

Where applicable, services can be
provided on a fixed price basis. For
example, using an assumed number of
resources at the agreed SFIA rate, with an

agreed set of deliverables.

This approach enables accurate spend
control and forecasting for customers and
can be negotiated during the purchasing
stage.

All prices are quoted without volume or
combination discounts. Discounts may
apply where the volume or work
combination is appropriate, but will be
subject to negotiation and agreement
during the purchasing stage.

If a client wishes to purchase several
discrete G-Cloud 15 services as a single
package, the total price will be the
combination of the individual service line
prices.

1-19 Days £1,100
20 - 49 Days £1,000
50 - 74 Days £900
75+ Days £800
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Penetration Testing

Uncover Hidden Vulnerabilities—Before Attackers Do.

CyberOne’s Penetration Testing service simulates sophisticated attack scenarios to uncover vulnerabilities
across your IT environment. Our CREST-certified experts leverage cutting-edge tools and ethical hacking
methodologies to help you proactively identify and remediate weaknesses before they can be exploited.

CyberOne’s Penetration Testing services provide comprehensive security
assessments, helping you identify vulnerabilities and strengthen your cyber
security posture with tailored actionable insights.

Our experienced team of CREST-certified testers verifies the abilities of
your systems across networks, applications, endpoints and insider threats.
We work with you to select the most suitable approach to enable you to
identify, evaluate and remediate your vulnerabilities safely, efficiently and
quickly.
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At CyberOne, our comprehensive methodology is designed to rigorously
evaluate your security posture. We define clear testing scopes, conduct
thorough reconnaissance, perform detailed vulnerability analysis and
exploitation and follow through with secure clean-up and debriefing. This
approach ensures minimal disruption while providing you with actionable
insights to bolster your defences.

Written, virtual or face-to-face the in-depth We work with you closely to define

report provides clear recommendations and the scope of the test.
guidance for remediation. %

Using publicly available information
We safely remove the data used in we build intelligence used to try to
our testing from your systems. compromise your business.

The network infrastructure is fully
assessed to gain a complete
picture of your attack surface.

We attack further assets by
leveraging compromised systems.

We attack vulnerabilities to gain access Anin-depth audit of applications residing on target
to your systems and data. hosts to identify security vulnerabilities to exploit.



Types of Penetration Tests We Offer

Our expert ethical hackers use advanced tools and techniques to assess networks, applications,

endpoints and wireless systems. We conduct:

External Network Testing
Evaluate the effectiveness of your perimeter security

controls to prevent and detect attacks. This test identifies
vulnerabilities in internet-facing assets such as web, email

and FTP servers.

Internal Network Testing
Assess the potential impact of lateral movement within
your network. This simulation mirrors insider threats,

whether intentional or accidental, to reveal the extent of

internal vulnerabilities.

Web Application Testing
Detect data leakage points within your web applications.
We examine your source code for adherence to best
practices and check for bugs, particularly during the
design phase.

Mobile Application Testing

Identify platform-specific vulnerabilities in Apple
and Android environments. Our assessments expose
insecure mobile app functionalities and suboptimal
security strategies.

Wireless Testing

Uncover weaknesses in your wireless architectures to
prevent unauthorised network access and data
leakage.

Social Engineering Testing

Test your employees’ security awareness by
simulating phishing emails, credential theft and
unauthorised computer access, ensuring robust
human-centric security controls.

Learn about the advanced tools, innovative methodologies and tailored testing strategies that form the backbone of our

Penetration Testing service. Discover how we simulate real-world attacks to expose vulnerabilities across your business while

delivering clear, actionable insights that empower you to enhance your security posture safely and effectively.

Utilise the most advanced methodologies to

simulate real-world attack scenarios and detect

emerging vulnerabilities.

Leverage CREST-certified professionals with

years of experience working under strict ethical,

legal and technically diverse environments.

Engage in clearly defined, controlled testing

environments that ensure business continuity while

exposing vulnerabilities.

Comprehensive summary reports and audit-ready
insights that convert technical findings into clear,

prioritised recommendations for remediation.

Customised assessments address your unique

infrastructure challenges, ensuring targeted and

effective security improvements.

Supports regulatory requirements with PCI DSS,
ISO 27001, GDPR and other frameworks to reduce

compliance risk.



About CyberOne

CyberOne is a Microsoft Security Solution Partner and member of the Microsoft Intelligent Security Association
(MISA). We deliver one of the UK’s most advanced Al-augmented Managed eXtended Detection & Response
(MXDR) services, recognised with Microsoft-verified Managed XDR solution status, enabling organisations to
move with confidence from risk to resilience. Powered by Microsoft's market-leading security technologies and
realised by CyberOne’s accredited experts, we help businesses anticipate and contain modern threats so they
can thrive.

With 24x7x365 Global SOC coverage, NCSC accredited Cyber Incident Response, CREST SOC and Penetration
Testing accreditations and guaranteed SLAs, CyberOne combines Microsoft Security with expert consulting,
professional and managed services to protect operations, achieve compliance and build lasting resilience.

Accreditations & Certifications

CyberOne’s services are backed by the world’s leading standards bodies including NCSC, CREST and ISO as well
as our key technology partners, whilst our experts are backed by industry-leading certifications, cementing our
role as leaders in cyber security.
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