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1. AGREED TERMS
1.1. The definitions and rules of interpretation in this clause 1 will apply throughout this
Agreement. 

Acceptance or Accepted: means the earlier of: (i) when a Service or part of a Service is
accepted in writing by Customer as meeting the Acceptance Criteria and (ii) a Service is
live and being used by the Customer. 

Acceptance Test: means the tests designed to assess whether all or any part of the
Services meet the Acceptance Criteria and Acceptance Testing will be construed
accordingly. 

Acceptance Criteria: means the criteria specified in any Service Order or associated
Statement of Work. 

Agreement: means the terms and conditions of this document, the Schedules and the
Service Order(s); 

Business Hours: 8am to 6pm on Business Days. Business Day(s): Monday to Friday,
excluding any UK public holidays. 

Charges: the fees payable for the Service(s) and set out in the Service Order(s). 

Commercially Reasonable Endeavours: means taking such steps and performing in such
a manner as a well-managed company would undertake where such company was acting
in a professional, prudent and reasonable manner to achieve the particular result for its
own benefit. 

Confidential Information: any information, however conveyed or presented, that relates
to the Business, affairs, operations, customers, systems, processes, budgets, pricing
policies, product information, strategies, developments, trade secrets, know-how,
personnel and suppliers of the disclosing party, including intellectual property rights and
personal data (as defined under the Data Protection Laws) together with all information
derived by the receiving party from any such information and any other information
clearly designated by a party as being confidential to it (whether or not it is marked
“confidential”), or which ought reasonably be considered to be confidential. “Customer’s
Confidential Information” and “The Provider’s Confidential Information” shall be
interpreted accordingly. 
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Customer’s Data: any data (including any Customer Personal Data relating to the staff,
customers or suppliers of the Customer and Customer’s Confidential Information and
Customer’s IPR), documents, text, drawings, diagrams, images or sounds (together with
any database made up of any of those), embodied in any medium, that are supplied to
The Provider by or on behalf of the Customer, or which The Provider is required to
generate, process, store or transmit pursuant to this Agreement. 

Customer Personal Data: means any Customer Data relating to an identified or
identifiable natural person (data subject). 

Customer Technology: means the Customer owned and licensed technology, internet
operations design, content, software, hardware, hardware designs, algorithms, user
interface designs, architecture, class libraries, documentation, network designs, know-
how, trade secrets and any related intellectual property rights throughout the world and
including any derivatives, enhancements and extensions of the same. 

Data: means all data relating to the provision of the Service(s) and any additional services
provided by the Provider including, without limitation, information, data supplied, stored,
collected, collated, accessed, or processed by or for the benefit of the Customer, such as
Customer Data, Customer’s customer data, transactional data, system and process data. 

Data Controller: means the person, public authority, agency or other body that, alone or
jointly with others, determines the purposes and means of the Processing of Personal
Data. For purposes of this Agreement, it would be the Customer. 

Data Processor: means the person, public authority, agency or other body which
processes Personal Data on behalf of the Controller. For the purposes of this Agreement,
it would be the Provider. 

Data Subject: means the individual to whom Personal Data relates. 

Default: means any non-material failing by either party to comply with the terms of this
Agreement including the provision of the Service(s). 

Default Notice: means a notice of a Default served by either party on the other setting
out in detail the nature of the Default. 

Effective Date: means the earlier of the date that: 
i) this Agreement is executed by both parties; or 
ii) the receipt by the Provider of a Service Order or Purchase Order from the Customer. 

European Economic Area: means the member states of the European Union and Iceland,
Liechtenstein and Norway. 



Equipment: means any hardware or software that the Provider supplies to Customer
and/or supports as specified on a Service Order or other form of order. 

Excluded Event: means any event that adversely impacts a Service that is caused directly
by (i) the acts or omissions of Customer, its employees, customers, contractors or agents;
(ii) a Force Majeure Event; (iii) a DOS or DDOS attack to Customer (unless DDoS
mitigation forms part of the Services); (iv) scheduled maintenance notified to the
Customer at least 24 hours in advance; (v) a change requested by the Customer which has
been correctly performed by the Provider that results in the degradation of a Service;
and, (vi) a suspension of Services by the Provider pursuant to clause 5.7 due to late
payments. 

Force Majeure Event: means any event, circumstance or cause beyond a party's
reasonable control, including but not limited to acts of God, fire, flood, war, acts of
terrorism, riot, civil commotion, governmental actions, labour disputes (save where such
disputes involve the personnel of the non-performing party), epidemics, pandemics, any
changes in law or regulations arising from any of the foregoing, and any similar events
beyond the control of the non-performing party. 

Initial Term: unless specified otherwise on the Service Order the initial term of each
Service shall be for three years from the Service Commencement Date of each Service.

IPRs: any and all intellectual property rights of any nature anywhere in the world whether
unregistered, registered, registerable or otherwise, including patents, utility models,
trademarks, registered designs and domain names, applications for any of the foregoing,
trade or Business names, goodwill, copyright and rights in the nature of copyright, design
rights, rights in databases, moral rights, know-how and any other intellectual property
rights which subsist in computer software, computer programs, websites, documents,
information, techniques, Business methods, drawings, logos, instruction manuals, lists and
procedures and particulars of customers, marketing methods and procedures and
advertising literature, including the “look and feel” of any websites and/or interfaces.
“Customer’s IPRs” and “The Provider’s IPRs” shall be interpreted accordingly. 

Licences: means any licences that the Provider supplies to Customer as specified on a
Service Order or other form of order. 

Non-Recurring Services: means any consulting, one-off or set-up Services. 

Personal Data Breach: means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data
transmitted, stored or otherwise processed. 



Provider: means the Provider, and/or its contractors/subcontractors and employees.

Provider Technology: means Provider owned and licensed technology, Internet
operations design, content, software, hardware designs, algorithms, user interface
designs, architecture, class libraries, documentation, network designs, know-how, trade
secrets and any related intellectual property rights throughout the world and including
any derivatives, enhancements and extensions of the same. 

Processing (Process): means in relation to Data or Personal Data collecting, recording,
organisation, structuring, storage, adaption or alternation, retrieval, consultation, use,
disclosure by transmission, dissemination, restriction, erasure or destruction. 

Purchase Order: means a purchase order raised by the Customer ordering Services from
the Provider. 

Renewal Term: means further periods of 12 months following the end of the Initial Term or
subsequent Renewal Terms. Service(s): means the services set out in Service Order(s)
which form part of this Agreement. Services shall not include the sale or provision to
Customer of any Equipment or Licences. 

Service Commencement Date: means for Non-Recurring Services when work on the
Non-Recurring Service has commenced and in respect of other ongoing support Services
shall be the earlier of: (i) when the Customer begins to use the Service; or (ii) following
Acceptance of a Service by the Customer. 

Service Credits: are as defined in clause 2 and the relevant Service Levels in Schedule 3
Service Levels: the service levels to which the Service(s) are to be provided and set out in
Schedule 3 of the Schedules. 

Service Manager(s): the person identified as such, or any replacement person appointed
by the relevant party pursuant to clause 8 being the person responsible for managing the
Service(s) on behalf of each party and “The Provider Services Manager” and “Customer
Services Manager” shall be interpreted accordingly. 

Service Order(s): a quotation from the Provider sent to the Customer ordering a Service
which has been accepted by the Customer or a Purchase Order sent to the Provider by
the Customer ordering a Service which has been accepted by the Provider. 



Schedules: The collective supplementary schedules documented separately and
referenced in this agreement, including some or all of the following: 
- Schedule 1: Data Protection
- Schedule 2: Acceptance Testing 
- Schedule 3: The Service Levels 
- Schedule 4: Rate Card 
- Schedule 5: The first Service Order and subsequent Service Order(s) shall form additions
to this Schedule.

Security Incident: A breach of the Customer’s IT security and/or Customer’s IT systems
which requires investigation by Provider. 

Statement of Work: means the schedule of work to be performed by Provider in order to
deliver the NonRecurring Services on a Service Order. Where required this document is
produced by the Provider after receiving a Service Order. 

Ticket Closure: is when the Ticket is deemed closed, when a Service alert or fault has
been rectified or assessed as requiring no further action. 

Ticket Open: means the logging of a Ticket by the Provider or the Customer. 

Ticket: means a ticket generated by the Customer or the Provider in response to either: (i)
Customer reporting a fault to the Provider; or (ii) the Provider detecting an alert or a
service issue as part of its monitoring activity and/or a Service provision; or (iii) as a result
of a Security Incident. 

Term: the period of the Initial Term and any further Renewal Terms for which the
Agreement or any individual Service continues before it is terminated in accordance with
this Agreement. 

UK GDPR: has the meaning given in section 3(10) (as supplemented by section 205(4)) of
the Data Protection Act 2018.

1.2. Words in the singular include the plural, and in the plural include the singular. 

1.3. Unless the context otherwise requires, a reference to one gender shall include a
reference to the other genders. 

1.4. Clause and Schedule headings shall not affect the interpretation of this Agreement. 

1.5. References to clauses and Schedules are, unless otherwise provided, references to the
clauses of and Schedules to this Agreement.



1.6. A reference to a statute or statutory provision is a reference to it as it is in force for the
time being, taking account of any amendment, extension or re-enactment and includes
any subordinate legislation for the time being in force made under it. 

1.7. Unless a right or remedy of a party is expressed to be an exclusive right or remedy, the
exercise of it by a party is without prejudice to that party’s other rights and remedies. 

1.8. A reference to this Agreement includes a reference to the Schedules, annexes and
appendices to this Agreement. 

1.9. A person includes a corporate or unincorporated body (whether or not having
separate legal personality). 

1.10. Any phrase introduced by the words “including”, “includes”, “in particular” or “for
example” or similar shall be construed as illustrative and shall not limit the generality of
the related general words. 

1.11. Writing or written includes receipted email unless specified otherwise. 

1.12. In the event of any conflict between these terms and conditions, Service Orders and
the Schedules to this Agreement, the order of precedence is as follows: (1) the Service
Order (2) these terms and conditions and (3) the Schedules.

2. SERVICES AND SERVICE CREDITS
2.1. The Customer appoints The Provider to provide the Service(s) pursuant to this
Agreement in consideration for payment of the Charges. 

2.2. The Non-Recurring Services may be delivered in a number of phases. The delivery
timeframes shall be agreed between the Provider and the Customer and specified on a
Statement of Work. Any such dates shall be estimates only and time shall not be of the
essence for performance of the Non-Recurring Services. The Statement of Work and
estimated timelines given within it may be updated as the project progresses. 

2.3. The Customer may request additional Services from the Provider from time to time.
The Provider is not obligated to deliver any additional Services unless agreed on a Service
Order. 

2.4. The relevant Charges for the any additional Services shall be specified on Service
Orders.



2.5. Any agreement to change the Services shall be agreed in writing between the parties.
For avoidance of doubt changes to operational documentation, including, inter alia:
Service Managers; contact details; Statements of Work; project plans; agreed escalation
and other service delivery processes shall not constitute a change to the Services or the
Agreement. 

2.6. Subject to clause 2.7 the Provider shall deliver each Service in accordance with the
relevant Service Levels contained in Schedule 3 and, where it fails to deliver each Service
in accordance with the Service Level, shall pay any associated Service Credits. 

2.7. Service Credits: 
1. will not be given where any Service Failure is caused by an Excluded Event; 
2. may only be claimed by Customer for the affected Service; 
3. may only be claimed by Customer for a Service failure affecting its systems, and
Customer is not entitled to claim Service Credits on behalf of its users for consequential
interruption or failure of Customer’s services; 
4. may not be paid to Customer if, at the date of the Service failure, Customer is in arrears
of payment to the Provider or is otherwise in breach of the Agreement; and, 
5. will not exceed in aggregate in any calendar month the monthly amount paid by
Customer for the affected Service, save where the contrary is expressly stated in the
relevant Schedule or Service Level. 

2.8. Service Credits due will be calculated by the Provider within 10 Business days of the
end of each month. These will be credited by the Provider in the month following the
month in which the failure to achieve the Service Level occurs or as otherwise stated for
that Service in Schedule 3. 

2.9. Where the Customer has booked time for scheduled or unscheduled work, and then
subsequently cancels or delays that work, whether temporarily or indefinitely, or the work
has to be postponed or cancelled by either Party due to the Customer failing to comply
with their obligations under clause 4.2 and whether the work is to be performed remotely
or onsite then the Provider may, at its sole discretion, recover Charges in respect of this
work as follows (“Cancellation Charges”): 
(i) 2 Business Days notice or less – Cancellation Charges equivalent to 100% of Charges for
work; 
(ii) 3 to 7 Business Days notice – Cancellation Charges equivalent to 50% of Charges for
work; and 
(iii) greater than 7 Business Days notice – no Cancellation Charge. This is not a penalty but
recognises the costs incurred by the Provider when work is cancelled close to the agreed
delivery date.



2.10. Where Supplier’s implementation of any of the Non-Recurring Services are delayed
beyond the dates which have been agreed with Customer on a Statement of Work due to
the Customer failing to comply with their obligations under clause 4.2 the Provider
reserves the right to either (i) re-quote for the Non-Recurring Service and/or (ii) charge
the Customer for any additional project management time incurred based on the rate
card given in Schedule 4. This is not a penalty but recognises the additional costs incurred
by the Provider when work is delayed by the Customer beyond agreed dates 

2.11. Where the Customer has taken penetration testing services as part of the Services
then additional terms and conditions shall apply in connection with the penetration testing
Service only. These are detailed in the Provider document titled “Penetration Testing:
Rules of Engagement”. 

2.12. Where Provider supplies Equipment of Licences to Customer: 1. Customer
acknowledges that it has selected the Equipment and has not relied upon any statements
of representations from the Provider in making its selection. Furthermore the Provider
has not made nor does make any other warranties of any kind, expressed or implied,
including without limitation any warranty of fitness for a particular purpose,
merchantability, or of nonfringement of third party rights and Customer purchases the
equipment “as is”; and, 2. Customer shall acquire title to the Equipment or right to use
Licences upon full payment of the purchase price to the Provider. Prior to full payment
being received title shall remain with the Provider. 

2.13. The Provider does not and cannot control the flow of data to or from the Provider
Technology and other portions of the Internet. Such flow depends in large part on the
performance of Internet services provided or controlled by third parties. At times, actions
or inactions of such third parties can impair or disrupt Customer’s connections to the
Internet (or portions thereof). Although the Provider will use Commercially Reasonable
Endeavours to take all actions which would reasonably be deemed appropriate to remedy
and avoid such events, the Provider cannot guarantee that such events will not occur and
disclaims all liability resulting from or related to such events provided that it has acted in
accordance with this Agreement.

3. TERM 
3.1. This Agreement shall begin on the Effective Date and shall continue until cancelled by
either party in accordance with the provisions of this Agreement. 

3.2. Each Service shall be provided for the Initial Term and thereafter shall continue for
successive Renewal Terms until cancelled by either party in accordance with the provisions
of clause 17. 



3.3. Customer recognises Provider’s pricing takes into account many factors including but
not limited to provisioning of staff to provide the Services, external software costs, initial
costs of learning Customer systems, technical presales and implementation costs which
are not fully re-charged to Customer, technical staffing, staff training and insurance
arrangements. Strict commitments to Initial and Renewal Terms and notice periods are
therefore of the essence. 

4. OBLIGATIONS OF EACH PARTY 

4.1. The Provider shall use Commercially Reasonable Endeavours to: 
1. discharge its obligations under this Agreement using personnel of required number, skill,
experience and qualifications and with due skill, care and diligence in accordance with the
best industry standards and practice; 
2. ensure that all of its staff who will be involved with the Services will be trained to a
competency and appropriate level, as reasonably expected to perform the Services with
Commercially Reasonable Endeavours; 
3. obtain and maintain all consents and regulatory approvals necessary to provide the
Service(s); 
4. obtain and maintain all necessary rights to the Provider’s Technology and The
Provider's IPRs, or any other equipment and materials used by The Provider and/or made
available by The Provider to the Customer which are used to perform the Service(s). 

4.2. The Customer shall use Commercially Reasonable Endeavours to: 
1. provide the Provider with access to the appropriate members of the Customer's staff as
reasonably requested by Provider, in order for Provider to discharge its obligations under
this Agreement; 
2. respond to and provide such documentation, data and other information as Provider
reasonably requests in order for Provider to perform its obligations under this Agreement;
3. provides access to the Customer Technology and Customer Data as reasonably
required by the Provider in order for it to provide the Services; 
4. ensure that any software which forms part of the Customer Technology is fully and
correctly licenced; 
5. maintain the Customer’s Technology in accordance with any manufacturer’s manual or
user guide; 
6. in respect of devices or software managed by the Provider as part of the Services,
allow the Provider to update or patch the devices or software as the Provider and/or the
manufacturer recommends; 
7. ensure that all of its staff who will be involved with the Services will be trained to a
competency and appropriate level, as reasonably expected by the Provider, to enable
them to receive the Services; 



8. provide such assistance as Provider reasonably requests to facilitate successful
migration/connection of the Customer's Technology with Provider's Technology and
obtain any consents, licences or permissions required to enable this; 
9. not, nor attempt or authorise, to access, use, maintain, or otherwise tamper with the
any of Provider’s monitoring applications or Provider’s Technology used in the delivery of
the Services. 
10. provide access to the Customer’s MSP / Network Support partner team to enable the
Provider to support via seamless co-ordination and incident management, as required. 

4.3. The Customer warrants that: 
(i) any Customer Technology which the Provider is managing as part of the Services is
running software which has been updated and patched to the latest versions within six (6)
months prior to the Service commencing, 
(ii) any Customer Technology which is used by the Provider but the Provider is not
managing will be updated during the course of the Agreement such that it will always run
software which is updated and patched to versions not more than six (6) months old, and
(iii) will provide reasonable notice to Provider of any upgrades or changes to the
Customer’s Technology. 

4.4. The Provider may supply quotations for the annual support of Equipment and annual
costs for Licences to Customer in advance of their expiry date. These shall only be
renewed on receipt of an order for their renewal from the Customer. 

4.5. Where the Provider has sold Microsoft licences, provided Microsoft licences as part of
the Services or provided Services related to Microsoft products the Customer consents to
using Commercially Reasonable Endeavours to endorse a Microsoft Proof of Execution
claim using the Microsoft Claiming Partner of Record (CPOR) platform showing the
Microsoft licences and/or services provided by the Provider to the Customer.

4.6. Customer will, using Commercially Reasonable Endeavours and guidance from the
Provider, claim, or enable the Provider to claim, any eligible and applicable funding
available under the Microsoft Commerce Incentive (MCI) program in relation to the
Services provided to the Customer under this Agreement. In the event that such funding is
successfully obtained, Customer agrees to pass through the benefit of the funding to the
Provider. 

4.7. Except as otherwise provided, the parties shall each bear their own costs and
expenses incurred in respect of compliance with their obligations under this Agreement.



5. CHARGING AND INVOICING

5.1. The Customer shall pay the Charges to the Provider in accordance with this clause 5. 

5.2. The Provider shall invoice the Customer and the Customer shall make payment of the
Charges to the Provider on the following terms: 
1. payment of Charges for any Non-Recurring Services is due 50% on acceptance of the
Service Order by the Provider and 50% on Acceptance of the Service, or the part of a
Service Accepted, by the Customer. 
2. on-going Services are payable annually in advance. 
3. Equipment and Licences shall be invoiced on receipt of order and payable on delivery.
4. any other Services and Cancellation Charges are payable 30 days after the date of the
relevant invoice. 

5.3. The Charges given on Service Orders are exclusive of Value Added Tax or other
applicable taxes and will be added to the Charges which Customer will be responsible for
paying. These will be specified on each invoice. 

5.4. All payments will be made in the United Kingdom in Pounds Sterling or in the currency
which any non-UK Services are stated on the Service Order. 

5.5. If payment terms different to those detailed in clause 5 are agreed on a Service
Order, those terms shall apply to that Service Order only and not Services provided under
different Service Orders. 

5.6. Interest shall be payable in respect of the late payment of any Charges properly
invoiced under this Agreement at a rate of 4% above the Bank of England base rate from
time to time. 

5.7. If Customer is late in its payments and it has not served a Default Notice, the Provider
may suspend some or all of the Services provided to the Customer on the following basis:
1. Provider shall issue a written notice to Customer detailing the amounts outstanding,
requesting payment of them and stating that it has the right to suspend some or all of the
Services in the event that payment is not received within ten (10) Business Days of
Customer receipt of the written notice. 
2. the Customer shall remain liable to continue paying for the Service during the period of
suspension. 
3. in the event that payment is not received within ten (10) Business Days of Customer
receipt of the written notice Provider may suspend any Service or part or portion of any
Service until the outstanding payments are settled in full including amounts owed in
interest and for the period during which the Service was suspended. 



6. PRICE INCREASES 

6.1. During the Initial Term on each anniversary of the Service Commencement Date and
at the start of each Renewal Term the Provider may increase Charges for each Service
(including the prices contained in the Rate Card contained in Schedule 4) by an amount of
the higher of (i) 4% or (ii) the percentage increase from the preceding 12 months in the
official RPI index or, if this index ceases to be published, any other retail price index
published in substitution. 

6.2. In addition to clause 6.1 the Provider may increase Charges by giving the Customer
sixty (60) days written notice of any such price increases, which notice may be given
during the Initial Term to be effective when it ends, or during any Renewal Term to be
effective from the start of the next Renewal Term. 

6.3. In the event that Customer does not accept the revised pricing given in accordance
with clause 6.2 above, notwithstanding the notice periods referred to in clause 17 of this
Agreement and excluding any prices increases under clause 6.1, it can, within thirty (30)
days of receipt of the revised pricing, give written notice to the Provider that it will
terminate the Service with effect from the date the revised pricing was to be effective.
The Provider shall have the option, within thirty (30) days of receipt of such notice, and at
its sole discretion to withdraw the price increase advised under clause 6.2 in which case
the Customer shall not be able to terminate the Service under clause 6.3.

7. SUB-CONTRACTORS/THIRD PARTIES 

7.1. The Provider may use contractors, sub-contractors, or third parties, for the delivery of
the Service(s), including, but not exclusively, the supply of personnel or other resources to
the Provider and hosting of the Provider’s Software and systems. 

7.2. Notwithstanding its right to sub-contract pursuant to this clause 7, The Provider shall
remain responsible for all acts and omissions of its contractors and sub-contractors and
the acts and omissions of those employed or engaged by the sub-contractors as if they
were its own. 

8. CONTRACT MEETINGS, DEFAULT AND SERVICE CREDITS

8.1. During the Term the Service Managers of each party shall meet on an agreed basis to
discuss the operational delivery of the Services, any potential improvements to the
operational delivery of the Services and any recommendations the Provider has in
general for the Customer.



8.2. Where a party considers there to be a Default then it shall serve a Default Notice on
the other party in writing as soon as practicably possible upon becoming aware of the
Default and in any event no later than 7 Business Days after becoming aware of the
Default. The Default Notice will set out in detail the nature of the Default, any potential
resolution to the Default and if practical an implementation plan to remedy such Default
and take such steps as reasonably necessary to prevent the Default occurring again. 

8.3. In response to a Default Notice: 
1. The Service Managers shall meet as soon as practicable depending on the urgency of
the Default and within 10 Business Days of receipt of the Default Notice; 
2. Within 10 Business Days of such meeting The Provider shall present to the Customer a
proposed resolution to the Default and, if relevant, an implementation plan to remedy
such Default and to take such steps as reasonably necessary to prevent the Default
occurring again (“Remedial Plan”); 
3. the Customer shall provide The Provider with its written acceptance (not to be
unreasonably withheld or delayed) of the Remedial Plan or provide a written rejection
setting out the grounds for rejection within 10 Business Days; 
4. Once agreed the Provider and, if applicable, the Customer shall begin implementing
the Remedial Plan with immediate effect; 
5. Notwithstanding the issue of a Default Notice the Customer will continue to pay the
applicable Charges. 

8.4. In the event that the Remedial Plan fail to address the Default then the parties shall
meet again the process as detailed in clause 8.3 shall be repeated until the Default has
been remedied. 

8.5. In the event that: 
1. The Provider materially fails to implement the Remedial Plan; or 
2. The Customer or the Provider acting reasonably determines that no further attempts
can be made to resolve the Default; or 
3. A Remedial Plan has failed on three occasions to remedy the Default or similar Default
within any twelve (12) month period. then the Customer or Provider may terminate the
Service in connection with which the Default Notice was served immediately by written
notice.

9. DATA PROTECTION 
9.1. For the purposes of this clause 9, the terms controller, data subject, personal data,
personal data breach, processor and processing, shall have the meaning given to them in
UK GDPR. 



9.2. Both parties will comply with all applicable requirements of UK GDPR. This clause 9 is
in addition to, and does not relieve, remove or replace, a party's obligations or rights
under UK GDPR. 

9.3. In connection with Customer Personal Data the Customer is the data controller and
the Provider (with its subcontractors) shall process the Customer Personal Data as a
processor on behalf of the Customer. 

9.4. Should the determination in clause 9.3 change, then each party shall work together in
good faith to make any changes which are necessary to this clause 9 or the related
schedules. 

9.5. In relation to the Customer Personal Data, Schedule 1 sets out the scope, nature and
purpose of processing by The Provider, the duration of the processing and the types of
personal data and categories of data subject. 

9.6. The Provider shall, in relation to Customer Personal Data: 
1. process that Customer Personal Data only on the documented instructions of the
Customer, unless the Provider is required by UK GDPR to otherwise process that
Customer Personal Data. Where the Provider is required by UK GDPR to process the
Customer Processor Data, the Provider shall promptly notify the Customer of this before
performing the processing required by UK GDPR unless UK GDPR prohibits the Provider
from so notifying the Customer on important grounds of public interest. The Provider shall
immediately inform the Customer if, in the opinion of the Provider, the instructions of the
Customer infringe UK GDPR; 
2. have in place or implement appropriate technical and organisational measures to
protect against unauthorised or unlawful processing of Customer Personal Data and
against its accidental loss, damage or destruction, including inter alia as appropriate:
i. the pseudonymisation and encryption of Customer Personal Data; 
ii. the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services; 
iii. the ability to restore the availability
 and access to Customer Personal Data in a timely manner in the event of a physical or
technical incident; and 
iv. a process for regularly testing, assessing and evaluating the effectiveness of technical
and organisational measures for ensuring the security of the processing.
In assessing the appropriate level of security, The Provider shall take into account in
particular of the risks that are presented by the processing, in particular from accidental
or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Customer
Personal Data transmitted, stored or otherwise processed.
3. ensure, and procure, that any personnel engaged and authorised by The Provider to
process Customer Personal Data keep the Customer Personal Data confidential; 



4. with the exception of the data processing agreement in Schedule 1 not to transfer any
Customer Personal Data outside of the UK, the Philippines or the European Economic
Area unless the prior written consent of the Customer has been obtained and the
following conditions are fulfilled: i. the Customer or The Provider has provided
appropriate safeguards in relation to the transfer; ii. the data subject has enforceable
rights and effective legal remedies; iii. The Provider complies with its obligations under the
Data Protection Laws by providing an adequate level of protection to any Customer
Personal Data that is transferred; and iv. The Provider complies with reasonable
instructions notified to it in advance by the Customer with respect to the processing of the
Customer Personal Data; 
5. promptly assist the Customer, in responding to any request from a data subject and in
ensuring compliance with the Customer's obligations under Applicable Data Protection
Laws with respect to security, breach notifications, impact assessments and consultations
with the Commissioner, supervisory authorities or other regulators and, in particular, The
Provider shall promptly notify the Customer if it receives any complaint, notice or
communication (whether from the Commissioner, any data subject, supervisory authority
or other third party) which relates to processing of Customer Personal Data; 
6. notify the Customer without undue delay (and no later than 72 hours) after becoming
aware of a personal data breach; 
7. at the written direction of the Customer, delete or return Customer Personal Data and
copies thereof to the Customer on termination of the agreement unless required by
Applicable Data Processing Law to store the Customer Personal Data; 
8. maintain complete and accurate records and information to demonstrate its
compliance with this clause 
9. The Provider (Data Processor) has the Customer’s (Data Controller) general
authorisation for the engagement of sub-processors subject to the Provider entering into
a written contract with any such sub-processor that: 
i. Contains terms substantially the same as those set out in this clause 9, in particular, in
relation to requiring appropriate technical and organisational data security measures,
and upon the Customer’s written request, the Provider provides the Customer with copies
of the relevant excerpts from such contracts; 
ii. Provides that the Provider maintains control over all of the Customer Personal Data it
entrusts to a sub-processor; 
iii. Ensures that that the Provider remains responsible for all acts or omissions of any such
subprocessor as if it were its own; and 
iv. Terminates automatically on termination of this Agreement for any reason. 
10. The Provider shall inform in writing the Customer of any proposed changes concerning
the addition or replacement of sub-processors at least one month in advance, allowing
the Customer the opportunity to object to such changes prior to the engagement of the
concerned sub-processor(s).



10. FAIR USAGE
10.1. The Charges are based on an average volume of expected tickets per user per month
(“Events Per User”). The Customer acknowledges and agrees that the initial Charges were
based around estimates from The Provider’s Page 11 initial scoping exercise of the
expected Events Per User. The first six months of Service will be used to establish a
benchmark Events Per User. Should this benchmark Events Per User differ materially
from the expected Events Per User from the initial scoping exercise the parties shall meet
to reasonably agree whether this benchmark is expected to continue or whether it is
expected to reduce in future periods for any reason, such as due to unusual events in this
period or because the Service has not yet been optimised. If this benchmark is expected to
continue the parties shall reasonably agree changes to the Charges based on this
benchmark Events Per User. In the event that no changes are agreed the Provider, at its
sole discretion, may terminate the affected Service immediately via written notice. 

10.2. Once the Events Per User benchmark has been established should the Events Per
User (reviewed over 3-month periods) be 30% more than the benchmark Events Per User
due to actions of the Customer then The Provider may charge a pro-rata increase in its
Charges of the affected Service for such 3-month periods of increased Events Per User.

11. NON-SOLICITATION 
11.1. Both parties agree that during the term of the Agreement and for a period of
eighteen (18) months following termination or expiry, the parties will not, without prior
written consent of the other party, directly or indirectly, solicit, employ, retain the
Service(s) of, interfere with or attempt to entice away from the other party or Group
Company of the other party, any person who was an employee, independent consultant,
contractor, or agent of the other party at any time during the term of the Agreement.
11.2. If Provider or the Customer breaches clause 11.1, that party must pay the other party
damages equal to the relevant employee’s annual salary or contractors’ annual cost
together with any training costs that have been provided to the relevant employee or
contractor in the 12 months before the breach occurred. 
11.3. The provisions of clauses 11.1 and 11.2 will not apply if an employee has been dismissed
or made redundant by either party. 
11.4. Customer acknowledges that employees, consultants, and contractors of the
Provider have signed agreements with the Provider which include covenants that such
persons shall not accept employment or engagement with any customers of the Provider.

12. INTELLECTUAL PROPERTY RIGHTS 
12.1. This Agreement does not transfer from Provider to Customer any Provider
Technology, and all rights, title and interest in and to Provider Technology will remain
solely with Provider.



12.2. This Agreement does not transfer from Customer to Provider any Customer
Technology, and all right, title and interest in and to Customer Technology will remain
solely with Customer. 
12.3. All intellectual property including any reports, processes or tooling developed by the
Provider during the performance of the Services shall form part of the Provider
Technology. 
12.4. Provider and Customer each agrees that it will not reverse engineer, decompile,
disassemble or otherwise attempt to derive source code or other trade secrets from the
other party. 

13. GRANT OF LICENCES 
13.1. For the purposes of providing the Services, the Customer hereby grants to The
Provider a royalty-free, nonexclusive, non-transferable licence during the Term to use,
copy and modify: 1. the Customer Technology; and 2. the Customer Data, including the
right to grant limited sub-licences to its sub-contractors. 

13.2. In the event of the termination or expiry of this Agreement, the licence referred to in
clause 13.1 shall terminate automatically on the date of termination or such date when any
replacement service provider is in place in accordance with clause 19. 

13.3. Where required to enable the Provider to provide the Services, the Provider hereby
grants to the Customer, in consideration of the Customer’s payment of any Charges in
accordance with this Agreement, a non-exclusive, nontransferable licence during the
Term to use the Provider Technology.

14. CARE OF THE CUSTOMER ESTATE
14.1. The Customer is responsible for arranging insurance to cover any loss or damage to
Customer Technology and Customer Data. 

14.2. The Provider will have no liability for any loss or damage to the Customer
Technology and Customer Data, except as caused directly by the Provider’s fraud or wilful
default or that of its employees, agents or subcontractors.

15. CONFIDENTIALITY 
15.1. Each party acknowledges that it will have access to certain Confidential Information
of the other party during the Term. Each party agrees that it will not use in any way, for its
own account or for any third party, except as expressly permitted by, or required to
achieve the purposes of, this Agreement, nor disclose to any third party, any of the other
party’s Confidential Information and will take reasonable precautions to protect the
confidentiality of such information, at least as stringent as the measures it takes to
protect its own Confidential Information. Notwithstanding the foregoing, a party (“the
Disclosing party”) may disclose the other party’s Confidential Information: 



(i) to any of its consultants, contractors and professional advisers who have a need to
know the Confidential Information and have executed a protective non-disclosure
agreement with the Disclosing party, or 
(ii) as required by law or any government or other regulatory authority.

15.2. clause 15.1 shall not apply to the extent that: 
1. such information was obtained lawfully from a third party without obligation of
confidentiality; or 
2. such information was already in the public domain at the time of disclosure otherwise
than through a breach of this Agreement; or 
3. such information was independently developed without access to the other party's
Confidential Information. 

15.3. Neither party shall and shall procure that all personnel and employees do not, use
any of the other’s Confidential Information received otherwise than for the purpose of
delivering the Service(s) under this Agreement. 

15.4. This clause 15 shall survive expiry or termination of this Agreement for a period of 5
years. 

15.5. Nothing in this clause 15 shall prevent either party from using any techniques, ideas
or know-how gained during the performance of this Agreement in the course of its normal
Business to the extent that this use does not result in a disclosure of the other party's
Confidential Information.

16. LIMITATIONS ON LIABILITY AND INDEMNITIES
16.1. Nothing in this Agreement will exclude or limit any liability, the exclusion or limitation
of which is prohibited as a matter of English law, including fraud or fraudulent
misrepresentation, death or personal injury caused by negligence, or deliberate default or
wilful misconduct. 

16.2. In no event will either party be liable or responsible to the other for: 
1. indirect or consequential damages; 
2. lost revenue; 
3. lost or imputed profits or revenues; 
4. replacement goods; 
5. loss of technology 
6. loss of rights or services 
7. loss of data; 
8. loss of software or firmware; 
9. interruption or loss of use of service or equipment; or, 
10. anticipated savings.



16.3. The Provider will not be liable for breach of contract or any losses, damages, service
credits or claims however arising, if the Provider is unable to perform the Service(s) due to
the Customer’s: 
1. negligence, actions or inactions; 
2. failure to provide relevant information to the Provider within reasonable timeframes; or
3. failure or refusal to follow the Providers recommendations around patching and
upgrading the Customer Technology the Provider is managing. 

16.4. The Provider has given commitments as to compliance of the Services with relevant
specifications in clause 4. In view of these commitments, the terms implied by sections 13
to 15 of the Sale of Goods Act 1979 and sections 3 to 5 of the Supply of Goods and Services
Act 1982 are, to the fullest extent permitted by law, excluded from this Agreement. 

16.5. Each party’s total liability in contract, tort (including without limitation negligence or
breach of statutory duty howsoever arising), misrepresentation (whether innocent or
negligent), restitution or otherwise, arising in connection with the performance or
contemplated performance of the agreement shall be limited to the higher of: 
i) 200% of the total net Charges paid by Customer to Provider in the twelve month period
immediately preceding the date on which the claim or series of connected claims arises;
or 
ii) 200% of the total net Charges due by Customer to Provider in the twelve month period
immediately following the date on which the claim or series of connected claims. 

16.6. The limitations of liability in clause 16.5 shall not apply to: 
1. any breach by either party of their obligations under clause 13 (Intellectual Property
Rights) and clause 15 (Confidentiality); or 
2. any breach by the Customer of its payment obligations. 

16.7. During the term of the Agreement, both parties will maintain adequate insurance
policies in amounts and covering risks as are necessary, prudent and consistent with
industry practice for the conduct of their respective Businesses and the value of their
respective properties. The Provider agrees to keep in force during the Term a professional
indemnity insurance policy of not less than £5million per occurrence. 

16.8. Where the Provider is asked to recommend products and/or service of a third party
to the Customer the Provider does not warrant that the purchase of the products/services
will satisfy the Customers requirements and the Provider accepts no responsibility if the
products/services fail to meet the Customer’s requirements.



17. TERMINATION 
17.1. Termination for Convenience: 
1. Each Service may be terminated by either party by giving ninety (90) days written
notice to the other party prior to the end of the Initial Term or a Renewal Term. If no such
notice is given the Service shall continue for additional Renewal Terms. 
2. The Agreement may be terminated by either party giving ninety (90) days written
notice to the other party such notice to be effective once all the Services have been
terminated in accordance with this Agreement. 

17.2. Termination of a Service for cause. Either party may terminate a Service
immediately by written notice in accordance with the provisions of clause 8.5. The
Provider may terminate a Service immediately by written notice in accordance with the
provisions of clause 10.1. 

17.3. Termination of Agreement for cause. Either party may, in its sole discretion,
terminate this Agreement and all Services immediately by written notice if: 
1. the other party materially breaches any term or condition of this Agreement, and (if
such breach is remediable) fails to remedy that breach within thirty (30) days after receipt
of written notice to do so. 
2. the other party becomes the subject of a voluntary petition in bankruptcy or any
voluntary proceeding relating to insolvency, receivership, liquidation, or composition for
the benefit of creditors. 
3. the other party becomes the subject of an involuntary petition in bankruptcy or any
involuntary proceeding relating to insolvency, receivership, liquidation, or composition for
the benefit of creditors, if such petition or proceeding is not dismissed within sixty (60)
days of filing. 
4. due to Force Majeure Events under clause 25. 

17.4. If the Agreement is terminated by Customer under clause 17.3 or by Provider under
clause 17.3.4 no further Charges will be payable after the date of termination. If the
Provider terminates the Agreement under clauses 17.3.1, 17.3.2 or 17.2.3 then all Charges
payable up until the end of the Initial Term or Renewal Term, if the Agreement has
extended beyond the Initial Term, shall be payable on termination. 

17.5. The Provider may terminate this Agreement and all Services immediately via written
notice if the Customer fails to pay the Charges by the due date for payment and remains
in default for not less than fifteen (15) Business Days after being notified in writing to make
the payment. 

17.6. During the course of any notice period the Provider shall continue to provide the
Services and the Customer shall continue to pay the Charges in respect of the Services.



18. EFFECT OF EXPIRY AND TERMINATION 
18.1. Without prejudice to the rights in clause 17, and subject to other provisions of this
Agreement, on termination of this Agreement for any reason: 
1. the Provider will cease providing the Services to the Customer; 
2. all undisputed payment obligations of Customer under this Agreement for Services
provided through to the date of termination will immediately become due; 
3. within thirty (30) days of such termination, each party will, on request, return or destroy
all Confidential Information of the other party in its possession and will not make or retain
any copies of such Confidential Information except as required to comply with any
applicable legal or accounting record keeping requirement; and, 
4. the Customer shall cease to use any of the Provider’s Technology. 

18.2. The following provisions will survive any expiration or termination of the Agreement:
clauses 9, 12, 15, 16, 24, 27, 28, 29 and 32. 

19. EXIT AND SERVICE TRANSFER
19.1. Where this Agreement expires, or is terminated for whatever cause, The Provider
shall provide such reasonable assistance as required to facilitate the appointment and
provision of similar services to the Service(s) by a suitable third party. The reasonable
costs of assistance and will be charged by the Provider to the Customer on a time and
materials basis at its standard rates set out in Schedule 4 unless otherwise agreed
between the parties at the time. 

20. DISPUTE RESOLUTION
20.1. If a dispute arises out of or in connection with this Agreement, or the performance,
validity or enforceability of it (“Dispute”), then the parties shall, before commencing any
proceedings, follow the procedure set out in this clause. Notwithstanding the existence of
a dispute, each party shall continue to perform its obligations under this Agreement. 

20.2. The Customer or the Provider shall give to the other formal written notice of the
Dispute, whereupon the relevant Service Managers of each party, acting in good faith,
shall attempt to resolve the Dispute.

20.3 If the Dispute has not been resolved within 14 days of receipt by either party of the
written notice referred to in clause 20.2, then the dispute shall be referred to the below
parties, who shall, acting in good faith, meet in an attempt to resolve the Dispute . 
1. the chief operating officer or the chief executive officer of the Provider (or to any
employee or officer of that party nominated and fully authorised by the relevant chief
executive officer to resolve such dispute); and 
2. the chief information officer or the chief operating officer of the Customer (or to any
employee or officer of that party nominated and fully authorised by the relevant chief
operating officer to resolve such dispute). 



20.4 If the Dispute has not been resolved by the parties set out in clause 20.3 within a
period of 14 Business Days or such other period as is mutually agreed in writing, the
dispute may be pursued by any party in such manner as it sees fit.

21. ANTI-BRIBERY 
21.1. Both parties agree and undertake that they shall: 
1. comply with all applicable laws, regulations and financial sanctions relating to anti-
bribery, terrorism and anticorruption, including the Bribery Act 2010 (the "Bribery
Regulations”). 
2. not engage in any activity, practice or conduct which would constitute an offence under
sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been
carried out in the United Kingdom. 
3. have in place adequate procedures designed to prevent any person Business for them
or engaged by them from engaging in any activity, practice or conduct which would
infringe any Bribery Regulations. 

21.2. Each party shall immediately notify the other party as soon as it becomes aware of a
breach or possible breach of any of the requirements of the Bribery Regulations. 

21.3. A breach of this clause shall constitute a material breach of the Agreement. 

22. MODERN SLAVERY 
22.1. The Provider warrants that:
1. neither The Provider nor any of The Provider Personnel, Sub-contractors or any other
member of its supply chain has: 
a) committed an offence under the Modern Slavery Act 2015 (an Agreement Offence); or
b) been notified that it is subject to an investigation relating to an alleged Agreement
Offence or prosecution under the Modern Slavery Act 2015; or 
c) is aware of any circumstances within its supply chain that could give rise to an
investigation relating to an alleged Agreement Offence or prosecution under the Modern
Slavery Act 2015; 
2. it shall comply with the Modern Slavery Act 2015 and the Modern Slavery Policy; 
3. if applicable, its responses to the Customer’s modern slavery and human trafficking due
diligence questionnaire are complete and accurate; and 
4. it shall notify the Customer immediately in writing if it becomes aware or has reason to
believe that it, or any of The Provider’s staff, workers, Sub-contractors or any other
member of its supply chain has breached or potentially breached any of The Provider’s
obligations under this clause. Such notice to set out full details of the circumstances
concerning the breach or potential breach of The Provider’s obligations.



23. ASSIGNMENT AND NOVATION 
23.1. Neither party shall assign, novate or otherwise dispose of any or all of its rights and
obligations under this Agreement without the prior written consent of the other party
(such consent shall not be unreasonably withheld or delayed especially if such assignment
or novation purely relates to restructuring of the party’s group of companies). 

24. WAIVER, SEVERANCE AND ACCUMULATION OF REMEDIES 
24.1. The rights of either party arising out of any provision of this Agreement or any
breach of it shall not be waived except in writing. Any waiver by either party of any of its
rights under this Agreement or of any breach of this Agreement shall not be construed as
a waiver of any other rights or of any other or further breach. 
24.2. A failure or delay by a party to exercise any right or remedy provided under this
Agreement, by law or otherwise shall not constitute a waiver of that or any other right or
remedy, nor shall it prevent or restrict any further exercise of that or any other right or
remedy. 
24.3. In the event any provision or part-provision of this Agreement is or becomes invalid,
illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity
and enforceability of the rest of this Agreement. 

25. FORCE MAJEURE 
25.1. Neither party will be liable for any failure or delay in performance under the
Agreement (other than a failure to comply with payment obligations) due to a Force
Majeure Event provided that the party claiming Force Majeure could not have avoided the
effect of the Force Majeure Event by taking precautions that, having regard to all matters
known to it before the occurrence of the Force Majeure Event, it ought reasonably to have
taken but did not take and the party claiming Force Majeure has used Commercially
Reasonable Endeavours to mitigate the effect of the Force Majeure Event and to carry out
its obligations under this Agreement in any other way that is reasonably practicable.

25.2. If either party prevented by a Force Majeure Event from wholly or substantially
performing its obligations under this Agreement for a continuous period of more than 20
Business Days the other party shall be entitled to terminate this Agreement immediately
via written notice.

26. RELATIONSHIP OF THE PARTIES
26.1. The Provider and Customer are independent contractors and this Agreement will not
establish any relationship or partnership, joint venture, employment, franchise or agency
between the Provider and the Customer. 



27. ENTIRE AGREEMENT 
27.1. This Agreement represents the entire agreement between the Parties and
supersedes and extinguishes all previous agreements, promises, assurances, warranties,
representations and understandings between them, whether written or oral, relating to its
subject matter. 

27.2. Customer may, as a part of its internal processes, choose to raise Purchase Orders
during the Term of this Agreement. Once a Service has commenced these are not required
by the Provider and are only for internal administration purposes of the Customer and do
not form part of the contractual terms between the parties. For avoidance of doubt
should the Customer not decide to raise a Purchase Order for any Service during its Term
then this shall not constitute giving notice to terminate or not to renew the Service. 

27.3. Each party agrees that it shall have no remedies in respect of any statement,
representation, assurance or warranty (whether made innocently or negligently) that is
not set out in this Agreement.

28. THIRD PARTY RIGHTS 
28.1. A person who is not a party to this Agreement shall not have any rights under the
Contracts (Rights of Third parties) Act 1999 to enforce any term of this Agreement.

29. NOTICES
29.1. Any notice given to a party under or in connection with this Agreement shall be in
writing and shall be: 
i) delivered by hand or by pre-paid first-class post or other next Business Day delivery
service at its registered office or its principal place of Business (if a company); or 
ii) sent by email to any email address that the recipient regularly uses.

29.2. Any notice shall be deemed to have been received: 
1. if delivered by hand, on signature of a delivery receipt; or 
2. if sent by pre-paid first-class post or other next Business day delivery service, at 9.00
am on the second Business Day after posting or at the time recorded by the delivery
service; or 
3. if sent by email, once the email has been either: 
i) acknowledged by the recipient, or 
ii) replied to by an employee of suitable authority of the recipient party (other than by an
automated reply); or 
iii) its successful delivery can be demonstrated by the sending party. 

29.3. This clause does not apply to the service of any proceedings or other documents in
any legal action or, where applicable, any arbitration or other method of dispute
resolution. 



30. TUPE
30.1. The parties do not anticipate that the Transfer of Undertakings (Protection of
Employment) Regulations 2006 (“TUPE Regulations”) will apply to this Agreement either
on the Effective Date or at the expiry or termination of this agreement. The parties
however recognise that a review may be necessary to ascertain whether there is a service
provision change as defined by regulation 3(1)(b) of the TUPE Regulations. 

31. MARKETING 
31.1. Customer agrees that the Provider may publicly refer to Customer as a customer of
Provider provided that no details are given. For the avoidance of doubt such a reference
shall not be an endorsement of the Provider or imply any association between the Parties
other than that of customer and service provider. Any press release or paid for
advertising about Customer’s use of the Services requires the prior written consent of
Customer. 

32. GOVERNING LAW AND JURISDICTION
32.1. This Agreement shall be governed by and construed in accordance with the laws of
England and Wales. 
32.2. Any dispute, controversy, proceedings or claim between the Customer and the
Provider relating to this Agreement shall fall within the exclusive jurisdiction of the courts
of England and Wales. 

33. COUNTERPARTS AND ELECTRONIC SIGNATURE
33.1. This Agreement may be executed in any number of counterparts, each of which when
executed and delivered shall constitute an original of this Agreement, but all the
counterparts shall together constitute the same agreement. No counterpart shall be
effective until each party has executed at least one counterpart. The parties may also use
electronic signature software to execute this Agreement.

Authorised representatives of Customer and Provider have read the foregoing and all
Schedules incorporated therein and agree and accept such terms.

Schedule 1 – Data Processing
Scope 
The Data Processor shall carry out the following processes: 

Provide Cyber security services in order to comply with its obligations under the
Agreement

Nature
Processing the data consists of the following: collecting, sorting, saving, transferring,
restricting, sharing and deleting data.



Purpose
The data is processed for the following purpose: To provide cyber security services.

Duration
Processing shall begin on the Service Commencement Date and be carried out for an
unspecified period until this Agreement or any relevant Service expires or is terminated.

Types of Personal Data
The following data is to be processed: Data entered by the Data Controller's customers’
end-users in the process of using the service, which data may include, but will not
necessarily be limited to: 
1. user accounts; 
2. corporate email addresses; 
3. IP addresses (which may include home IP addresses); 
4. other unique identifiers that identify individuals on the customers systems;

Categories of Data Subject
The following data subjects are affected by the data being processed: employees and
officers of the Data Controller.

Organisational and Technical Data Protection Measures
1. The data protection measures may be adjusted according to the continued technical
and organisational advancement as long as the legally required minimum has been
sufficiently met. The Data Processor shall immediately implement the changes required
for the purposes of maintaining information security. The Data Controller is to be
immediately informed of any changes. Any significant changes are to be agreed upon by
the parties. 
2. Should the security measures implemented by the Data Processor not, or no longer, be
sufficient, the Data Processor is to inform the Data Controller immediately. 
3. Copies or duplicates are not to be created without the Data Controller's knowledge.
Any technically necessary, temporary duplications are exempt, provided any adverse
effects to the agreed-upon level of data protection can be ruled out. 
4. Should the data be processed in a private residence, the Data Processor is to ensure
that a sufficient level of data protection and data security is maintained and that the Data
Controller's supervisory rights as determined in this contract can also be exercised without
restriction in the private residence. 
5. Dedicated data media, which originate from the Data Controller or which are used for
the Data Controller, are to be specifically marked and are subject to ongoing
administration. They are to be appropriately stored at all times and must not be
accessible to unauthorised persons. Any removals and returns are to be documented.



Schedule 2 – Acceptance Process
The Acceptance criteria shall test that the Deliverables (as defined below) meet the
functional requirements, performance criteria and security requirements as agreed
between the parties. Any dispute between the Provider and the Customer regarding
Acceptance shall be referred to the dispute resolution procedure set out in clause 20 of
the Agreement. 

1. Definitions
In this Addendum the following terms shall have the following meanings and all other
defined terms used in this Addendum shall have the meanings set out in each clause or
under clause 1.1 Agreed Terms

“Defects” means any defects, errors or omissions in a Deliverable which causes the
Deliverable to fail to meet the Acceptance Criteria; 

“Deliverable” means any Service, part of a Service or milestone associated with the
provisioning of a Service as set out on a Service Order or associated Statement of Work;

2. Acceptance Test Plan
The Provider shall create and develop an Acceptance Test plan for the approval by the
Customer as soon as practicable but in any case, no later than five (5) Business Days prior
to the start date of the relevant Acceptance Testing. The Customer shall accept or specify
amendments to the Acceptance Test plan no later than two (2) Business Days prior to the
start date of the relevant Acceptance Testing.

The Acceptance Test plan shall specify the Acceptance Test definition, purpose, the
Deliverables to be Acceptance Tested, the Acceptance Criteria, the procedure for the
Acceptance Tests and the timetable for the Acceptance Tests, including start and end
dates. 

3. Acceptance Testing
The Provider shall issue a notification in writing to the Customer when it believes a
Deliverable fulfils the Acceptance Criteria and is ready to undergo Acceptance Testing
(“Notification”).

The Customer shall, within five (5) Business Days of receipt of the Notification from the
Provider (and in respect of a Repeat Notification, within five (5) Business Days of receipt
of the relevant Repeat Notification) or any longer period agreed by the Parties in writing,
conduct Acceptance Testing in order to determine whether the Deliverable has satisfied
the Acceptance Criteria (“Acceptance Testing Period”). 



Unless agreed otherwise by both parties, the Provider shall undertake Acceptance Tests in
accordance with the Acceptance Test plan in conjunction with the Customer.

The Customer may elect to undertake its own further Acceptance Tests in accordance
with the Acceptance Test plan, and the Provider shall assist the Customer in connection
with such Acceptance Tests. In the event of the failure of any Deliverable to meet the
Acceptance Criteria when the Customer conducts its own Acceptance Tests, the Provider
may request that the Customer re-performs the Acceptance Test in conjunction with the
Provider so that the Provider may observe the failure and understand the reasons for the
failure.

The Customer shall, by 18:00 on the Business Day following the completion of the relevant
Acceptance Test (“Acceptance Reporting Period”) notify the Provider in writing, which
may be delivered by e-mail, whether the Deliverable:
i. has passed Acceptance Testing, in which case the Customer shall confirm this in writing
to the Provider (“Acceptance Pass Confirmation”); or 
ii. has not passed Acceptance Testing and is rejected, in which case the Customer shall
identify in its notification the reasons for the rejection and provide reasonable details of
the Defects identified during Acceptance Testing (“Rejection Notice”).

If the Customer does not either: 
i. conduct the Acceptance Testing within the Acceptance Testing Period; or, 
ii. issue a Rejection Notice or an Acceptance Pass Confirmation within the Acceptance
Reporting Period.

The Provider shall notify the Customer and the Customer’s Service Manager that it has
not performed the Acceptance Testing or issued a Rejection Notice or Acceptance Pass
Confirmation (“Repeat Notification”) and the Customer shall: 
i) within five (5) Business Days of receipt of the Repeat Notification conduct the
Acceptance Testing and issue the Rejection Notice or Acceptance Pass Confirmation; or, 
ii) within one (1) Business Day issue the Rejection Notice or Acceptance Pass Confirmation,
as appropriate.

If the Customer does not issue either a Rejection Notice or an Acceptance Pass
Confirmation within five (5) Business Days of receipt of the Repeat Notification the
relevant Deliverable will be deemed Accepted by the Customer even in the absence of an
Acceptance Pass Confirmation.



4. Correction of Defects for Deliverables and Repeat Acceptance Testing
If the Customer reasonably determines that the Acceptance Criteria have not been met in
respect of a Deliverable, the Provider shall correct any Defect, at its own cost, and shall
re-issue a Notification to the Customer when the Deliverable is ready for a repeat
Acceptance Test (“Repeat Acceptance Testing”). Both parties shall follow the procedures
and timescales detailed in clause 3 of this Schedule for Acceptance Testing in respect of
Repeat Acceptance Testing.

Schedule 3 – The Service Levels
SERVICE DESCRIPTION FOR MANAGED LICENSING SUPPORT

This Schedule forms part of Schedule 3 to the Agreement between Customer and Provider
and sets out a description of the Services, Service Levels and Service Credits in relation to
Managed Licensing Service as given on a Service Order.

1. Additional Definitions
The following definitions apply in this Schedule:

2. Additional Commercial Terms relating to Managed License Support
2.1 Minimum term as per signed sales order. 

2.2 The customer is responsible for providing and managing all software applications and
licenses where not already managed or procured by CyberOne. 

2.3 The Managed License Support Service is provided on a one-to-one basis with the
Customer’s licensed software. Accordingly, the scope of the Managed License Support
Service must always remain aligned with the number of software licenses in use. Any
increase in software licenses shall require a corresponding increase in Managed License
Support Service. Licence volumes will be reviewed regularly with the CyberOne account
team who will then produce any relevant commercials to restore service parity.

3. Additional Customer Obligations Relating to Managed License Support
3.1 Customer is to provide the Provider with accurate user data 

3.2 The customer is to provide the Provider with notifications of user changes
(Joiners/Leavers) 

3.3 The customer is to comply with the providers fair usage policy contained within the
terms and conditions



4. Managed License Support
4.1 Our Managed License Support Service provides organisations with end-to-end
management of their software licensing environment. The service ensures that licensing is
deployed, configured, and maintained in line with best practices, while also providing
robust support for users and administrators. By standardising configurations and
supporting users throughout the lifecycle of their licenses, we deliver operational
efficiency, compliance, and consistent user experience. This service is designed to support
your existing licensing infrastructure and does not include the provision or cost of the
software licenses themselves.

4.2 Configuration & Onboarding
4.2.1 Initial Setup: 
4.2.1.1 Coordinate onboarding activities, including gathering customer requirements and
aligning on licensing needs. 
4.2.1.2 Configure license environments using best practice, standardised configurations.
4.2.1.3 Any non-standard configurations will be reviewed and scoped separately via a
Statement of Work (SoW). 

4.2.2 License Assignment: 
4.2.2.1 Confirm alignment with customer’s operational requirements (e.g. user roles,
departments, access policies). 
4.2.2.2 Apply and assign licenses across the customer user base.

4.2.3 Troubleshooting During Deployment: 
4.2.3.1 Identify and resolve deployment or configuration issues. 
4.2.3.2 Ensure fixes are applied in line with the agreed build standard.

4.3 Ongoing Support
4.3.1 Support Tickets & Service Hours
4.3.1.1 Priority 1 & 2 Incidents (Critical/High): 24x7x365 monitoring and response.

4.3.1.1 Priority 3, 4 & 5 Incidents (Medium/Low/Informational): Supported during business
hours (Monday–Friday, standard hours).

4.3.1.2 General Customer Enquiries: Addressed during business hours. Includes assistance
with licensing queries, entitlement validation, and usage guidance.

5. Exclusions
Unless otherwise expressly agreed, the following are not included in Managed Licensing:

Service Reporting



Service Severity Level Response Time SLA Target 

24x7x365 

P1 – Critical 30 minutes  90%

P2 – High 1 Hour 90%

Business Hours 

P3 – Medium 2 Hours 90%

P4 – Low 4 Hours 90%

P5 – Very Low 8 hours none

6. Service Levels

7. Service Credits 
Service Credits are not applicable as part of the Managed Licencing Service



*

Secure, Fast Access To The Internet & SaaS. 
Reduce Risk. Simplify Operations.

ZIA as a Service

Powered by Zscaler Internet Access (ZIA). Realised by CyberOne.
CyberOne delivers a Managed Secure Service Edge Service that inspects all outbound traffic, including
encrypted, to block threats and prevent data loss while keeping the user experience high. 

We design, deploy and operate ZIA, integrate with your identity, device and SIEM stack, then report outcomes
the board cares about. Part of CyberOne’s Managed Services suite that scale with your needs.

Key Features of CyberOne’s ZIA as a Service
Move from stacked point products to a managed, cloud-first control plane. CyberOne designs, deploys and runs ZIA in
your environment, integrating with your chosen identity provider, endpoint management and SIEM.

Zscaler Internet Access (ZIA) is a cloud service that secures internet
access and software-as-a-service (SaaS) applications. It applies Zero
Trust checks to every connection, at the nearest Zscaler location, so
security stays close to users and does not slow them down.

What is Zscaler Internet Access?

One platform covers Secure Web Gateway (SWG), Cloud Access
Security Broker (CASB), Data Loss Prevention (DLP), sandboxing,
Domain Name System (DNS) security and cloud firewall.

Deploy With Confidence Run With Confidence Grow With Confidence

Readiness, architecture and
traffic-forwarding design
for groups and users.

Best-practice policies
across SWG, CASB, DLP,
sandbox and cloud firewall.

Phased rollout model with
pilot groups, change control
and communications.

24x7 monitoring, incident
response and SLA-aligned
support from our Global SOC.

Continuous tuning of SSL
inspection, URL controls and
data policies.

Real-time visibility and
dashboards for threats,
usage and data movement.

Monthly and quarterly service
reviews with KPIs and actions
assigned. 

Rapid onboarding of new
sites, users and SaaS apps
without new hardware.

Optional digital experience
monitoring to cut Mean Time
to Respond and ticket volume.

Zscaler Internet Access is your secure on-ramp to the internet. Office
traffic takes the most direct route to the cloud. People working remotely
use a lightweight app or simple browser settings. Security checks are
performed at the nearest Zscaler location to ensure speed.



Unlock Business Value: Outcomes You Can Expect From CyberOne

Why Choose CyberOne’s ZIA as a Service?
Guaranteed Outcomes
SLAs focused on threat prevention, experience and
policy coverage.  

Zscaler Expertise You Can Trust
A certified Zscaler Delivery Partner, we have
delivered successful deployments for some of the
world’s most admired brands and organisations.

Ongoing Monitoring & Reporting
Board-ready insights, KPIs and continuous
improvement cadence.

Modernise Without Disruption:
Structured migration from legacy proxies and web
gateways.

Microsoft Experts
Microsoft Intelligence Security Association Members
with Verified Managed XDR solutions, ensuring we
maximise existing Microsoft investments.

Prevent Cyberthreats  & Data Loss:
AI-powered inline inspection, including
encrypted traffic.

•

Better User Experience:
Direct-to-internet via the nearest service edge
for faster, safer access.

•

Reduce Cost & Complexity: 
Retire appliances and consolidate controls in the
cloud to cut cost and complexity.

•

Unified Visibility & Control:
One policy for web, SaaS and data protection across users
and locations.

•

Faster Time To Value:
SaaS delivery with capabilities added without new
hardware, deployed in hours

•

Strengthen Compliance:
Detailed logs and reporting to support audits and
regulators with clear, exportable evidence.

•

Confirm traffic-forwarding, target
sites and user groups, identity
provider (e.g. Microsoft Entra ID),
device posture (e.g. Intune) and SIEM
(e.g. Sentinel) and set KPIs.

Set up Zscaler, route office and
remote traffic to it, enable SSO and
device compliance checks, send logs
to your security platform and prepare
security operations centre runbooks.

Enable a small cohort and a few sites,
validate policies and SSL decryption,
monitor with dashboards while
CyberOne SOC reviews alerts and
user impact.

Move locations and users in waves, replace proxy
stacks and web gateways, tighten DLP and CASB
controls, update service desk workflows

24x7 Monitoring and Response, monthly reviews, KPI
reporting in your SIEM, continuous optimisation and
onboarding for new apps and locations.

Plan: Build Foundations: Pilot:

Migrate Run

Quick Start: From Pilot To Scale



+44 (0) 3452 757575 

hello@cyberone.security 

cyberone.security

Accreditations & Certifications
CyberOne’s services are backed by the world’s leading standards bodies including NCSC, CREST and ISO as well
as our key technology partners, whilst our experts are backed by industry-leading certifications, cementing our
role as leaders in cyber security.

About CyberOne
CyberOne is a Microsoft Security Solution Partner and member of the Microsoft Intelligent Security Association
(MISA). We deliver one of the UK’s most advanced AI-augmented Managed eXtended Detection & Response
(MXDR) services, recognised with Microsoft-verified Managed XDR solution status, enabling organisations to
move with confidence from risk to resilience. Powered by Microsoft’s market-leading security technologies and
realised by CyberOne’s accredited experts, we help businesses anticipate and contain modern threats so they
can thrive.

With 24x7x365 Global SOC coverage, NCSC accredited Cyber Incident Response, CREST SOC and Penetration
Testing accreditations and guaranteed SLAs, CyberOne combines Microsoft Security with expert consulting,
professional and managed services to protect operations, achieve compliance and build lasting resilience.
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