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Cloud Connect X

Cloud Connect X offers a private connection from your MPLS
network to your cloud platform environment. The service offers
private peering to easily integrate your Cloud hosted applications
or services via dedicated bandwidth connection to your corporate
MPLS networks.



Claranet Service Description | Cloud Connect X

Contents

SEIVICE OVEIVIEW ...ttt ettt et e et et e et e en e e e e e e e e smn e e e e e e e nneeaane 2
[©70]110] 0 PO P PR UURPPPPRTONE 2
CONSUIL .ottt ettt h bt et b e et 4
High Level OPtioNS ANAIYSIS ......ciiiiiiiiiiiii ettt a e et e e e e e e nnbe e 4
Packaged Consulting
(010 5101 (1 o PO U PP PPPPPPPI
[DCES] [ TP UP PR PUPRRPPN 6
NETWOTK SAIES SPECIALIST .......eeeieeie ettt e et e e nnbe e e atea e 6
2 U] o U POPRSU RSP TPP 7
Implementation [8A0 tIME ..ot 7
SPECIAlISt ENGINEETING ...ttt ettt e s 7

Project Management
Live service definition

L= L= Lo = PP PP PP PPPPPN 9
IN-Life MANAGEIMENT ......oiiiiiiiiii ettt 9
HEIP BN SUPPOIT. ...ttt 11
SEIVICE LBVEIS ...t 11
F N o] o 1= Lo 1o =T T PO PRSP PP PP 12
APPENIX: DEFINILIONS ...ttt ekt e e e e et e e st e e aneee s 12
PN oo 1=TaTo (Do @] o] o] o L PO PRSP UPPPTPPP 13
Bandwidth OPtIONS .......uiiiiiii e 13
INterconNEct CONFIGUIALION ........uiiiiiiiiiiii e 13
Moving Cloud Connect X between Service Providers ... .14
MiICrosoft AZUre S-KEY CRANGE ......ciuuiiiiiiiie ittt 14
Default route to the INTEIMET.........c.iiiiiii s 14
PUbIiC/ MICIOSOft PEEING ... .eiiiiiiiiiiii et 14
SEIVICE TESIIICTIONS ...ttt e et 14
F Yo o 1=Ta Lo (DT oS 1U o] o To £ AP PP PRSP PUPPPPPON 14
HEIP NG SUPPOIT ...ttt e e e et e e e e et e e e e e e anneeees 14

Service levels

claranet

Page: 1


https://claranet-my.sharepoint.com/personal/ravi_jogia_uk_clara_net/Documents/Product%20Docs/Cloud%20Connect%20X/Claranet%20Cloud%20Connect%20X%20Service%20Description%20v1.1.docx#_Toc522018368
https://claranet-my.sharepoint.com/personal/ravi_jogia_uk_clara_net/Documents/Product%20Docs/Cloud%20Connect%20X/Claranet%20Cloud%20Connect%20X%20Service%20Description%20v1.1.docx#_Toc522018372
https://claranet-my.sharepoint.com/personal/ravi_jogia_uk_clara_net/Documents/Product%20Docs/Cloud%20Connect%20X/Claranet%20Cloud%20Connect%20X%20Service%20Description%20v1.1.docx#_Toc522018374
https://claranet-my.sharepoint.com/personal/ravi_jogia_uk_clara_net/Documents/Product%20Docs/Cloud%20Connect%20X/Claranet%20Cloud%20Connect%20X%20Service%20Description%20v1.1.docx#_Toc522018379
https://claranet-my.sharepoint.com/personal/ravi_jogia_uk_clara_net/Documents/Product%20Docs/Cloud%20Connect%20X/Claranet%20Cloud%20Connect%20X%20Service%20Description%20v1.1.docx#_Toc522018383

Claranet Service Description | Cloud Connect X

The Service Description Options

This Service Description describes the service Claranet provides and details your
responsibilities in relation to this service. The Service Description forms part of the Cloud Connect X works in conjunction with services such as Microsoft Azure, AWS and
Agreement between the Parties and all terms used within this document are in accordance Google Cloud.

with the terms to be found in the Master Services Agreement.
Cloud Connect X supports Cloud Service providers served from the following exchange

regions:

Service overview + Loncon

e Amsterdam

The Cloud Connect X service provides a private data connection between your Claranet
MPLS network and your Cloud Service Provider in a simple and cost effective way. It offers
the ability to connect to multiple cloud providers across multiple regions over Claranets’
core network bypassing the public Internet.

The service offers consistent performance and dedicated bandwidth between the Cloud

Provider and your MPLS network. There is no need to install dedicated circuits or acquire
ports into multiple regions therefore offering rapid deployment of Cloud services delivered CLARANET COLOCATION claranet
directly to your network.

= Microsoft Azure

CLARANET PRIVATE CLOUD

Google Cloud Patiorm

CLARANET PRIVATE WAN

As Cloud Connect X is delivered to the MPLS core, all sites within your MPLS network can
access the service without traversing any other site. 3RD PARTY COLOCATION

dWs

3

ON PREMISE DATA CENTRE Saa5, laa$, PaaS, Provider

or 3rd Party DC

claranet
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service and must be sourced directly from Cloud Provider. Azure bandwidth greater than
1Gbps, and AWS bandwidth greater than 500Mbps will be designed individually. Further
details can be found in the Appendix: Options.

The table below describes the features of the Cloud Connect X service.

Service ‘ Cloud Service

Private Peering available on Cloud platforms which
. ) support private peering, can be delivered directly to
Private Peering MPLS network.

Note not all providers support private peering option.

*2Gbps and 5Gbps options for Azure Private Peering

Consultation required to design solution for Public/

Public/ Microsoft Peering Microsoft peering requirements

Data Transfer limits No Data Transfer Limits across Claranet network

Fixed monthly price with no additional bandwidth

Data Transfer included charges across Claranet network

Claranet Online Reporting Available for London Interconnect

50Mbps, 100Mbps, 200Mbps, 500Mbps, 1Gbps,

Bandwidth Options 2Gbps, 5Gbps*

Microsoft Express Route

Premium supported Yes

Bandwidth options

A range of bandwidth options are available on Cloud Connect X allowing you the ability to
size bandwidth in accordance with your requirements. Bandwidth can easily be upgraded
as your requirements and platforms grow. Ports and Bandwidth from the Cloud Provider
such as Express Route or AWS Direct Connect, is not included within the Cloud Connect X

claranet
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B\

. Consult

Understanding your business is paramount to ensuring that you have the right solution for
your business outcomes. In the Consult stage, Claranet will discuss your business
requirements with you prior to recommending a solution. In many cases, Claranet Cloud
Connect X service may be part of a larger solution involving other connectivity or hosting
services or both.

Depending on the complexity of requirements, one or more workshops between you and
Claranet may be arranged in order to outline your requirements. These may be conducted
by Network Consultants, Strategy Consultants, Solutions Architects and Enterprise
Architects who will be applied at our discretion. It is in everyone’s interests to ensure that
the proposed solution will meet your requirements and one of our first roles is to focus on
your business, your IT and connectivity requirements and to produce a high-level scoping
report, the High-Level Options Analysis. This will allow you to make an informed choice as
to the recommended path.

High Level Options Analysis

'iii‘ What Claranet will do

Deliverable: The High-Level Options Analysis report is a short, high-level scoping document.

Time to complete: The High-Level Options Analysis is a consulting based service and is included up to a maximum of
2 days work at Claranet’s discretion. In some instances, the work required to produce a High Level Options Analysis
could extend beyond this e.g. where the requirements need extensive discussion or the options are particularly
complex. If this is the case, Claranet will agree with you a charge for the additional work required to produce a High
Level Options Analysis to establish the requirement.

claranet

Claranet’s consulting process ensures that you have the right
information, the right recommendations, and the right service
options available to you to achieve your business outcomes.

'iii‘ What Claranet will do

Technical Design: Technical work beyond this falls outside of the scope of the High Level Options Analysis and is
carried out in the Design phase.

'iii‘ What you will do

Information sharing: Provide any requested information to allow Claranet to deliver a High Level Options Analysis.
This will include full details of on-going technical contacts within your organisation. This information will form the basis
of the Initial Configuration, so it is your responsibility to ensure the information provided is correct.

Packaged Consulting

Claranet has a number of pre-packaged assessments and audits that help to outline your
readiness in respect of particular IT options. It may be that the completion of one or more of
these packaged consultancy engagements is made as a result of the recommendations
made in the High Level Options Analysis report. The completion of these assessments
follow a general pattern:

Page: 4
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Current State
Performing a real life assessment of your current
% \ environment and understanding where your business
o needs, and your current technical setup, may diverge.

Future State

A vision of the future for your company, taking into
account strengths, weaknesses, opportunities and
threats.

II - @ Transformation

The enablement program to be undertaken as a priority
to advance your organisation to the desired level of
maturity.

'iii‘ What Claranet will do

Examples of pre-packaged assessment options:
e Linux Infrastructure Maturity Assessment (LIMA)
e Infrastructure Maturity Assessment (IMA)

e Cloud Readiness Assessment

e  Open Source Assessment

Pricing: This additional packaged consulting service is optional and is a chargeable event. Claranet provides three
prices for each assessment depending on the size of your company and the complexity of your requirements: Small /
Medium / Large.

Consulting

A packaged consulting approach can be of significant help to many organisations.
However, Claranet also provide a specialist consulting service that can be used at any time
(including pre-contract) to help you in areas outside of the packaged offering. This
engagement is specific to you and can cover any area that is needed with regard to your
business and technology.

claranet

'iii‘ What Claranet will do

Specialist consulting: Provide a range of specialist expertise in a variety of areas. This includes a detailed focus on
your business in order to ascertain the scoping requirement or where you are unsure as to the direction your business
should take in the ever-changing IT environment.

Outcomes: Provide a full and detailed report on your available options along with recommendations of the next steps
to take.

Pricing: This additional consulting service is optional and is a chargeable event and is based on a consultancy day
rate.

Page: 5
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B Design

Claranet offers a comprehensive service as standard for all prospective Cloud Connect X
customers. Claranet will discuss with you, your business and technical requirements, with
consideration to the Cloud Connect X service. Claranet will deliver where required a
detailed description of the technical design including a network diagram and Statement of
Works. It may be part of a larger document if the Cloud Connect X service is part of a larger
solution. This forms part of your agreement and will provide the technical specifications for
your solution.

The Cloud Connect X design service uses information provided by you as the primary
influence to the proposed solution.

At this design phase it is your responsibility to ensure that Claranet has the correct site
address, contact and technical information for the proposed MPLS solution. Although
changes can generally be made during installation, delays and additional fees may be
incurred.

'iii‘ What Claranet will do

Deliverable: A proposal document and where required, a Statement of Works which may be part of a larger solution
document, and which forms part of your agreement which is detailed enough to allow a full quotation.

Standard level of design work: Produce design work on your proposed solution at a level commensurate with that of
the market. It will be sufficient to allow further decisions to be made and may include input from a Claranet Sales
Specialist.

Additional components: In the event that additional components are required outside of the SoW, Claranet will levy
additional charges for the implementation and management of the modified solution. If this is the case, a new proposal
and SoW document is produced. This must then be signed by you to acknowledge and accept the changes before any
work is performed.

claranet

Your Claranet Cloud Connect service will be designed to meet
your requirements. The decision as to how this fits within any
connectivity solution is made in the Design stage.

'ﬁii‘ What you will do

Outline: Outline the purpose of any requirements to Claranet, in order to ensure that Claranet may assess whether the
solution is suitable for the requirement.

Information: Provide Claranet with the correct site address, contact and technical information for the proposed MPLS
solution.

Network sales specialist

As part of your Cloud Connect X connectivity service, Claranet provides a Network Sales
Specialist who has detailed knowledge within this particular field or within your own
specialist vertical industry, and will support your Account Manager and Solutions Architect
with your proposal. Part of their role is also to help ensure that the proposed technical
solution will fit your business and achieve the outcomes you are looking for.

However, at times, the complexity of your solution design will require additional or specialist
design work in order to detail your requirements.

'iii‘ What Claranet will do

Specialist level of design work: Produce technical design work on your proposed solution in order to specify your
requirements fully. This may be completed by a Solutions Architect or a Claranet Technical Specialist in that particular
field.

Pricing: This additional specialist solution design service is optional and is a chargeable event and is based on a day
rate for the service.

Page: 6
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The Build section covers the steps involving the configuration and installation of the Cloud
Connect X service.

Implementation lead time

'ﬁiﬁ‘ What Claranet will do

Target completion date: Provide a target completion date only after it has received the Technical Requirements Form
detailing all information necessary to complete the provision of the service.

Use of 3" parties: Use 3rd parties to connect to the Cloud Service Provider. The service should still be viewed by you
as being delivered in its entirety by Claranet and any representatives of these third party companies should be viewed
as being contracted to and working for Claranet for the purposes of delivering the Service

Lead times are shown below for Cloud Connect X.

Service type ' Implementation type ' Lead time

Cloud Connect X New Service — Up to 1Gbps 15 working days

Additional Cloud Connect X New Service — Up to 1Gbps 15 working days

Change to service — Up to

Bandwidth Change 5Gbps 10 working days

Bandwidth Change AWS

>500Mbps Subject to requirement

New Service

claranet

Once your order has been placed, Claranet will advise on
u I installation and configuration of your Cloud Connect service.

Service type Implementation type (EL RN

e e

Cloud Connect X AWS -

>500Mbps Subject to requirement

New Service

Cloud Connect X >1Gbps New Service Subject to requirement

Specialist engineering

It may be that your setup requires additional specialist engineering work. This will be
quoted individually and could include specialist change requests, work on piloting projects
or prototyping.

'iii‘ What Claranet will do

Specialist engineering: Provide a quotation for specialist engineering work based on a day rate.

Project Management

Some Claranet projects are small, simple and very straightforward and the management of
these is part of the normal operation carried out by your Account Manager, the Solution
Architect and Project Co-ordinator who are already built into the cost of delivering your
standard service. Other Claranet projects are much more complex and require more
comprehensive project management to bring together the many elements that are needed.

Page: 7
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Claranet is conscious of the fact that the introduction of a Claranet Project Manager is a
chargeable event but will suggest this when we believe it is justifiable and necessary.

In addition, it may be that only a short time needs to be spent by a Claranet Project
Manager in overseeing and authorising the Claranet project e.g. at the start of the project,
where the project is then managed by a Project Co-ordinator, helping to keep your costs to
a minimum.

'iii‘ What Claranet will do

Project Management: Allocate a Claranet Project Manager who is PRINCE2 qualified who will ensure that the project
is initiated, implemented, carried out and closed according to PRINCE2 methodology and will be responsible for the
overall control and management of the Claranet project. Full details of this can be found in the Project Management
Service Description and from your Account Manager.

Live service definition

The Service is defined as being live when the connection between the MPLS network and
the Cloud Service Provider is created and Claranet informs you that the service is
established. It is the customer’s responsibility to complete the configuration of the service
on the Cloud Provider portal.

'iii‘ What Claranet will do

Cloud Connect X Service: Build and Configure the Cloud Connect X Service from Claranet Core network to the Cloud
Provider and MPLS network with IP routes as provided by customer.

MPLS network: Configure the MPLS network as required with IP routes provided by customer.

London and Amsterdam: Configure the London or Amsterdam routes.

claranet

'iii‘ What you will do

Express Route and Direct Connect: Purchase and create Express Route or Direct Connect service with Azure or
AWS or any other Cloud Platform service required from the Cloud Provider to connect to Cloud Connect X.

Necessary information: Provide the additional information necessary to allow Claranet to provision the service such
as S-Key or AWS ID, IP range / Subnet of each Virtual Cloud, IP subnets required to reach Virtual Cloud.

Azure and AWS portal configuration: Once Claranet confirm Cloud Connect X is configured, configure the Cloud
Platform as required to complete the end to end setup of the service.

Cloud Provider charges: Accept and be responsible for any charges from the Cloud Provider.

Virtual Cloud: Configuration of Virtual Cloud service via the Cloud Provider portal as necessary to work with Cloud
Connect X.

IP routes: Update IP routes on customer network equipment as necessary e.g. if customer changing from VPN service
to Cloud Connect X service

Corrective actions: Implement corrective actions recommended by Claranet to enable the service.

Acceptance procedure

Once the Cloud Connect X solution is setup and connected, the ongoing management is
under the process of the In-Life Management process.

Page: 8
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Manage

In-Life Management

Once your Cloud Connect X service is up and running, Claranet will monitor your network
against a number of performance and availability metrics to ensure that the network
remains live and operational within the Service Levels.

Planned changes, emergency maintenance

'iii‘ What Claranet will do

Notice: Make every effort to provide at least seven working days’ notice of any planned maintenance work where an
outage is expected, wherever possible.

Supplier planned Engineering: Notify you of any supplier planned engineering works where it is likely that you will
experience an outage. Claranet will make every effort to communicate this outage within one day of receipt of the
notification from our supplier wherever possible.

Notification: Notify your nominated contacts through two primary channels, Claranet Online and by email notification.
An email is sent to the nominated contact and details are announced through the notifications in Claranet Online. The
notification will contain the date and time of the maintenance, the reason, the service affected and the likely impact to
you.

Problems occurring during planned maintenance: The Major Incident process will be invoked during the
maintenance window where a rollback or issue mitigation process does not exist, or should the planned work extend
beyond the planned maintenance window.

Emergency maintenance: Provide as much notice as possible and we will seek to ensure minimal disruption.
Wherever possible, changes will be made at periods of low service utilization. It may be necessary to make changes
without prior notification to ensure the continued operation of the managed service.

claranet

Your solution is managed In-Life by our Service Operations team who
provide a pro-active, ITIL aligned service.

'iii‘ What Claranet will do

Emergency outages: In some extreme cases, Claranet may require an emergency outage to rectify a problem. In
such cases, Claranet will work with you to agree a mutually convenient time, but you agree that in such cases the
problem cannot be rectified until the outage has taken place.

'iii‘ What you will do

Contact list: You will be responsible for providing and maintaining the contact details including the levels of
authorisation that any individuals may have. Claranet will only provide any reporting information and change requests,
to those personnel in accordance with this information. These details can be maintained within Claranet Online.

Virtual Private Cloud: Configure and maintain the Virtual Private Cloud service.

Data transfer charges: Be responsible for any data transfer charges from the Cloud Provider.

Bandwidth changes requested by you

You may request that the bandwidth of your Cloud Connect X Service be re-graded as
follows:

Within the initial contract:

Up-graded once per calendar month;

And upon the completion of the up-grade of the bandwidth a minimum period of 3
months shall apply.

Down grade to less than the original bandwidth within the initial contract period is not
allowed;
Page: 9
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Qutside the initial contract:

e Up-graded once per calendar month;

e And upon the completion of the re-grade of the bandwidth a minimum period of 3
months shall apply.

o Down grade to any bandwidth;

Where you require specific changes to be made or wish to request a help desk ticket, these
can be made by raising a ticket through Claranet Online and details of how to do this can
be found in the Appendix: Help and Support.

'iii‘ What you will do

Change control process: It is your responsibility to familiarise yourself with the official Claranet change control
process and to follow this process every time a change to the Service is required. Details of this process can be found
in Appendix: Help and Support.

Change request impact: It is your responsibility to ensure that any changes will not directly cause a service outage or
other disruption of the service.

Change of services: If you request a new service, a change of service type, or a change in service features they must
be requested via your Account Manager and may be subject to prevailing fees.

Change response times

Standard Change response and fix times apply to the Cloud Connect X service as detailed
below. It is recommended that Claranet are provided with early notification of a Cloud
Connect X change request to allow sufficient time to coordinate the change with the
customer. In some cases depending on the nature of the change a technical scoping
exercise may be required.

claranet

Level of change request Response / Fix time

Emergency Change Response 4 Hours
Emergency Change Fix 24 Hours
Planned Change Fix 48 Hours

When a threshold is breached

'iii‘ What Claranet will do

Pro-active alerts: Set up pro-active alerts that are in place on the platform and network to ensure there are no
bottlenecks.

'iii‘ What you will do

Contact support: If you do experience continued loss of performance, please contact the Claranet support desk and
raise a support ticket so that it can be investigated.

If a threshold is breached or a service affecting event occurs, the Claranet Operations team
are notified to raise a ticket and take appropriate action to resolve the issue. This could
include troubleshooting and resolving the problem, or notifying you that your network has a
specific problem. There are predefined response times to event notifications based on the
severity of the issue. These are outlined below.

'iii‘ What Claranet will do

Severity response times: Respond to a threshold breach depending on the severity of the breach:

Major:
Claranet will acknowledge any alarms on the system within 30 minutes

Minor:
Claranet will acknowledge any alarms on the system within 60 minutes

Warning:
Claranet will acknowledge any alarms on the system within 1 day

Change to monitoring tools: Reserve the right to change its monitoring tools, methods, parameters and polling
intervals over time

Page: 10
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Help and support

Service Desk support

'ﬁii‘ What Claranet will do

Support times and Service Desk: Provide support 24x7x365 once the Cloud Connect X service has been set up.

Raising tickets: Changes to your service configuration can be made through the Claranet Online ticket request and
details of this can be found in the Appendix: Help and Support.

Escalation: In the event that an escalation is required, Claranet provides a clear escalation process to allow you to
contact the appropriate person within the company. Details of this can be found in the Appendix: Help and Support.

Service Levels

The Service Level determines the parameters by which the service is accountable. Details
of the metrics showing the expected service levels can be found in the Appendix: Service
Levels.

'iii‘ What Claranet will do

Information delivery: Obtain the results for each of the metrics and contact you according to your list of authorised
contacts in the event that any results fall outside of the acceptable parameters.

Archiving results: Retain an archive version of the monitoring results for up to 90 days which can be available to you
on request through the Claranet Online portal.

Metrics exceeding the thresholds: In the event that a monitored metric exceeds the acceptable thresholds, Claranet
will raise a support call to investigate the incident and contact you in accordance with the escalation details held.

claranet

Page: 11



Claranet Service Description | Cloud Connect X

A di
@/ ppendices

Appendix: Definitions

Term Definition

AWS Amazon Web Services as provided by Amazon.

Cloud Service Provider A provider of Cloud based infrastructure such as Microsoft Azure or

Amazon Web Services

Region A named set of AWS / Azure resources in the same geographical
area
Throughput The speed at which data can pass through a certain point, usually

measured in bits per second. Eight bits make one byte so data
volumes in bytes should be multiplied by a factor of eight to derive
the number of bits to transmit (although it should be noted that
networks also add overheads so only very rough calculations of the
time required to download a specific volume of date can be made in
this way).

claranet

Here you will find further information regarding the
technical specifications of the service as well as
standard procedures and agreements.

Term Definition

VvC Virtual Circuits, a generic term for logical association between two
endpoints on a packet-switched network. It defines a path between two
points but may or may not include specific Throughput guarantees.

Virtual Cloud Virtual.

Vnet Virtual Network and is a representation of your own network in the
cloud. You can control your Azure network settings and define DHCP
address blocks, DNS settings, security policies, and routing.

VPC Virtual Private Cloud. An elastic network populated by infrastructure,
platform, and application services that share common security and
interconnection.

VPG Virtual Private gateway. The Amazon side of a VPN connection that

maintains connectivity. The internal interfaces of the virtual private
gateway connect to your VPC via the VPN attachment and the external
interfaces connect to the VPN connection, which leads to the customer
gateway.

Page: 12
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Appendix: Options Interconnect configuration

The Cloud Connect X service will be configured on either London or Amsterdam
interconnect. A single connection is established from the MPLS network to the Cloud

B an dW| dth o) pt| ons Provider, no resilience between the two interconnects is included as part of the standard
service.

Cloud Connect X does not include the Express Route or Direct Connect service, these

. . ) ) The following table outlines which Interconnect will be configured depending on the location
must be sourced in addition to Cloud Connect X from the corresponding Cloud Provider.

of the Cloud Service.
The table below details the bandwidth options available for Cloud Connect X and the

corresponding service: : Cloud Service
Service .
Location

Serving Interconnect

Virtual _ 50 100 200 300 400 500 1 2 5 North Europe (Dublin) London
connection Mbps | Mbps | Mbps | Mbps | Mbps | Mbps | Gbps
bandwidth P P P P P P PS | Gbps | Gbps
UK South (London) London
Azure
Azure ° ° ° ° ° ° ° UK West (Cardiff) London
AWS . . . . . . " West E
est europe
(Amsterdam) Amsterdam
** A 1Gbps AWS Cloud Connect is technically feasible but will require a dedicated physical
. P . y ] q_ phy EU-West-1 (Dublin) London
direct connect service from AWS. A bespoke design and commercial agreement would be
required and Claranet can assist with the technical scoping of this solution. EU-West.2
AWS (Am;tefja_m) Amsterdam
The technical feasibility of a 1Gbps AWS Cloud Connect will be determined on a case by
case basis and confirmed at the solution design phase. Technical due diligence, resiliency,
design, infrastructure availability and planning will be key factors that are considered at this E(Lljzrgﬁzf;?tl)l Amsterdam

stage. For these reasons Claranet cannot guarantee that a 1Gbps AWS Cloud Connect will
be a readily available bandwidth option.

Page: 13
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Moving Cloud Connect X between Service
Providers

It is not possible to move a Cloud Connect X service between providers, e.g. from Azure to
AWS. A new Cloud Connect X service must be established with the new Cloud Provider
with the original service ceased.

Microsoft Azure S-Key change

It is not possible to change the Microsoft Azure S-Key as this is used to provision the
service between Claranet and the Azure Platform. If the S-Key is changed, for example
changing from Azure Classic to Azure Resource Manager, this will be a cease and re-
provide of the service. The lead time for this will be as per a new service and new Setup
charges will apply.

Default route to the Internet

Claranet recommends the default route to the Internet is via the Claranet provided gateway
such as the Managed Firewall generally located either in a Claranet data centre or at the
Customer’s main office.

It is possible to configure a default route via the Cloud Connect X service however
consideration must be made of additional data throughput charges which may be incurred
from Cloud Providers.

Public/ Microsoft Peering

When connecting to applications which are classified as Public/ Microsoft Peering by the
Cloud Provider, data passing to and from the MPLS network must route via a Network
Address Translation (NAT) device. This will need to be configured as per the guidelines by
the Cloud Platform provider. Additional charges may apply for consultation, design and
implementation of the service when Public/ Microsoft Peering is required.

claranet

Service restrictions

The Maximum Transmission Unit (MTU) supported by the Claranet network for IPv4 traffic
is 1500 bytes. All packets transmitted greater than the Max MTU will be fragmented.

Appendix: Support

Help and Support

Change Control Process

Claranet’'s Change Management team are responsible for requests relating to any product
and service configuration changes you wish to make that can’t be made through the web
portal. The team specialise in configuration and follow strict processes and ensuring that
the changes are authorised. The Change Management team are also responsible for
Claranet’'s Change Advisory Board (CAB), which discusses and approves changes raised
internally. To make a change request, see the section below on “Raising a support ticket”.

Raising a support ticket and a Request For Change (RFC)

Claranet provides two ways for your approved contacts to raise, track and update standard
support tickets; through Claranet Online and by telephone. For security and audit reasons,
you are required to make all requests for change through the Claranet Online portal and
only portal users with the correct privileges can request a change. You will only see your
services listed so please select the service relating to the request for change. In the event
that the customer portal is unavailable, please contact Claranet by telephone, where an
emergency procedure will be in place to log change requests on your behalf. Request for
changes will not be accepted through this number at any other time.
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'iii‘ What Claranet will do

Through Claranet Online: The most efficient way of raising support tickets is through the Claranet Online portal. The
ticket you raise is assigned to the appropriate support team based on the service you need the support for. You will
only see your services listed so please select the service relating to the incident or to the service request. The
response time will start from as soon as your ticket has been submitted.

By telephone: When choosing to raise a support ticket using the telephone you must provide proof of identity following
Claranet’s standard security procedure. The response time will start from as soon as your telephone call has ended.

Escalating a ticket

In the event that you need to escalate a ticket, Claranet is ready and available to help you
quickly bring your issue to closure. Within each level of the escalation path the person you
speak with is responsible for evaluating your situation, facilitating the resolution plan and
acting as your sponsor. The benefits of the escalation procedure are:

e [TIL accredited staff owning your escalation
e Afocus on service recovery

e Improved communication

e Consistent process

An escalation may be initiated when, after working through our standard support processes
and with our teams, you are not satisfied with the level or timeliness of the service you have
received. Additionally, an escalation should be initiated when there is tangible impact to
your production environment, or there is high risk to your business operations.

'iii‘ What Claranet will do

Escalation Manager: Assign an Escalation Manager who will deal with your escalation and collaborate with you to
develop a communication plan. A technical plan of action may be needed to ensure resolution of a technical issue.
Your Escalation Manager works as your advocate internally and will become a virtual member of your own problem
resolution team. Should you feel dissatisfied with the escalation process, please contact your Account Manager
directly.

Service Delivery — Fix levels and response times

The circumstances where a fix service level is deemed to be met are:
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e When the service has been fixed within the standard and expected response time

e Where you receive a telephone call (within the service level response time) resulting in
a fix over the telephone

e Where you receive a telephone call and you defer the visit of an engineer to a specific
time, the fix time is measured from the specific time you specify

e Where it is subsequently discovered that the issue giving rise to the telephone call falls
outside the Services agreed to be provided by Claranet

e When the equipment has been returned to an acceptable operational status or an item
of loan equipment has been supplied

e Where the fault relates to an excepted Service

'iii‘ What you will do

Efforts to resolve an issue: You are responsible for providing reasonable efforts support and information to Claranet
to help in the resolution of any technical issues.

Service outage: In the event of a Service outage, you are responsible for complying as quickly as possible with any
requests from Claranet for help with diagnostics. Any delay in resolving the fault due to you not being available or not
complying with Claranet’s requests may impact the validity of any Service Levels.

Table: Service Level Response Times

1 - Critical Within 1 hour Total service is unavailable

2 = Major Within 2 hours Part!al service, an element of the total
service has failed

3 — Minor Within 4 hours Impawed service, no ele_me'nt has totally
failed but there is a quality issue
The service is unaffected. Request for

4 — Request Within 1 Business Day product related technical advice or

configuration change

Page: 15



Claranet Service Description | Cloud Connect X

Service levels

If Claranet fails to deliver the stated service level, Claranet agrees that you shall be entitled
to receive, in lieu of all other remedies available to you, Service Credits as set forth in this
section against the fees owing to Claranet under the Agreement.

Measure of availability

In the event of the Cloud Connect X service failing, preventing Connectivity from being
operational to the Cloud Service Provider we measure Non-availability as follows:

e Cloud Connect X: from the time our monitoring systems detect the Service fails until
such time as the Cloud Connect X Service is restored.

If our whole network or a part thereof fails preventing connectivity services to you from
being operational we will measure non-availability from the time the network or part thereof
experiences a failure to such time as connectivity services are restored to you. Periods of
non-availability will be measured by our internal system logs.

Service level guarantees and credits

Any time in which the Claranet monitoring system is unable to receive or process
monitoring data shall not be assumed to be unscheduled downtime. If you initiate a Service
Credit request, this will put into a process where Claranet coalesce the systems monitoring
data and logs with your own record of when and where an outage occurred. The Service
Credits will be available for that agreed window. You have the option to dispute records
with Claranet, where upon systems monitoring data can be provided to you.

In the event that you and Claranet agree that Claranet has failed to meet any service level
guarantee during any given calendar month, Claranet will credit your account with a
Service Credit. Service Credits shall apply only to the fee(s) for the affected service(s).
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Service Credits shall be deducted from the relevant monthly fee due in respect of the
second month following the month in which an agreed Service Credit is claimed. The
maximum amount of Service Credit a Customer can receive in each calendar month
relating to this agreement is fixed to 25% of the fee for the affected Service. The Service
Credits issued are liquidated damages and, unless otherwise provided in this agreement,
such Service Credits will constitute your sole and exclusive remedy with respect to the
failure for which they are payable.

Service availability guarantee

Claranet guarantees 99.99% availability of the Cloud Connect X service. Performance is
measured as a monthly average in arrears from the Service Commencement Date and
each month thereafter.

If in any calendar month the availability of the Cloud Connect X Service (subject to the
exclusions) is calculated by us to fall below the stated availability and this results in a
Critical call to us you may be entitled to a credit against the monthly Charges invoiced to
you for the Cloud Connect X Service for that calendar month.

Monthly Monthly max Target time to fix

SEMES IS availability downtime (mins) (hrs)

Cloud Connect X 99.99% 4.32 mins 5 hrs

Table: Service availability commitments

Percentage service availability per calendar PETEEE Erath O e 1y ChEng 1o i

month

service, for the calendar month in which
non-availability occurs

<99.99% but 2 95% 5%

< 95% 15%
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Compensation claims

Compensation claims must be submitted, in writing (email or letter), within 30 days from the
service level guarantee breach to which they refer. All claims must be submitted to the
appointed Account Manager and/or Service Manager. You agree to correct problems and
to attempt to minimise the recurrence of problems for which you are responsible that may
prevent Claranet from meeting the service level guarantees. Requests for support received
by the Service Desk by means other than telephone or request ticket (for example, by fax)
will be excluded when calculating service levels.

Exceptions

Claranet excludes responsibility for meeting any service levels to the extent that meeting
the service levels is affected by the following items:

if you are in default under the Agreement;

in respect of any non-availability which results during any periods of scheduled
maintenance or emergency maintenance;

in the event that the Service is disrupted due to unauthorised users or hackers;

in the event that the Service is unavailable due to changes initiated by you whether
implemented by you or Claranet on behalf of a customer;

in the event that the Service is unavailable as a result of you exceeding system
capacity;

in the event that the Service is unavailable due to viruses;

in the event that the Service is unavailable due to the your failure to adhere to
Claranet’'s implementation, support processes and procedures;

in the event that the Service is unavailable due to the acts or omissions of you, your
employees, agents, third party contractors or vendors or anyone gaining access to
Claranet’s network, control panel; or to your website at the request of a customer;

in the event that the Service is unavailable due a Force Majeure Event;
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in the event that the Service is unavailable due to any violations of Claranet’s
Acceptable Use Policy;

in the event that the Service is unavailable due to any event or situation not wholly
within the control of Claranet;

in the event that the service is unavailable due to your negligence or wilful misconduct
of you or others authorised by you to use the Services provided by Claranet;

in the event that the service is unavailable due to any failure of any component for
which Claranet is not responsible, including but not limited to electrical power sources,
networking equipment, computer hardware, computer software or website content
provided or managed by you;

in the event that the service is unavailable due to any failure local access facilities
provided by you; and

in the event that the service is unavailable due to any failures that cannot be corrected
because you are inaccessible or because Claranet personnel are unable to access your
relevant sites. It is your responsibility to ensure that technical contact details are kept up
to date by submitting a request ticket to confirm or update the existing the technical
contact details.

Cancellation of the service

'ﬁii‘ What you will do

Notice of cancellation: Give cancelation notice for Cloud Connect X service to Claranet.

Virtual Cloud services: Cancel any Virtual Cloud Services with Cloud Provider. Cancellation of Cloud Connect X does
not imply corresponding service from Cloud Provider will be cancelled.
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