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1. Proposed Services Delivered

Delivering our focused cyber security services to the NHS and healthcare, we work

in partnership with Qualys to offer licensing, renewals, initial discovery/readiness,
solution design, migration/adoption, support/optimisation and management of their
Qualys software, including licensing consultancy services to help our clients get the
most from their Qualys deployment.

2. Qualys Cloud Software

We are able to provide Qualys Software to support organisations with the following
subscriptions:

ASSET MANAGEMENT
e CyberSecurity Asset Management (CSAM) *MOST POPULAR*
e External Attack Surface Management (EASM)
VULNERABILITY & CONFIGURATION MANAGEMENT
e Vulnerability Management, Detection & Response (VMDR) *MOST POPULAR*
e Enterprise TruRisk Management (ETM)
e Web App Scanning (WAS)
e Cloud Workload Protection (CWP)
e Kubernetes and Container Security (KCS)
RISK REMEDIATION
e Patch Management (PM) *MOST POPULAR*
e Custom Assessment and Remediation (CAR)
THREAT DETECTION & RESPONSE
e Multi-Vector EDR
e (Context XDR
COMPLIANCE
e Policy Compliance
e File Integrity Monitoring (FIM)
CLOUD SECURITY
e TotalCloud (CNAPP)
e Cloud Security Posture Management (CSPM)
e Infrastructure as Code Security (laC)
e SaaS Security Posture Management (SSPM)
e Cloud Workload Protection (CWP)
e Cloud Detection and Response (CDR)
e Kubernetes and Container Security (KCS)

More information can be found at https://www.qualys.com/
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3. NHS CareCERT Vulnerability dashboard

Cloud21 develop and maintain a Qualys dashboard to aid NHS Trusts/providers in
understanding compliance with CareCERTs and supports evidence for DSPT submission for
patching compliance.

4. Supporting services
Cloud21 have a number of service wraps and professional services to help organisations stand
up the Cloud services / Architecture and any related on premise components or configuration
including Qualys products.

These could include:
e Infrastructure build support for Qualys servers on-premise
e Setting up patching schedules / scripts
e Scheduling reports
e Assessing vulnerabilities for the infrastructure / endpoints
e Interpreting risk and developing risk management strategies with client

We offer pricing that is engagement dependant, please do contact us to discuss but also
please see our published rate card.
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Appendix A VMDR

20+ powerful apps seamlessly integrated in a single, unified platform

No more navigating through a complex maze of risk data from disparate security tools.
Enterprise TruRisk Platform apps are fully integrated and natively share the data they collect
so you can articulate the financial impact of your security posture in real time.

= O
Asset Vulnerability & Risk Threat Detection Compliance
Management Configuration Remediation & Response
Management
CyberSecurity Attack Vulnerability Custom Assessment and Cloud Detection and Policy Compliance (PC)
Surface Management Management, Detection Remediation (CAR) Response (CDR)
(C5AM) and Response (VMDR) Security Assessment

External Attack Surface
Management (EASM)

@ Qualys.

Vulnerability Management

VMDR
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Container Security (CS)

Cloud Workload
Protection Platform
(CWPP)

Web App Scanning (WAS)

Infrastructure as Code

Security (laC)

SaaS Security Posture
Management (SSPM)
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Patch Management (PM)
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Extended Detection and
Response (XDR)

Endpeint Detection and
Response (EDR)
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File Integrity Monitoring
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Appendix B Qualys Patch Management

Prioritize risk reduction while minimizing operational impact with the industry’s most
advanced solution for remediation.

Bridge the IT / security gap to remediate
vulnerabilities at warp speed

Remediate Patch rates Close tickets

43% faster 90% improvement 60% faster

with automated correlation to with smart automation with bidirectional integrations
vulnerabilities with CMDB and ITSM tools

@ Qualys. cioud Piatform

VMDR v DASHBOARD ~ VULNERABILITIES ~ PRIORITIZATION ~ SCANS ~ REPORTS  REMEDIATION ~ ASSETS ~ KNOWLEDGEBASE  USERS
E ZzKO - Patch Five Steps ped ZzVM Dashboard 2 ‘ ZzTruRisk Vs VPD (DEFAULT) X |
Go Back to the Classic Ul
[0 T a ]| [ wstaovas |0 ettt Gount: 26

53551

92.5K 53.6K

Fixable No Patch Vulns Patchable Server 3rd Party

440K 128K

All Vulnerabilities Patchable with Automation

STEP 1: FIX BY AUTOMATION STEP 1: AUTOMATE: VULNERABILITY BREAKDOWN BY QDS STEP 1: AUTOMATE: CURRENT MEAN TIMETO R... STEP 1: AUTOMATE: VULNS REDU

™ 128
18.36% A .

1.1 M Vulnerabilities 200000
’ 1 M 33.3K Assets T
128K 700K MEDIUM,/

Fix by automation Total vuins 100000

0
Aug 31,2023

STEP 2: OLD MICROSOFT VULNS THAT CAN BE FIXED AS ... STEP 2: VULNERABILITY BREAKDOWN BY QDS STEP 2: CURRENT MEAN TIME TO REMEDIATE STEP 2: TRACK PROGRESS, VULN

HIGH 1 Q Q
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Appendix C Policy Compliance

Reduce security breach and compliance risks
seamlessly with a single cloud solution

Boost compliance MITRE ATT&CK

coverage from

1000 policies 53% improvement

22,000 controls, 400 technologies, by adding PC to VMDR
and 100 regulations

@ Qualys. cioud iatform

coverage

Improve security
posture with

79% increase

to security hardening score

Policy Compliance HOME ~ DASHBOARD ~POSTURE POLICIES SCANS REPORTS ~EXCEPTIONS ASSETS  USERS
'S-PC: PCD_Poli... (DEFAULT)
Y your PC posture. Return to Classic Ul
-\> Last30Days v @
OVERALL COMPLIANCE OVERALL COMPLIANCE FOR DATABASE OVERALL COMPLIANCE
‘ Total Count Total Count ‘
1.22M 1.05K
57.9% M. = 59.34%
W Fail 483K w7
| Eror 304K £l ‘
OVERALL COMPLIANCE FOR MIDDLEWARE FAILURE BY CRITICALITY FAILURE BY TECHNOLO
‘ Total Count
1.39K — 2
64.86% W 2 sarx
| fail 485
| Eror 2 41K
MINIMAL - Ry
TOP FAILING POLICIES
TLE LAST EVALUATED MODIFIED COMPLIANCE
1EC INTERNATIONAL STANDARD for Microscft Windows, IEC 62443-3-3 Jan 24,2023 May 13,2021 e — 34.01%
and IEC 62443-4-2v.1.0
FCL Card industry curity Sta B21- Feb 14,2023 Apr01,2021 o — 83.07%
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