TRUSTED CYBER

Arcanuim  secURITY EXPERTS

CYBER SECURITY SINCE 2008

Arcanum is a National Cyber Security Centre (NCSC) Assured Cyber Security
Consultancy specialising in Risk Management, Audit & Review, Security Architecture,
Cyber Resilience Audit and CHECK Penetration Testing. Since our inception in 2008, we
have been committed to delivering expert security advice and services to businesses,
safeguarding them against the ever-evolving landscape of cyber threats.

PROVEN EXPERIENCE

With over 17 years' experience, we have worked with organisations across various
industries, tailoring our services to meet their unique security needs. Our team of skilled
consultants combines technical proficiency with strategic insight, enabling us to deliver
practical and effective solutions.

WHY ARCANUM?

+ Trusted Certification: Our status as an
NCSC Assured Cyber Security
Consultancy ensures that our clients
receive services aligned with national
standards.

« Comprehensive Services: From risk
assessments to penetration testing, we
cover all aspects of cybersecurity to SECURITY
protect your organisation. ADVISORY

« Proven Track Record: Our long-
standing reputation in the industry
demonstrates our commitment to
excellence and reliability.

 Tailored Solutions: We adapt our
methodologies to suit the specific needs
and challenges of your business.

LET US SECURE YOUR FUTURE

Cyber security is more than a service; it is an ongoing commitment to safeguarding your
business in an increasingly connected world. At Arcanum, we partner with organisations
to build resilient security frameworks that empower them to operate confidently.
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G-CLOUD 15 SERVICES

Automated Vulnerability Assessments / Testing

Bespoke / Scenario-based Penetration Testing

Build and Configuration Reviews (CIS-aligned)

Business Continuity Planning (BCP)

CAA ASSURE Cyber Security Audits

Call-off Cyber Security Consultancy

CHECK ITHC Services

CHECK ITHC Services (Infrastructure)

CHECK ITHC Services (Web Applications)

COMAH / OG-0086 OT Compliance Support

Continuous Security Testing DevSecOps

CREST / CyberScheme / CHECK Penetration Testing
CREST Accredited Pen Testing

Critical National Infrastructure (CNI) Penetration Testing
Cyber Essentials (CE) Certification Body

Cyber Essentials Plus (CE+) Certification Body

Cyber Essentials Gap Analysis

Cyber Essentials Readiness

Cyber Resilience Audit

Cyber Security and Resilience Bill Readiness Consultancy
Cyber Security Audit and Review

Cyber Security Risk Assessment and Risk Management
Defence Cyber Certification (DCC) Level O

Defence Cyber Certification (DCC) Level 0 Readiness Consultancy
Defence Cyber Certification (DCC) Level 1

Defence Cyber Certification (DCC) Level 1 Readiness Consultancy
Defence Cyber Certification (DCC) Level 2

Defence Cyber Certification (DCC) Level 2 Readiness Consultancy
Defence Cyber Certification (DCC) Level 3

Defence Cyber Certification (DCC) Level 3 Readiness Consultancy

Digital Forensics Services

Disaster Recovery Planning (DRP)

Facility Security Clearance (FSC) / List X Site Security Compliance Review
GDPR Consultancy

Infrastructure Penetration Testing (External)

Infrastructure Penetration Testing (Internal)

IT / OT Incident Response Exercise

Mobile Application Testing

NCSC Assured CHECK Penetration Testing

NCSC Assured Cyber Security Consultancy

NCSC Assured Cyber Security Consultancy — Audit & Review

NCSC Assured Cyber Security Consultancy — Risk Management

NCSC Assured Cyber Security Consultancy — Security Architecture
NCSC Assured IT Health Check (ITHC)

Network and Information Systems Regulations (NIS-R) and CAF Audits
NIS/NCSC CAF OT Audits (Operators of Essential Services)
Operational Technology (OT) Asset & Network Discovery
Operational Technology (OT) Cyber Risk Assessment
Operational Technology (OT) Maturity Review & Roadmap
Operational Technology (OT) Penetration Testing
Penetration Testing

Physical Pen Testing

Red Teaming / Attack Simulation

ROSA Consultancy

Secure by Design (SbD) Consultancy

Secure by Design (SbD) Penetration Testing SECURITY
Social Engineering Exercises ADVISORY
Static / Dynamic Code Review

Supply Chain Assurance

Thick Clients / Desktop Application Testing
Third-Party Audit

Virtual Chief Information Security Manager (vCISO)
Vishing Exercise

Web Application Testing

Web Services / API Penetration Testing




