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1. Service detail

1.1.Introduction to the Service

This document provides an overview of the service Cloud Governance, Security and
Operations review. These services help you bridge the gap between the current state of
cloud governance, security, compliance posture and the desired state. These services
cover all elements from current state discovery, identification of gaps, developing
remediation roadmap, providing remediation oversight, evaluating the design and
operating effectiveness of governance, baseline security and IT general controls and
imparting of training in the cloud eco-system. The key features of the service — Cloud
Governance, Security and Operations review — includes the following:

A. Cloud Baseline maturity assessment for Governance and Security
B. Cloud Security Framework implementation

C. Cloud Estate Governance Review

D. Cloud IT General Controls Review

E. Cloud Controls Maturity Assessment

The above service will be customised and can be provided separately or joined
together based on the need.

Through these services, organisations will be able to:

» Develop baseline security capabilities and assurance across cloud risks at the
enterprise level

» Design and implement fit for purpose security controls framework

» Evaluate alignment with applicable standards, regulations, and compliance
requirements

Identify ‘what is in the cloud’ that matters
Implement robust governance controls to manage cloud estate including migration

» Design and implement cloud relevant IT General Controls Risk and Controls Matrix
(RACM)

Review the design and operating effectiveness of IT general controls
Assess the current state and develop a roadmap to improve the maturity of controls

» Impart training to upskill organisation knowledge and awareness of cloud risks and
controls
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1.2.Service Description

We help companies and public sector organisations to thrive in the transformative age by
refreshing themselves constantly, experimenting with new ideas and scaling successes.
Our services include strategy, architecture, governance, service design, innovation
management, commercial management and advice pertaining to legal and compliance
matters. We help businesses transform and evolve quickly to seize the opportunities and
help mitigate the risks that digital transformation creates.

Public sector organisations are unique in that they hold a position of trust amongst the
general public which is all the more reason why they should achieve and sustain controls
and governance for the data that they hold ‘in trust’. To this end, it is important for public
sector organisations to first establish a baseline for controls and governance and then
sustain the baseline to ensure that they continue to be trusted custodians of data.
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To achieve this objective, organisations should have informed positions on the following
key questions:
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Figure 1 — Cloud Journey Key Questions

To achieve this goal, our approach will be focused on the following activities. The activities
will vary based on services chosen from the above list:

» Risk profiling* — Identify your risk profile based on cloud adoption using the EY
QUASAR tool

» Review current state — Review security baseline documents against leading practices

» Gap Assessment - Assess the current state of controls over governance, security and

operations and produce a gap report in relation to the desired state or in relation to

applicable standards

Remediation plan — Develop a remediation action plan to remediate the gaps

» Remediation support — Assess the viability of the management action plan in relation to
business needs and tailor generic recommendations to specific controls

» Frameworks and risk and control matrix — Finalise specific control frameworks that cut
across applicable standards, regulations, and compliance requirements

» Design and operating effectiveness testing — Test the implemented controls for design
implementation and operating effectiveness

v

*Risk profiling will be free of service charges for the following:
A. Cloud Security Framework implementation

B. Cloud Estate Governance Review

C. Cloud IT General Controls Review
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D. Cloud Controls Maturity Assessment

The above reviews will help the organisation achieve Cloud Governance in line with
leading practice. The figure below summarises the aspirational Cloud Governance model:

Risk Management

Integrate risk frameworks, methodologies and risk
appetite to holistically manage cloud related risks.
Embed the shared responsibility model for risk controls
across the organisation and the cloud service provider.

Vendor Management

Establish who manages cloud services within the
organisation and implement capabilities for CSP
performance metrics and contract requirements.

Organisational Management

Develop a repeatable and standardised process for
cloud organisational management. Consider
aligning the enterprise portfolio more broadly to
determine additional opportunities and risks of
adding a cloud portfolio.

Finance | Vendor

cloud Lifecycje

Cloud
Govemanoe
Targets §\
«ééé

Cloud Governance Domains!

organisation

security ‘

Risk

| Operations

Security

Establish dedicated cloud security practitioners to
manage the confidentiality, availability and integrity risks
of information and data. Institute security measures over
APIs as part of cloud security operations.

Operations

Ensure technology policies and processes are
reflective of cloud-centric nuances and
requirements across the organisation, including
for support of Resiliency strategies and
objectives.

Finance Management

Determine the total cost of ownership of cloud
services, track service consumption and provide
cost transparency

Other

Consider any other key cloud governance tenets for
additional areas that may be of heightened strategic
importance.

Figure 2 — Cloud Governance Model

1.3.Pricing

This service is priced in accordance with the SFIA rate card provided and can be modelled
using a range of commercial approaches e.g. time and materials, fixed price etc. ‘Ordering
and Invoicing’ and ‘Termination’ are to be undertaken in accordance with G-Cloud 1415
contract terms unless varied by mutual agreement and detailed within a call-off contract.
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2. Key contacts

For further information please get in touch via the email address below.

G-Cloud 15

Sree Rao
Director

Email: eytenders@uk.ey.com

Ayush Sharma
Senior Manager

Email: eytenders@uk.ey.com
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EY | Building a better working world
About EY

EY exists to build a better working world, helping to create long-term value for clients,
people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries provide
trust through assurance and help clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax and transactions, EY teams
ask better questions to find new answers for the complex issues facing our world
today.

EY refers to the global organisation, and may refer to one or more, of the member
firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst
& Young Global Limited, a UK company limited by guarantee, does not provide
services to clients. Information about how EY collects and uses personal data and a
description of the rights individuals have under data protection legislation are
available via ey.com/privacy. EY member firms do not practice law where prohibited
by local laws. For more information about our organisation,

please visit ey.com.

Ernst & Young LLP

The UK firm Ernst & Young LLP is a limited liability partnership registered in England
and Wales with registered number OC300001 and is a member firm of Ernst & Young
Global Limited.

Ernst & Young LLP, 1 More London Place, London, SE1 2AF.

© 2026 Ernst & Young LLP. Published in the UK.

All Rights Reserved.
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In line with EY’s commitment to minimise its impact on the environment, this
document has been printed on paper with a high recycled content.

Information in this publication is intended to provide only a general outline of the
subjects covered. It should neither be regarded as comprehensive nor sufficient for
making decisions, nor should it be used in place of professional advice. Ernst &
Young LLP accepts no responsibility for any loss arising from any action taken or not
taken by anyone using this material.

ey.com/uk



