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1. Service detail 

Data Protection Service 

Data protection and privacy are ever growing challenges for organisations as they 

generate, share, and store data across users, systems, cloud services, and third parties. 

To manage this effectively, organisations need a clear understanding of their data, how it 

is used across the business, and where the greatest risks of loss, misuse, or non-

compliance exist. 

 

EY’s Data Protection Service supports organisations in protecting sensitive and personal 

data across the full data lifecycle, from creation and use through to sharing, storage, and 

retention. The service combines strategic design, governance, and operating model 

considerations with detailed assessment of data loss risk, enabling organisations to 

implement proportionate, risk-based controls that align to business objectives and 

regulatory obligations. 

 

Grounded in EY’s Data Protection and Privacy (DPP) Framework, the service helps 

organisations define clear roles and responsibilities, establish effective data governance, 

and design policies, processes, and controls that support consistent data protection 

practices. This is complemented by a data loss prevention risk assessment to identify 

high-risk data types, repositories, and behaviours, providing insight into where controls are 

most needed. 

 

The service spans strategy and operating model design through to the definition and 

enablement of data loss prevention controls, including data classification and labelling, 

policy definition, and alignment to supporting technologies. Together, these capabilities 

provide a structured and end-to-end approach to managing data protection and privacy 

risk while supporting secure data use and business operations. 

 

EY Data Protection and Privacy Framework  

EY’s DPP Framework is a reference model that describes the full set of processes that 

should be considered in any DPP programme. It aligns to the lifecycle stages that 

information goes through within the organisation or as it is used across businesses as 

needed. The DPP Framework is used as a reference when supporting clients with their 

programmes, enabling them to understand the elements needed to support their objectives 

and data protection and privacy compliance including people, processes and technology 

elements. 

The framework is used to help organisations take an effective and sustainable long-term 

approach to managing their data, covering: 

• Assessment of current data protection and privacy capabilities, including data 

governance, privacy maturity, data loss risk, and operating model effectiveness 

• Business, regulatory, and technical requirements, aligning controls to organisational 

needs and compliance obligations 
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• Strategy and target operating model, defining roles, responsibilities, policies, 

processes, and reporting structures 

• Roadmap and change management, supporting prioritised delivery, maturity uplift, 

and continuous risk reduction 

• DPP technologies, including data classification, data loss prevention, cloud access 

security broker, encryption and monitoring 

Key Outcomes 

• Clear Data Protection and Privacy Posture: A clear understanding of where 

sensitive and personal data resides, how it flows across the organisation, and 

where the most significant data protection and data loss risks exist 

• Business-Aligned Data Protection Strategy: A defined data protection and 

privacy strategy aligned to business objectives, regulatory obligations, and risk 

appetite, providing clear direction for investment and decision-making 

• Effective Data Governance and Accountability: Clear roles, responsibilities, and 

governance structures that support consistent ownership, oversight, and 

accountability for data protection and privacy across the data management lifecycle 

• Risk-Based Data Loss Prevention Approach: A prioritised, risk-led approach to 

data loss prevention, informed by assessment insights and focused on protecting 

the most critical data and highest-risk activities 

• Actionable Roadmap for Maturity Uplift: A practical, prioritised roadmap that sets 

out initiatives, ownership, and success measures, enabling continuous 

improvement and demonstrable risk reduction over time 

Approach  

Our approach helps organisations design and implement proportionate solutions aligned 

their needs and requirements. 

• Assessment and Requirements: We assess current data protection capabilities, 

data governance, and data loss risk to understand how sensitive data is created, 

used, shared, and protected. This includes identifying high-risk data types, 

repositories, behaviours, and regulatory or business requirements 

• Strategy and Vision: We work with stakeholders to define a clear data protection 

and privacy strategy and vision, aligned to business objectives, risk appetite, and 

regulatory expectations. This establishes strategic priorities and positions data 

protection as a business enabler 

• Target Operating Model: We design a target operating model covering 

governance, roles and responsibilities, policies, processes, reporting, and 

performance measures, ensuring data protection activities are sustainable and 

embedded into day-to-day operations 

• Data Protection and Privacy Technologies: We assess and define how 

supporting technologies should be used to enforce policy and manage risk, 

including data classification, data loss prevention, CASB, encryption, and 

monitoring across endpoints, cloud services, email, and data platforms 
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• Roadmap and Delivery Planning: We develop a prioritised roadmap outlining 

initiatives, sequencing, ownership, and success measures, supporting continuous 

risk reduction, maturity uplift, and effective change management 
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2. Key contacts 

For further information please get in touch via the email address below. 

 

 

Rick Hemsley 

Consulting Cybersecurity – Government and Infrastructure - 
Partner 

Email: eytenders@uk.ey.com 

 

 

Matt Saville 

Consulting Cybersecurity – Government and Infrastructure - 
Director 

Email: eytenders@uk.ey.com 

 

 

mailto:eytenders@uk.ey.com
mailto:eytenders@uk.ey.com


 

 

 EY | Building a better working world 

About EY 

EY exists to build a better working world, helping to create long-term value for clients, 

people and society and build trust in the capital markets.  

Enabled by data and technology, diverse EY teams in over 150 countries provide 

trust through assurance and help clients grow, transform and operate.  

Working across assurance, consulting, law, strategy, tax and transactions, EY teams 

ask better questions to find new answers for the complex issues facing our world 

today. 

EY refers to the global organisation, and may refer to one or more, of the member 

firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst 

& Young Global Limited, a UK company limited by guarantee, does not provide 

services to clients. Information about how EY collects and uses personal data and a 

description of the rights individuals have under data protection legislation are 

available via ey.com/privacy. EY member firms do not practice law where prohibited 

by local laws. For more information about our organisation,  

please visit ey.com. 

Ernst & Young LLP 

The UK firm Ernst & Young LLP is a limited liability partnership registered in England 

and Wales with registered number OC300001 and is a member firm of Ernst & Young 

Global Limited. 

Ernst & Young LLP, 1 More London Place, London, SE1 2AF. 

© 2026 Ernst & Young LLP. Published in the UK. 

All Rights Reserved. 

 

 

 

In line with EY’s commitment to minimise its impact on the environment, this 

document has been printed on paper with a high recycled content. 

Information in this publication is intended to provide only a general outline of the 

subjects covered. It should neither be regarded as comprehensive nor sufficient for 

making decisions, nor should it be used in place of professional advice. Ernst & 

Young LLP accepts no responsibility for any loss arising from any action taken or not 

taken by anyone using this material. 

ey.com/uk 


