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1. Service detail

1.1.Introduction to the Service

This service provides the framework for gaining assurance over transformation
programmes in the cloud. With the increasing ease of provisioning capacity in the cloud, it
is important for transformation programme owners of public sector organisations to have
assurance over successful execution of transformation programmes involving move to the
cloud. The key features of the service include:

» ldentifying what success means for an effective and efficient execution of cloud
migration programme

» Assess and evaluate the progress of the transformation journey against SMART
(Specific, Measurable, Achievable, Relevant and Timebound) metrics

» Ensure ongoing measurement of progress to identify potential slippages in time, cost
and objectives of the transformation

» Evaluating completeness and accuracy of data migrated
» Determine gaps and provide recommendations for course correction

The illustration below details the applicable risks for transformation programmes in the
cloud:

Financial Risks Cloud transformation

g and Project - W tai it act to/cloud
Poor governance and projed management controls negativelyimpads the mpiementation or migration project o clou
entire project ultimately affecting the reliability of the system. Typically relevant * Major change to existing cloud estate

for large, complexand high risk T changes

Data Integrity
Migrated data including balances, master data and open items may notbe
accurate and complete

Reports Integrity (IPE)
Reports inthe new system may not be designedandtested appropriately and
may contain inaccurate and incomplete information

System Functionality

Systemfunctionality may not be adequatelytested which negativelyimpact how

transactions are processed

Interfaces Q
Systemi maynotbe designedand ichimpacton

the completeness andaccuracy of datatransfers to and from the new system

Business Processes Controls
Controls supported bythe new system (ie, ITACs, manual andITDM) may not O
be designed andbuilt appropriately

System Access

Users' accessto the new system may be poorly designed andimplemented
where incompatible duties are notsegregated, powerful access not
appropriately restricted and users have excessive accessrightsinthe system

ITGC Design and Early Go !_ive Support

ITGCs are not effectively d dandlor not effectively ted. Enhanced
access an dincreasedincidents during early go live could leadto controls being
relaxed

Strategic, C: ial and Operational Risks

These risks may nothave a directimpact onthe integrity of the financial
o be i helpi fa

p tr

implementation. Typical risksinclude:

: Obe o
Business change risk atio
Business may not be ready for the new system
Benefits realisation risk
F vities are not desi to help ensure benefits defined
inthe business case are met
Legal, regulatory and compliance risk Timing and Approach patis e Uit
System may notbe iantwith legal and oth qui S « Timely intervention to provide opportunity to

. - : 2 remediate audit concems prior to go-live
Cost effectiveness risk Revngw carried out at key stages qf the project - Avoid costly remediation post go-live
Effective cost maynotbeinplace « Design review carried out pre-go live and S 4
walkthrough immediately post go live « Increase likelihood of system reliance

Third party/ vendor risk « Leverage work of internal audit where relevant BHEDs e e chance ol e e
Effective vendor notin place g implementation
commercial arrangements which may not be in the programme/client'sinterest « Meet regulator expectations

Figure 1 — Cloud Transformation Risk Overview
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Through this service, organisations will be able to:

» Gain assurance over transformation programmes in terms of value delivery and timely
execution

Gain comfort on governance across the project life cycle

Gain early warnings on potential time slippages and cost overruns

Determine gaps to what success means

Gain reasonable assurance on data migration

Develop course correction plans while learning lessons for future programmes
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1.2.Service Description

We help companies and public sector organisations to thrive in the transformative age by
refreshing themselves constantly, experimenting with new ideas and scaling successes.
Our services include strategy, architecture, governance, service design, innovation
management, commercial management and advice pertaining to legal and compliance
matters. We help businesses transform and evolve quickly to seize the opportunities and
help mitigate the risks that digital transformation creates.

Public sector organisations are unique in that they hold a position of trust amongst the
general public which is all the more reason why they should achieve and sustain value for
public funds that they hold ‘in trust’. To this end, it is important for public sector
organisations to determine the aspects of transformation programmes that are relevant to
their business and measure their progress on an ongoing basis to ensure that they
continue to be trusted custodians of public fund utilisation.

To achieve this goal, our approach will be focused on the following activities:

» Evaluate the project/programme plan for being fit for purpose to achieve transformation
programme objectives

Identify relevant metrics that provide objective insights into state of health

Identify the areas of potential slippage in terms of time/cost

Determine the next best alternative to regain progress along the critical path
Assess completeness and accuracy of data migrated

Evaluate programme risk governance across the lifecycle

Determine gaps and corresponding remediation plan based on recommendations

vVvyyvyvyyvyy

The figure below highlights the areas that may be scoped in for the review, as applicable
to the cloud transformation programme being reviewed, across the cloud lifecycle:

Design &

Identi . Migrate Manage issi
fy Configure, Build 9 9 RN
1. Cloud strategy/road map 1. Design and configure/build 1. Business readiness 1. Complimentary user entity 1. Service management transition
services controls management and technical support
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IN)

Feasibility analysis (security, Data migration and
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outsourcing, data) responsibilities

[N
IN)

. Vendor relationship & Contract 2. Data destruction including security
management settings

w

Cut-over and transition to cloud
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(SLAs) . Data design and governance
Business change strategy

w
w

. Service Organisation Control 3. Infrastructure decommissioning
Reporting (SOCR) (including interface disconnection)

coverage/right to audit 4. Vendor exit process (vendor
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Figure 2 — Cloud Lifecycle
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1.3.Pricing

This service is priced in accordance with the SFIA rate card provided and can be modelled
using a range of commercial approaches e.g. time & materials, fixed price etc. ‘Ordering
and Invoicing’ and ‘Termination’ are to be undertaken in accordance with G-Cloud 15
contract terms unless varied by mutual agreement and detailed within a call-off contract.
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2. Key contacts

For further information please get in touch via the email address below.

G-Cloud 15

Sree Rao
Director

Email: eytenders@uk.ey.com

Ayush Sharma
Senior Manager

Email: eytenders@uk.ey.com
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About EY

EY exists to build a better working world, helping to create long-term value for clients,
people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries provide
trust through assurance and help clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax and transactions, EY teams
ask better questions to find new answers for the complex issues facing our world
today.

EY refers to the global organisation, and may refer to one or more, of the member
firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst
& Young Global Limited, a UK company limited by guarantee, does not provide
services to clients. Information about how EY collects and uses personal data and a
description of the rights individuals have under data protection legislation are
available via ey.com/privacy. EY member firms do not practice law where prohibited
by local laws. For more information about our organisation,

please visit ey.com.

Ernst & Young LLP

The UK firm Ernst & Young LLP is a limited liability partnership registered in England
and Wales with registered number OC300001 and is a member firm of Ernst & Young
Global Limited.

Ernst & Young LLP, 1 More London Place, London, SE1 2AF.

© 2026 Ernst & Young LLP. Published in the UK.

All Rights Reserved.
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In line with EY’s commitment to minimise its impact on the environment, this
document has been printed on paper with a high recycled content.

Information in this publication is intended to provide only a general outline of the
subjects covered. It should neither be regarded as comprehensive nor sufficient for
making decisions, nor should it be used in place of professional advice. Ernst &
Young LLP accepts no responsibility for any loss arising from any action taken or not
taken by anyone using this material.
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