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SECURE FILE
STORAGE

A SECURE, CLOUD-BASED DOCUMENT STORAGE AND
SHARING PLATFORM, DESIGNED TO ENHANCE FILE
MANAGEMENT WITHIN SECURE ENVIRONMENTS,
ENSURING SECURE HANDLING OF SENSITIVE DATA IN
COMPLIANCE WITH DATA PROTECTION REGULATIONS.
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Service Definition

This service is provided by Meganexus Ltd. Secure File Storage is a cloud-
based storage and sharing platform, designed to enhance file management
within secure environments, VCSEs, local authorities, schools, and further
education institutes. It streamlines the processes of document access,
storage, and collaboration, ensuring the secure handling of sensitive
information and adherence to data protection regulations.

Overview

Meganexus is a leading provider of secure software solutions to the
government and public sector organisations. We are dedicated to
enhancing public services by utilising the latest technologies, artificial
intelligence and leading development resources.

We work with professionals across various domains to design software
solutions that are customisable, easy to use, implement and deliver
measurable outcomes. Our active sectors include Justice, Police, Local
Authorities and Councils, and Voluntary, Community and Social Enterprises.

Meganexus is ISO 27001:2022, ISO 9001, Cyber Essentials and Cyber Essentials
Plus certified. Our Information Security Management System (ISMS) is core
to all our operations, both in terms of development and support. Our
solutions include:
e Rehabilitation and Through-the-Gate solutions for the Ministry of Justice,
Nnow in use in every prison in England & Wales
e A contract management solution for the MoJ to manage prison
education contracts and broader regime activities effectively
e Customised training and interventions management solutions for
probation and rehabilitation service providers
e Upskilling solutions for local authorities, police, charities and corporate
workforces
e Assessment and tracking solutions for healthcare providers, including
NHS Trusts and mental health organisations
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Features

Encrypted Cloud File Storage

Top-grade encryption at rest and transit. Provides a highly secure
environment for storing documents- safeguarding them against
unauthorised access and breaches.

Role-Based Access Control

Enforces strict access permissions, ensuring that individuals can only access
files relevant to their role, department or individual user, thereby enhancing
data privacy.

Digital Document Wallet
Offers a secure space for users to upload, store and manage their personal
and educational documents, ensuring they are accessible whenever needed.

Comprehensive Audit Trails

Maintains logs of all file activity, including access, modification, and deletion,
to comply with legal and regulatory requirements and provide a transparent
record of document handling.

Secure Document Sharing Across Agencies

Facilitates the sharing of information between different entities, promoting
cooperation and collective efforts towards educational and community
goals.

Automated Retention Policies
Supports configuration of auto-deletion or archiving based on statutory
requirements.

UK Data Residency
Guaranteed data storage within UK sovereign territory.

Virus & Malware Scanning
Automatic real-time scanning of all uploaded files
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Secure File Storage can be used across various organisations such as
Justice, Police, Local Authorities and Councils, VCSEs/Councils, and
Education Institutes for the storage and sharing of sensitive/critical
information. It offers:

» Regulatory Peace of Mind: Automated compliance with UK GDPR,
Cyber Essentials Plus and ISO 27001

e Reduced Admin Burden: Self-service document access for keyworkers,
approved agencies or service users

e Improved Safeguarding: Secure, tracked sharing replaces risky email
attachments or USB drives

* Inclusion by Design: Fully WCAG 2.2 AA compliant to support users with
accessibility needs

» Cost Efficiency: Replaces expensive on-premise servers with scalable
and efficient cloud storage

» Disaster Recovery: Built-in geographic redundancy promotes availability
and data durability
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Information Security

Meganexus is ISO 27001, ISO 9001, Cyber Essentials and Cyber Essentials Plus
certified. We provide Security Cleared (SC) Helpdesk personnel who are fully
vetted and authorised to handle sensitive data. Our offices are regularly
audited for physical security and our development and test networks are
accredited.

Role-Based Access Control (RBAC)
All Meganexus products incorporate RBAC.

Multi Tenancy and Customer Separation

Secure File Storage provides out-of-the-box multi-tenancy capabilities
within a single hosting environment. Separate installations can also be set
up if required.

Request for Demonstration

To find out more about Secure File Storage, its features and benefits for your
organisation, write to us at support@meganexus.com. We will be happy to
provide a demonstration customised to your specific requirements.

MEGANEXUS

An NEC Company

ENHANCED DECISION-MAKING WITH SECURE Al FOR SENSITIVE DATA.

@ WWW.meganexus.com

‘ support@meganexus.com

. 0207 843 4343
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https://x.com/Meganexus_Ltd
https://www.linkedin.com/company/131928/admin/dashboard/

