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1.1 Disclaimer

Copyright © Cisilion Limited 2024. All rights
reserved.

This is a confidential document. Any
unauthorised dissemination or copying of it, and
any use or disclosure of any information
containedinit, is strictly prohibited and may be
illegal. If you have obtaineditin error, please
inform Cisilion Limited as soon as possible.

Although Cisilion Limited has tried to ensure that
the information in this documentis accurate, we

cannot be heldresponsible forany reliance that
you place onit, and we give no warranty or
assurance inthat respect. Nothing shall exclude
our liability for any matter that would be illegal
forusto attempt to exclude.

Cisilion Limitedisregisteredin England under
company number 3902228.

Registered Office: Cisilion House, Guildford
Road, Leatherhead, Surrey, KT22 QUT.
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2. Cisilion Business Overview

Cisilionis a UK-based technology consultancy and managed services provider, founded in 2000. Initially
built on Cisco and Microsoft solutions, Cisilion now delivers IT services across 70 countries and five
continents, holding Cisco Gold Integrator and Provider status for over18 years.

Cisco Business Overview

Cisilionis along-standing Cisco Gold Partner delivering secure, scalable, and high-performing network,
collaboration, and datacentre solutions. Our Cisco proposition spans campus networking, SD-WAN, Meraki
cloud management, security, contact centre, and collaboration platformsincluding Webex and Cisco
Unified Communications. We combine deep engineering expertise with proven consulting, project delivery,
and ITIL-aligned managed services to help organisations modernise infrastructure, enhance security, and
improve user experience. Cisilion’s UK-based NOC and SOC provide proactive monitoring, incident
management, and lifecycle governance across Cisco technologies, ensuring reliability, resilience, and
continual optimisation for public and private sector customers.

Microsoft Business Overview

As alongtime Microsoft Solutions Partner, Cisilion specialises in designing, deploying, and supporting
secure, modern digital workplaces. We help organisations maximise their Microsoft investments, enhance
productivity, strengthen security, and modernise operations through deep technical expertise, ITIL-aligned
managed services, and robust delivery capability.

Microsoft Proposition
We offer an end-to-end Microsoft portfolio covering:

« ModernWork: Collaboration, communication, and governance via Microsoft 365, Teams, SharePoint,
OneDirive, Intune, Autopilot, and Viva.

o Intelligent Cloud & Infrastructure: Azure cloud design, migration, optimisation, networking, backup,
and business continuity.

o« Enterprise-Grade Security: Integrated Microsoft security, Sentinel SIEM, Entra ID, compliance, and
governance solutions.

Cisco Proposition

Cisilion is a Cisco Gold Partner delivering secure, resilient, and scalable networking, security, collaboration, and
datacentre solutions. Our Cisco portfolio spans Catalyst networking, SD-WAN, Meraki cloud-managed IT,
Webex collaboration, and Cisco Secure technologies. With deep engineering expertise and proven delivery
capability, we design, deploy, and support modern infrastructure aligned to Cisco best practices. Our
UK-based NOC provides 24x7 monitoring, incident response, and lifecycle management, ensuring
performance, reliability, and continuous optimisation. Cisilion enables organisations to modernise operations,
enhance user experience, strengthen security, and accelerate digital transformation through end-to-end Cisco
solution lifecycle services.

[ ]

Why Choose Cisilion

o Extensive Microsoft certifications andreal-world transformation experience across public and
private sectors.
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o Fulllifecycle delivery: consultancy through to managed services.

« Outcome-focusedengagements with business alignment, user experience, security-first principles,
androbust governance.

o« UK-basedexpertise and compliance with strict regulatory requirements.

Cisilionis among the few UK partners to hold both Cisco Gold accreditations, supported by continuous skills
development and regular audits. Additional specialisations include Advanced Collaboration, Data Centre,
Enterprise Networks, Security, Video, WebEx, Cloud Services, and Application Centric Infrastructure.

Reasons to Choose Cisilion
o« 10f2CiscoFSO Managed Service Providersin EMEA
e« Topb5Cisco Certified Managed Service Providerin the UK
o Highly skilled teams with proven project delivery and service management
e Seamlesssupplieraccountability and long-term trusted partnerships
« Comprehensive accreditations and strong client references
o ExpertincidentresolutionviaourlTIL-based service centre

o Holistic support fromaccredited pre-sales, consultants, and professional services teams
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3. Service Overview

ITIL_Aligned Cloud & Network Support Service
1. Service Overview

Cisilion provides a fully ITIL_aligned support service covering cloud and network estates, delivering
ongoing operational management, incident response, problem analysis, change enablement,
monitoring, patching, vulnerability management, reporting, and service governance. The service
operates against anagreedin_scope asset list and defined Service Levels to ensure predictable,
secure, andreliable operations across hybrid, cloud, datacentre, and network environments.
Cisilion’s UK_based support organisation combines experienced engineering teams, proven
operational processes, and proactive monitoring capabilities toimprove resilience, reduce risk,
and maintain service continuity.

2. Service Objectives

. Maintain availability and stability of cloud and network platforms

. Provide rapid response and resolution aligned to defined SLAs

. Reduce operational risk through structured patching and vulnerability management
. Ensure controlled change through ITIL_aligned governance

. Provide proactive monitoring to detect and resolve issues before impact

. Deliver transparency throughreporting, service reviews, and KPls

. Support business outcomes through continual improvement initiatives

3.In_Scope Assets & Environments

3.1Cloud Infrastructure

. Azure resources including VMs, storage, networking, and identity integrations
. Hybrid cloud components such as Arc_enabled servers and connectivity services
. Cloud management, security, and monitoring platforms

3.2 Network Infrastructure
. LANincluding access, distribution, and core switching

. WAN / SD_WAN andinternet edge infrastructure

. Wireless infrastructure
. Firewalls and security devices
. Load balancers and supporting network services

3.3 Supporting Components

. Virtualisation platforms
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Monitoring and logging systems

Backup andresilience services

|dentity and access services (Entra ID dependencies)

4. Service Components

4.1Incident Management

ITIL_aligned triage, diagnosis, escalation, and restoration
Priority assignment based on businessimpact and urgency

Vendor coordination with Microsoft, Cisco, and hardware vendors

Major Incident Management for P1outages

Post_incident reviews where applicable

4.2 Problem Management

Root cause analysis forrecurring issues
Known erroridentification and tracking

Trend analysis and proactive recommendations

4.3 Change Enablement

Standard, Normal, and Emergency changes
Impact andrisk assessment
Back_out and validation planning

CAB governance and scheduling

4.4 Monitoring & Event Management

24x7 or 8x5 monitoring (contract dependent)
Automated alerting and thresholds
Health and performance dashboards

Proactive remediation where applicable

4.5 Patch Management

OS, firmware, cloud, and network patching
Patch cycle planning and risk assessment
Compliance reporting

Maintenance window coordination

4.6 Vulnerability Management

Review of CVEs, PSIRTs, and cloud alerts
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Risk_based prioritisation and remediation

Integration with change and patch workflows

.7 Reporting & Service Management

Monthly reporting and KPIs
Incident, change, and problem analytics
SLA dashboards and compliance review

Quarterly service reviews and CSlroadmap

5. Service Deliverables

Managed Incident, Problem, Change, and Event workflows
Proactive monitoring and alert handling

Monthly reports and KPl dashboards

Quarterly service reviews and CSl actions

Updatedin_scope asset list and configuration documentation
Patch and vulnerability compliance reporting

Vendor escalation and coordination

6. Roles & Responsibilities

Cisilion Responsibilities

Operate ITIL.aligned operational processes

Maintain monitoring, ticketing, and reporting systems
Provide qualified engineering resources

Ensure secure handling of dataand access

Deliver proactive recommendations and improvements

7 .Customer Responsibilities

Provide access to systems and SMEs

Maintain accurate assetinformation

Approve changes and maintenance windows
Communicate business impact forincident prioritisation

Maintain third_party support agreements where required
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8. Service Levels (SLA/XLA)

Definition Response Restoration Target

Pl Critical outage 30 minutes Continuous effort
impacting major
events

P2 Major degradation Thour 8 business hours
with highimpact

P3 Incident with 4 business hours S business days
workaround

P4 Minorrequest/ 1business day As scheduled

question

9. Onboarding Process

Kick_off & service validation

Discovery & baselining of in_scope assets
Access, tooling, and monitoring configuration
Runbook creation & operational readiness
SLA and governance framework confirmation

Go._live & transition to BAU support

10. Exclusions

New solution design or deployment projects
Application_level support
Unsupported orend_of_life hardware/software

Custom development or non_standard integrations

11. Optional Add_On Services

Enhanced 24x7 coverage

Dedicated SDM or TAM

Security monitoring & SIEM/SOC services
Cloud optimisation & architectural consulting

DR/BCP readiness testing
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Appendix A. Cisilion Overview

Cisilion offers market-leading companies a dynamic partnership thatis responsive to theirneeds in
the long term. Ourbespoke technology services and solutions allow our clients to gaina

competitive advantage.

Transformation goes beyond simply introducing technology updates and solutions. Itis an
expansive service that reimagines a more resilient, flexible, and digitally focused future and actively

works to achieveit.

Cisco Gold Integrator

Master Collaboration Specialisation

Advanced Enterprise Networks Architecture
Specialisation

Advanced Security Architecture
Specialisation

Advanced Collaboration Architecture
Specialisation

Advanced Data Centre Specialisation
Customer Experience Specialisation
Environmental Sustainability Specialisation

Security Specialisation
Cisco Gold Provider

Meraki Access
Meraki SD-WAN
Cloud Calling

Webex Contact Centre

Microsoft Gold Partner

Solutions Partner for Digital & App Innovation
(Azure)

Solutions Partner for Modern Work
Solutions Partner for Infrastructure (Azure)
Solutions Partner for Security

Networking Services

Adoption and Change Management

Calling for Microsoft Teams

Meetings and Meeting Rooms for Microsoft
Teams

Cloud Security
Threat Protection
Infra and Database Migration

Azure Virtual Desktop

Cisilionare more thanjust an IT services and solutions provider. We are a trusted partner that is truly

invested in our clients’ success.

We offer atrusted and dynamic partnership that responds to our clients’ long-term goals.
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Combining market leading tech with world-class service, we go above and beyond expectations

to ensure our clients are ready for a digital future.

We believe inlong-lasting relationships with our clients and are truly invested in their success. With
our client-focused approach and bespoke services and solutions, we respond to our client’s

needs today andforthe future.

What truly sets us apartis our people. Our culture is defined by deep expertise, years of
experience, and their commitment to building strong, long-lasting relationships.

Awards

Cloud Solutions Provider of the Year Finalist
IT Europa Awards

Best SME UC Solution of the Year

Comms National Awards

Enterprise Reseller of the Year

Comms Business Awards

Best Enterprise Solution (On-Prem/Cloud) of
the Year

IT Europa Awards

Cisco Innovation Partner of the Year (EMEAR
and UK&I)

Cisco

Best Connected / Mobility Solution of the Year
ITEuropa

Corporate Reseller of the Year

CRN Channel Awards

Enterprise Reseller of the Year

Comms Business Awards

Best Enterprise UC Solution of the Year
Comms National Awards

Storage Project of the Year

SVC Awards

EMEA Partner of the Year

Riverbed Partner Summit

Enterprise Solution of the Year

IT Europa European IT Excellence Awards

Architectural Excellence Borderless Networks
Partner of the Year

Cisco Global Summit

Mobility Solution of the Year

IT Europa European T Excellence Awards
Enterprise Convergence Solution of the Year

Comms Business Awards
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+ 500+

Vendor Partners Unique certifications
Technology assets under management Yearsin business
Countries we workin Managed service renewal rate

[010)7°

Organicrevenue growth since 2019

Presencein

UK, US, EU, and ASIAPAC
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Strategic Vendor Partners

Cisilionis vendorindependent and committed to helping customers meet their challenges with the
most appropriate technology.

Recognised by vendors, Cisilion offers market-leading levels of accreditation, and we understand
that to be able to deliver the business innovation our clients demand, collaborating with the best
vendorsis critical.

Our PartnersInclude

NIy
CISCO BB Microsoft
Partner .. Solutions Partner

Gold Integrator
Gold Provider
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SCAN ME

Connect with us.

Have you followed us on LinkedIn, X (formerly
Twitter), Facebook, and YouTube yet?If not,
click on the links below.
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