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1 Deloitte Overview

As a leader in professional services, Deloitte LLP is committed to making an impact to our clients, our
people and for society. We have over 27,000 staff based across the UK providing audit, risk advisory, tax,
consulting, financial advisory and legal services to public and private clients across multiple industries. We work
together to build trust, support inclusive growth, and build capability, enabled by our breadth and depth of
expertise across advisory, delivery, engineering and managed services.

Our public sector practice serves Central Government, Government Agencies, Local & Regional
Government, Defence, Security and Justice, Health and Social Care, Transport, Education and Housing. We
also provide services to the Northern Ireland Office, Scottish Government, Welsh Government and Crown
Dependencies.

At Deloitte, we help our clients Imagine, Deliver and Run the businesses of the future through the power of
Cloud. We have deep Cloud architecture, engineering, operational, commercial, and business transformation
expertise delivered by a team of more than 26,000 Cloud Practitioners globally. We have delivered over 2,000
cloud implementations over the past 5 years and have 60+ cloud centres of excellence supporting the delivery of
cloud services to our clients.

In the UK, we have a team of over 100 Cloud managed service specialists plus the following certifications across
AWS, Microsoft Azure, Google Cloud and Oracle Cloud Infrastructure (OCI):
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We help our clients with all aspects of their journey-to-cloud and optimisation of their cloud and cloud-services
investments. Our Cloud practice can support you to optimise your client investments, and to navigate your
organisations cloud journey, providing specialist cloud architecture, engineering, and operational skills at all
stages, with a large proportion of our team holding the clearances required to meet your specific security
requirements.

Deloitte stands at the forefront of Al transformation and was recognised as a Leader in the 2025 IDC
MarketScape for Artificial Intelligence (Al) services for the fourth consecutive time. Supported by a £3 billion
investment in Al, Data, Automation, Cloud, and Cyber, we seamlessly integrate our deep Al expertise with our
extensive cloud capabilities. Our UK team is part of 339K Al-fluent practitioners globally, and includes over 1,300
Al specialists and engineers, many of whom hold the necessary security clearances for public sector delivery.

Through the Deloitte Al Institute, our hub for cutting-edge research and innovation, and strategic alliances with
leading hyperscalers, we empower public sector clients to optimise costs, streamline processes, and navigate
their Al journey. We achieve this by leveraging our ReadyAl™ models, which provide end-to-end support for Al
solution implementation, and our Trustworthy Al™ framework, ensuring responsible and ethical deployment.
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To bring full value to our clients, Deloitte is a premier consulting partner with all the leading hyper-scale cloud
vendors in the market including AWS, Google, Microsoft’, and SAP. A selection of our partners and alliances are
presented below:
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Don’t just take our word for it. Deloitte is recognised by the analyst community as being leaders in cloud

transformation services. This reflects the wealth of experience we have in delivering cloud services across the

public sector and wider private sector combined with our out-of-the-box templates, tools and assets.

Gartner

Originating in 2021, Deloitte has been recognised as
a Leader in this category for four years in a row.
Deloitte was also positioned as a Leader

in the Gartner Magic Quadrant for Public Cloud
Infrastructure Professional and Managed Services,
Worldwide in 2021, 2020 and 2019, the previous
form of this category.

ABILITY TO EXECUTE

HCLTech

COMPLETENESS OF VISION

As of May 2025 © Gartner, Inc

Gartner

Gartner: Magic Quadrant for Public Cloud IT
Transformation Services. © Gartner inc. 2025

Cloud Transformation

Transform Faster, Transform Smarter

IDC

Deloitte has been awarded Leader status in the IDC

MarketScape: Worldwide Industry Cloud

Professional Services 2024 Vendor Assessment.

We have also been recognised as Leaders in

Hybrid IT Consulting & Integration Services and

Software Engineering Services.

IDC MarketScape Worldwide Industry Cloud Professional Services, 2024

Accenture PwC

IBM Consulting

EY

Cognizant

Kyndryt

NTT DATA

Tech Mahindra

Source: IDC, 2024 Strategies

Deloitte
Wipr

-
Infosys=—

HCLTech
TCcs

IDC MarketScape: Worldwide Industry Cloud

Professional Services Vendor Assessment
© IDCinc. 2024

Deloitte’s Cloud Transformation can fast-forward your journey

to the Cloud, unlocking innovation, efficiency, and growth.

" As Microsoft’s Independent Auditor, Deloitte cannot have a direct or material indirect business relationship with Microsoft, such as having an alliance or being a registered
partner. Nonetheless, Deloitte can provide Microsoft-related technology services and invests heavily across its global business building technical skills and capabilities to
develop world-class consulting and solution delivery capabilities.
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2 Service Overview

Deloitte develops and implements robust, proportionate cloud related Third Party Supplier Risk Management
frameworks (people, process, technology) that are tailored to your organisation’s needs. This includes the
establishment of appropriate processes and procedures to mitigate and manage the risk associated with using

third parties to deliver your cloud outsourcing strategy.

e I|dentification, assessment, remediation and management of risks associated with cloud providers

e Maintain management of products and services delivered to customers

e Govern third parties supporting cloud product and service delivery

e Enable organisations to effectively manage security and regulation risks

e Management of associated third party cloud providers

e Relevant when considering the third parties providing cloud services

e Manage financial, operational, security and reputational risks inherent with cloud

e Automate third party risk processes and capture real-time risk insights

e Effective TPRM enables more resilient operations against third party risk exposure
e Effective when delivered through controls, assessment and monitoring activities
e Manages the risk associated with supplier financial insecurities

e Minimising the impact of the next Sungard-Llike supplier failure

e Manages the risk associated with cloud providers failures

¢ I|dentifies and manages third party risk

e Manages risk across security, reputation, financial viability, regulation, compliance

© 2026 Deloitte LLP. All rights reserved.
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3 Detailed Service Description

Our services span the breadth of our client’s Third Party Risk Management (“TPRM”) requirements and include
supporting our clients in:

i. Diagnosing existing TPRM capability with a focus on cloud provider arrangements;
ii. Designing TPRM frameworks (i.e. policies, procedures, operating models, tools etc.);
iii.  Building and configuring TPRM tools and ‘standing-up’ TPRM teams / utilities;

iv. Deploying TPRM across an organisation through phased implementation, training and communication
programmes; and

v. Operating and performing ongoing TPRM activities as part of a hybrid or fully outsourced managed

service.
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Our TPRM professionals use their experience and expertise to provide advisory support to our clients. This
support typically includes:

i) Benchmarking their existing TPRM capabilities against good practice and regulatory requirements to identify

opportunities for improvement; and

ii) Designing or enhancing a TPRM capability, in collaboration with our clients, to enable a more mature /
effective approach to TPRM.

iii) Implementing TPRM tools, alongside Al to enhance effectiveness and automate processes to drive
consistency and real-time risk insights.

iv) Strengthening security controls across the TPRM lifecycle and operating third party assessments on client’s
behalf.

In addition, our leading Al capability including agentic Al enable organisations to not only manage the risk of their
third parties but generate visibility and insights across the supply chain (e.g., visibility of Nth parties). Adopting
such technologies can enable a greater proportion of team effort to be spent on more value adding tasks,
reducing the effort needed on traditional administrative efforts.

4 © 2026 Deloitte LLP. All rights reserved.
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We leverage Deloitte’s proprietary TPRM framework (as illustrated in the diagram below) to underpin our advisory
services. This framework provides us with a construct to benchmark existing capabilities as well as the ability to
facilitate focused, collaborative workshops to develop a future state TPRM capability that is proportionate and
representative of our clients objectives.

The TPRM framework considers the business objectives for engaging cloud and non-cloud third party providers,
the different third party types within scope of the framework, the risk domains activated by using third parties,
and the operating model components that must be in place for effective third party risk management.

Third Party Risk Management Framework

Business Sustainable Protected Cost Reduction Business Compliance Leverage External Operational
Objectives Growth Client Base Resilience Management Expertise Service Levels
Third Party 3 Financial g Intra-Group

Types Suppliers Intermediaries Consultants Contractors Outsourcding Arrangements
| Operational Risk | | Finandial Risk | | Compliance Risk ‘ | Strategic Risk ‘ ‘ Reputational Risk |
Risk
Domains | Conduct Risk | ‘ Information Risk | | Cyber Risk | | Legal Risk ‘ ‘ Busmessﬁigluzntmmty |
1 - Governance 2 - Polides and 3 - Third Party 4 - Risk 5 - Tools and 6 - Risk Metrics 7 - People and
and Oversight Standards Lifecyde Process Segmentation Technology and Reporting Organisation
Operating The organizational Management Reports identifying risks

Proc s to manage Risk scoring and Tools and technology and performance
s ss the third- segmentation model that support TPRM associated with third
party lifecycle reflecting the processes parties, tailored towards
organizational risk multiple levels of
appetite management

Supporting organization
design, communications

Madel structure, expectations for the
Components committees, and roles management of third
and responsibilities for parties and related
managing third parties risks

and capability

Management Controls and risk assessment processes are embedded in each of the five phases of the lifecycle...

Process 3.2- Third Party 3.3- Contract and On- 3.4- Manage and 3.5- Terminate and
e || A — bourd oo it soara
Risk Culture 8 - Training and Communication

We have highlighted below some of the typical outputs that our team prepares during our advisory engagements.
Over our many years of delivering TPRM advisory services we have generated a number of accelerators that
enable us to help clients more forward with their TPRM programmes at speed. We use these accelerators as a
foundation to our work but recognise the importance of tailoring our outputs to ensure they meet our clients
needs and are fit for purpose to assist with adoption.

BULTPRM Assessment Overview High

[CLIENTLS TPRM Jouerey

TERM Assessment Exscutive Surmmsry

Roadmap Implementation
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In addition to the above, we also have experience of delivering:

TPRM Technology Implementation Services - We recognise the importance of having the appropriate
technology to facilitate effective management of third parties and most importantly to help enable the TPRM
process and framework. We provide our clients with our leading specialists with experience of supporting similar
organisations in the selection, implementation, and on-going operation of leading TPRM technologies.

TPRM Operate Services - We can enhance their TPRM capability through exploring modular outsourced
managed service solutions that combine leading technology solutions (including real-time risk intelligence) with
deep risk expertise and access to scalable teams of risk professionals that can easily flex to the demand of their
organisation. Operate services can be delivered with a range of on-shore, off-shore, and Al solutions that can be
tailored to the data privacy requirements of your organisation.

6 © 2026 Deloitte LLP. All rights reserved.
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4 Contact Details

Please send your requirement to publicsectorbidteam@deloitte.co.uk. Alternatively, if you wish to discuss your
requirements in more detail, please send us the following information and we will be happy to contact you:

e Yourorganisation name

e The name of this service

e Your name and contact details

e Abrief description of your business situation

e Your preferred timescales for starting the work.

7 © 2026 Deloitte LLP. All rights reserved.
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Deloitte

This publication has been written in general terms and we recommend that you obtain
professional advice before acting or refraining from action on any of the contents of this
publication. Deloitte LLP accepts no liability for any loss occasioned to any person acting or
refraining from action as a result of any material in this publication.

Deloitte LLP is a limited liability partnership registered in England and Wales with registered
number OC303675 and its registered office at 1 New Street Square, London, EC4A 3HQ, United
Kingdom.

Deloitte LLP is the United Kingdom affiliate of Deloitte NSE LLP, a member firm of Deloitte
Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”). DTTL and each
of its member firms are legally separate and independent entities. DTTL and Deloitte NSE LLP
do not provide services to clients. Please see www.deloitte.com/about to learn more about our
global network of member firms.

© 2026 Deloitte LLP. All rights reserved.
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