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DXC Cyber Vault Services

DXC Overview

DXC's Cyber Vault Services combine industry-leading technology, cyber expertise,
and rich threat intelligence to safeguard critical data and foundational technologies
from cyber attacks/ ransomware.

DXC Cyber Vault Services protect businesses from attacks and ransomware using
a multi-layered approach which includes:

Cyber Recovery software, data protection storage, hosted data centers, and
usage reporting and management

Fully managed services provided by DXC data protection teams trained and
certified.

Biometrically controlled access to the physical infrastructure

Service Feature

24x7 automated air gap solution with immutability.

Remotely managed in a customer data centre, hosted in a DXC data centre
or deployed in the cloud.

Service Benefits

An isolated, air-gapped vault to protect critical data from cybersecurity
threats.

Immutable backups that cannot be altered, ensuring clean recovery.
Fast enterprise-wide restoration, minimizing downtime and financial loss.
Compliance-ready security for industries with strict regulations.

Differentiation

DXC Cyber Vault Services protects businesses from cybersecurity threats
across all environments.

DXC secure-by-design approach and enables confident operations in an
increasingly complex and risky world.

DXC’s 3,500 cybersecurity professionals, 200 cyber defence specialists,
eight security operations centres and 400+ clients across the globe, make
DXC Technology uniquely positioned to help defend and protect the
enterprise.
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How it works
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Data & Backups
in vault

Data & Backups

Value Proposition for UK Public Sector
e Immutable backups that cannot be altered, ensuring clean recovery.

e Fully managed services provided by data protection teams from biometrically
controlled infrastructure.

e With DXC Cyber Vault Services, you can trust that your business is shielded
from cybersecurity threats, ensuring your operations remain secure and
resilient.

Disaster Recovery is not Cyber Recovery

Traditional “DR” is not enough to address modern cyber threats
Category 7 ; Cyber Recovery

Recovery Time Close to instant v’ Reliable and fast
Recovery Point Ideally continuous v One day average
Nature of Disaster Flood, power outage, weather v’ Cyber attack, targeted
Impact of Disaster Regional; typically contained ¥' Global; spreads quickly

Topology Connected, multiple targets v  Isolated, in addition to DR

Data Volume Comprehensive, all data v" Selective, includes foundational services

Recovery Standard DR (e.g., failback) v’ lterative, selective recovery; part of CR
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Case study

Security and Data Centre Modernisation

DXC delivers Platform and Operational Services to one of Australia’s largest and
most critical agencies.

Alongside application support and analytics services, DXC delivers storage and
security services to achieve enhanced security, scalability, agility and ease of
backup. As part of a larger solution - DXC delivers the following:

Mission critical on-premise server hardware, virtualisation, and Storage
Secure network and gateway services

Large volume transaction processing via Mainframe services

Front line application support

Security services covering North / South and East / West traffic

Entire organisation Remote User capability

Geographically dispersed, secure and Redundant Data Centre Services
Project and engineering services

Big data solutions supporting data analytics services

As a result of working with DXC, the agency have experienced the following results:

Security operations provision based on best practice and reduced risk.
Provision of high quality and robust end customer services.
Cost-effective IT services.

Greater agility, flexibility and compute power to meet growing business
demands.

Security, scalability, agility, ease of backup and application compatibility.

Customer Challenges

Protection of critical data from Ransomware attacks.
Availability and integrity of data during an attack.

Air gapped and immutable storage of critical data..
Increased efficacy of cyber resilience measures.
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Results

e DXC’s and cyber vault services keep our customers systems and data
protected and recoverable with minimum disruption.

e Compliance ready security for industries with strict recovery regulations.

About DXC Technology

DXC Technology (NYSE: DXC) is a leading global provider of information
technology services. We’re a trusted operating partner to many of the world’s most
innovative organizations, building solutions that move industries and companies
forward. Our engineering, consulting and technology experts help clients simplify,
optimize and modernize their systems and processes, manage their most critical
workloads, integrate Al-powered intelligence into their operations, and put security
and trust at the forefront. Learn more on dxc.com.

Every day we deliver excellence for our customers and colleagues. We use the
power of technology to deliver mission-critical IT services that move the world. Our
customers entrust us to deliver what matters most. We are DXC.

An Employer of Choice

We inspire and take care of our people. We work to create a culture of
learning, diversity and inclusion for all our people to grow and reach their
full potential.

A Trusted Technology Partner

We understand technology and are committed to delivering excellence for
our customers.

A Company that Cares

We are committed to improving the communities in which we live and work. We are
good stewards of our company, our customers and the world.

Deliver Mission Critical
We deliver the mission-critical IT services that move the world.
Entrusted to Deliver

Every day, we earn our customers’ trust by delivering transformative technologies to
ensure the success, safety and well-being of businesses and people worldwide.

Delivery Excellence

Our delivery excellence gives planes flight, helps patients heal, and increases the
scale and speed of commerce.

Deliver What Matters Most
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We are proud of the work we do and the trust and confidence our customers place
in us to deliver what matters most.

Learn more at

https://dxc.com/us/en/offerings/security/cyber-defense

© Copyright 2025 DXC Technology Company. All rights reserved. December 2025
7



- ) \ - DXC Technology — Cyber Vault Services — Service Description
TECHNOLOGY
Public

© Copyright 2025 DXC Technology Company. All rights reserved. December 2025
8



