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1 Service Overview

DXC’s Attack Simulation (IR Tabletop) service delivers a customized cyber attack scenario,
derived from real-world incidents and tailored to the client’s environment. The exercise
evaluates the client’s and third parties’ response capabilities, focusing on readiness, process
validation, and continuous improvement.
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2 Service Description

DXC Technology’s Attack Simulation (IR Tabletop) service helps organisations proactively
assess and improve their cyber incident response capabilities. This service provides a
realistic, scenario-based tabletop exercise that simulates a cyber attack tailored to the
client’s environment and risk profile. The exercise is facilitated by DXC security specialists
and is based on real-world incidents, allowing participants to experience the full lifecycle of a
major security event, including detection, analysis, containment, eradication, recovery, and
post-incident review.

During the simulation, participants are required to manage the incident response as if it were
a genuine event, engaging fully with their assigned roles and responsibilities. The scenario
evolves dynamically based on the client’s responses, and participants are expected to
provide evidence of their processes and procedures. DXC records all exercise responses
and findings, providing a comprehensive review of the organisation’s readiness, identifying
gaps in people, processes, and technology, and offering practical recommendations for
improvement.

This service is suitable for organisations seeking to validate their incident response plans,
clarify roles and responsibilities, and strengthen their overall security posture. The outcome
is a detailed executive report, a post-exercise discussion, and a set of prioritised
recommendations to address identified gaps and enhance future incident response
capabilities.

2.1 Service features

e Simulated cyber attack scenarios (e.g., ransomware, supply chain, insider threat,
data breach, loT/OT breach, cloud incident, malware, unauthorized access,
application security)

e Tabletop exercise facilitated by DXC experts

¢ Full incident lifecycle management: preparation, detection, analysis, containment,
eradication, recovery, post-event activity

¢ Real-time scenario direction based on client responses

e Evidence-based review of processes and procedures

o Comprehensive recording of exercise responses and findings

2.2 Service benefits

¢ Enhances understanding of the client’'s Security Incident Response (SIR) plan
o Clarifies roles and responsibilities in major incident situations

¢ Identifies gaps in people, processes, and technology

¢ Provides actionable recommendations for future threat preparedness

e Strengthens incident response capabilities and organizational resilience

e Supports compliance and risk management objectives

o Facilitates cross-team collaboration and communication

o Delivers executive-level insights for strategic decision-making

¢ Reduces business risk and potential impact of cyber incidents

e Improves overall security posture
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2.3 Service constraints

Requires active participation and engagement from client stakeholders
Scenario outcomes depend on client response and evidence provided

Limited to the scope and environment defined for the exercise
Recommendations are based on observed responses and may require further
validation

2.4 Value Proposition for UK Public Sector

DXC’s Attack Simulation (IR Tabletop) empowers UK public sector organizations to
proactively test and improve their cyber incident response capabilities. By simulating realistic
attack scenarios, DXC helps clients identify vulnerabilities, strengthen processes, and ensure
readiness for future threats, delivering measurable improvements in security, compliance,
and operational resilience.
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About DXC Technology

DXC Technology (NYSE: DXC) is a leading global provider of information technology
services. We're a trusted operating partner to many of the world’s most innovative
organizations, building solutions that move industries and companies forward. Our
engineering, consulting and technology experts help clients simplify, optimize and
modernize their systems and processes, manage their most critical workloads,
integrate Al-powered intelligence into their operations, and put security and trust at
the forefront. Learn more on dxc.com.

Every day we deliver excellence for our customers and colleagues. We use the
power of technology to deliver mission-critical IT services that move the world. Our
customers entrust us to deliver what matters most. We are DXC.

An Employer of Choice

We inspire and take care of our people. We work to create a culture of learning,
diversity and inclusion for all our people to grow and reach their full potential.

A Trusted Technology Partner

We understand technology and are committed to delivering excellence for our
customers.

A Company that Cares

We are committed to improving the communities in which we live and work. We are
good stewards of our company, our customers and the world.

Deliver Mission Critical
We deliver the mission-critical IT services that move the world.
Entrusted to Deliver

Every day, we earn our customers’ trust by delivering transformative technologies to
ensure the success, safety and well-being of businesses and people worldwide.

Delivery Excellence

Our delivery excellence gives planes flight, helps patients heal, and increases the
scale and speed of commerce.

Deliver What Matters Most

We are proud of the work we do and the trust and confidence our customers place in
us to deliver what matters most.

Learn more at

https://dxc.com/us/en/offerings/security
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