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DXC Zero Trust for UK Public Sector 

 

DXC Overview 

DXC delivers a comprehensive Zero Trust solution that enhances security without disrupting 
existing infrastructure.   

Increases in remote users and enterprise cloud migrations means organisations must 
protect large and constantly changing attack surfaces. Traditional perimeter security 
approaches are now outdated. DXC endorses Zero Trust as the most effective way to 
secure the new perimeter: people. With users everywhere, protecting network access 
requires a defensive, multi-layered approach - and DXC’s Zero Trust solution is the answer.  

DXC services that address Zero Trust model include: 

• Digital Identity Services (PAM, IGA, etc.) 

• Zero Trust Network Access  

• Segmentation  

• Cloud Access Security Broker  

• Secure Web Gateway 

• Cloud Security Services 

 

There are three core principles of Zero Trust and DXC adds a fourth based on 
our experiences as a leading cybersecurity services provider: 

• Verify Explicitly: Enforce dynamic authorization at all times, basing access 
decisions on multiple factors including identity, location, device health, and 
behavioral anomalies  

• Least-Privileged Access: Grant only the minimum necessary privileges to 
resources, limited in both scope and duration. This replaces broad network 
access with precise, controlled permissions 

• Assume Breach: Operate under the assumption that a breach has occurred. 
Adopt a "never trust, always verify" mindset and implement strong network 
segmentation to limit potential lateral movement 

Continuous Monitoring and Assessment: DXC’s additional principle helps 
identify and mitigate risks proactively, enhancing overall cybersecurity resilience 

 

 

 

Service Feature 

• 24x7 end-to-end continuous monitoring and assessment 

• Zero Trust & Least Privilege Access  

• Secure remote access to replace legacy VPN solutions 
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Service Benefits 
 

• Counters evolving cyber threats with agile detection and response 

• Limits the potential spread of breaches through  
microsegmentation 

• Improves remote access security over legacy VPNs  

• Secures access to diverse corporate apps (on-prem to cloud XaaS) 

• Supports compliance with granular access controls 

• Helps contain breaches and prevent attackers from reaching critical systems 

 

 

Differentiation 

• Collaborative, scalable Zero Trust adoption approach. 

• DXC is a full stack global systems integrator (GSI), with deep understanding of 
network modernization and cloud migration, provides E2E partnership required for a 
successful adoption of Zero Trust. 

• Senior-level partnerships with multiple vendors; technology-agnostic advice. 

• Comprehensive enterprise services portfolio including Strategy and Advisory, Identity 
Services, Endpoint Management. 

 

 

 

Value Proposition for UK Public Sector 

• Easy adoption of Zero Trust principles to counter evolving threats with agile detection 
and response.  

• Application of micro-segmentation allowing organizations to gain uninterrupted 
defence and granular insight.  
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• Reshaped remote access provision which allows elimination of implicit trust and 
enforces continuous verification. 

• Strengthen regulatory compliance through continuous verification and granular 
access controls for audit compliance requirements. 

 

 

Customer Challenges 

• Lack of visibility for how users and systems interact. 

• Lack of ability to stop lateral movement during an attack. 

• Too many systems and networks in-scope for compliance. 

• Breaches and ransomware can expand rapidly. 

 

Results 

• Expert guidance on Zero Trust micro-segmentation  

• Granular blocking of malicious traffic at host-level 

• Reduce breach size and response time 

• Strengthened resilience against evolving cyber threats. 

 

Case study 

 

ZTNA for ExxonMobil    

• Global organization with 90k employees plus contractors required simplified 
connectivity  

• Users connecting from offices and Coffee Shops to Oil Rigs  

• Support for legacy mainframe applications and protocols 
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• No user to connect to any resource without coming through Appgate SDP first 

 

Business Outcomes 

• Enabled secure user access to critical applications from anywhere 

• Reduced cost 

• Reduced attack surface 

• Improved remote user experience 

 

About DXC Technology 

DXC Technology (NYSE: DXC) is a leading global provider of information technology 
services. We’re a trusted operating partner to many of the world’s most innovative 
organizations, building solutions that move industries and companies forward. Our 
engineering, consulting and technology experts help clients simplify, optimize and 
modernize their systems and processes, manage their most critical workloads, integrate AI-
powered intelligence into their operations, and put security and trust at the forefront. Learn 
more on dxc.com. 

Every day we deliver excellence for our customers and colleagues. We use the power of 
technology to deliver mission-critical IT services that move the world. Our customers entrust 
us to deliver what matters most. We are DXC. 

An Employer of Choice 

We inspire and take care of our people. We work to create a culture of learning, 

diversity and inclusion for all our people to grow and reach their full potential. 

A Trusted Technology Partner 

We understand technology and are committed to delivering excellence for our 

customers.  

A Company that Cares 

We are committed to improving the communities in which we live and work. We are good 
stewards of our company, our customers and the world. 

Deliver Mission Critical 

We deliver the mission-critical IT services that move the world. 

Entrusted to Deliver 

Every day, we earn our customers’ trust by delivering transformative technologies to ensure 
the success, safety and well-being of businesses and people worldwide. 

Delivery Excellence 

Our delivery excellence gives planes flight, helps patients heal, and increases the scale and 
speed of commerce. 

http://www.dxc.com/


DXC Technology – Zero Trust  – Service Description 

Public 

© Copyright 2025 DXC Technology Company. All rights reserved. December 2025 

7 

Deliver What Matters Most 

We are proud of the work we do and the trust and confidence our customers place in us to 
deliver what matters most. 

 

Learn more at  

https://dxc.com/us/en/offerings/security/cyber-defense
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