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DXC Offensive Security Services for UK Public
Sector

DXC Service Overview

DXC Strikeforce services offer a comprehensive portfolio of services to ensure that
your organization can identify, manage, and mitigate vulnerabilities. We help clients
to avoid, identify and remediate vulnerabilities in their applications, infrastructure to
improve security resilience and adhere to regulatory compliance. DXC Strikeforce
supports on-demand or long-term (package-based) offensive assessments. The on-
demand approach is typically for customers who need a one-time penetration test or
red team operation for a specific requirement and have limited visibility for the
overall demand for an offensive service. In contrast, the package-based approach is
offered to customers who have a long-term requirement and planning for an
offensive service demand.

DXC Strikeforce employees hold relevant security certifications.
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Figure 1 — Certifications
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Service Feature

Bronze Package: This package targets medium size organizations who have
security concern on their external applications and underlying infrastructure
which could be on cloud or on premise. The bronze package offers 90 days of
man-day effort in a year and the client can chose any security assessment
type from DXC Strikeforce application security or infrastructure security
offensive assessments catalog.

Silver Package: This package targets medium size organizations who have
the similar concerns defined in bronze package and have interest in red team
operations. The silver package offers 140 days of man-day effort in a year
and the client can chose any security assessment type from DXC Strikeforce
application security or infrastructure security offensive assessments catalog.

Gold Package: This package targets large size organizations who have
security concern on their external/internal applications and underlying
infrastructure which could be on cloud or on premise. The gold package
offers 200 days of man-day effort in a year and the client can chose any
security assessment type from DXC Strikeforce application security or
infrastructure security offensive assessments catalog.

Platinum Package: This package targets large size organizations who have
the similar concerns defined in gold package. The platinum package offers
280 days of man-day effort in a year and the client can chose any security
assessment type from DXC Strikeforce application security or infrastructure
security offensive assessments catalog

Service Benefits

Identify misconfigurations, unused privileges, shadow resources, and
deviations from best practices before attackers do.

Demonstrates the actual blast radius of a breach including lateral movement
opportunities, privilege escalation, and data exposure.

Concrete, prioritized remediation steps to improve defenses where they’ll
have the biggest effect.

Identify long-term security strategy improvements

Provides evidence for compliance and regulatory audits, reducing the burden
during external reviews and demonstrates due diligence in cloud security
governance.

Test attack chains and adversary TTPs relevant to your environment. ¢

Measure the prevention, detection and logging capability for adversarial
techniques.

Concrete, prioritized remediation steps to improve defenses where they’ll
have the biggest effect.
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¢ Understand the activities behind triggered alerts to ensure correct actions are
taken.

e Validate SOC workflows, IR playbooks, and security tooling for efficiency.
Train defenders through hands-on collaboration and knowledge transfer.

Case Study

DXC Offensive Security Services
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About DXC Technology

DXC Technology (NYSE: DXC) is a leading global provider of information
technology services. We're a trusted operating partner to many of the world’s most
innovative organizations, building solutions that move industries and companies
forward. Our engineering, consulting and technology experts help clients simplify,
optimize and modernize their systems and processes, manage their most critical
workloads, integrate Al-powered intelligence into their operations, and put security
and trust at the forefront. Learn more on dxc.com.

Every day we deliver excellence for our customers and colleagues. We use the
power of technology to deliver mission-critical IT services that move the world. Our
customers entrust us to deliver what matters most. We are DXC.

An Employer of Choice

We inspire and take care of our people. We work to create a culture of
learning, diversity and inclusion for all our people to grow and reach their
full potential.

A Trusted Technology Partner

We understand technology and are committed to delivering excellence for
our customers.

A Company that Cares

We are committed to improving the communities in which we live and work. We are
good stewards of our company, our customers and the world.

Deliver Mission Critical
We deliver the mission-critical IT services that move the world.
Entrusted to Deliver

Every day, we earn our customers’ trust by delivering transformative technologies to
ensure the success, safety and well-being of businesses and people worldwide.

Delivery Excellence

Our delivery excellence gives planes flight, helps patients heal, and increases the
scale and speed of commerce.

Deliver What Matters Most

We are proud of the work we do and the trust and confidence our customers place in
us to deliver what matters most.

Learn more at

https://dxc.com/us/en/offerings/security/cyber-defense
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