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Cornerstone OnDemand – Licenses Terms (Agreement) 

 
 

1. Definitions. 
1.1 “Affiliate” means a party that partially (at least 50%) or fully controls, is partially or fully controlled by, or is under partial (at least 

50%) or full common control with, another party. 
1.2 “Customer Content” means any and all courses, learning objects, certifications, quizzes, tests, materials, instructor-led sessions, 

documents, or URLs created and/or introduced by Customer or its Affiliates that reside in the Software. 
1.3 “Customer Data” means personal data regarding Customer’s or its Affiliates’ Users which is uploaded to the Software pursuant 

to this Agreement.  
1.4 “Documentation” means the standard online functional documentation available for the Software. 
1.5 “Order” means a purchase made by Customer hereunder in an order, schedule, statement of work, addendum, or amendment 

signed by both parties.  
1.6 “Services” means any services rendered by Cornerstone to Customer, including, but not limited to: (i) hosting and making 

available the Software; (ii) hosting, delivery, and/or distribution of eLearning content; (iii) provision of technical support for the 
Software; and/or (iv) consulting, assistance or training services, each as specified on an Order. 

1.7 “Software” means (i) any and all of Cornerstone’s and its Affiliates’ proprietary web-based applications, including, without 
limitation, all updates, revisions, bug-fixes, upgrades, and enhancements thereto; and (ii) application functionality and eLearning 
content provided by Cornerstone and/or Cornerstone-contracted third parties. 

1.8 “User” means an individual with credentials issued by Customer to log on to the Software and with a designation of “active” unless 
otherwise described in the applicable Order. Users may be employees or non-employees.  

2. Rights; Usage. In accordance with the terms and conditions of the Agreement, Cornerstone gives Customer the non-transferable and 
non-assignable right for the duration of applicable Orders to use, and to permit its and its Affiliates’ Users to use, the Software items 
listed therein on a non-exclusive basis via the Internet, subject to the maximum quantities set forth therein. Cornerstone may review 
Customer’s compliance with the terms of each Order and, for clarity, reserves the right to charge for any quantity overages.  

3. Use Restrictions. The Software and Services may be used only for Customer’s and its Affiliates’ own lawful business purposes. Customer 
shall not: (a) use or deploy the Software in violation of applicable laws or this Agreement; (b) store, process, publish or transmit any 
threatening, infringing or offensive material, or material that constitutes a security risk or a violation of any party’s privacy, intellectual 
property or other rights; (c) resell any Software or Services or operate a service bureau, outsource, rent, sublicense or use in a time-
sharing capacity except as expressly permitted by Cornerstone; (e) create any derivative works based upon the Software; (f) reverse 
engineer, reverse assemble, decompile or otherwise attempt to derive source code from the Software or any part thereof (except to the 
extent that such restriction is not permitted under applicable law); (g) upload any data not required to use the Software as generally 
intended; (h) make any Software or Services available to any unauthorized parties; (i) perform penetration or similar tests (for example, 
network discovery, port and service identification, vulnerability scanning, password cracking or remote access testing) on the Software 
or Services; or (j) publicly release the results of benchmark tests or other comparisons of any Software or Services with other software, 
services, or materials. Customer will be responsible for Users’ compliance with the Agreement and liable for Users’ breach thereof. In 
the event of a breach of any of the foregoing prohibitions, Cornerstone reserves the right to suspend access to the Software, to the 
extent and for so long as reasonably necessary, to prevent harm to Cornerstone, Customer, other Customers, and/or Cornerstone’s 
partners, vendors and suppliers with such notice as may be reasonable in the context of the prospective harm. Customer will ensure 
that it has obtained all necessary consents and approvals for Cornerstone to access Customer Data for the purposes permitted under 
this Agreement. Upon expiration or termination of this Agreement, Customer shall cease using all Software and Services.  
Cornerstone shall have a royalty-free, worldwide, perpetual, irrevocable license to use or incorporate into the Software and Services any 
suggestions, ideas, enhancement requests, feedback, recommendations, or other information provided by Customer or its users relating to 
the operation of the Software and Services. 

4. Statistical Data. Without limiting the confidentiality rights and intellectual property rights protections set forth in this Agreement, 
Cornerstone has the perpetual right to use aggregated, anonymized, statistical data (“Statistical Data”) derived from the operation of 
the Software, and nothing herein shall be construed as prohibiting Cornerstone from utilizing the Statistical Data for product optimization, 
improving Customer experience and other internal business and/or operating purposes, provided that Cornerstone does not share with 
any third party Statistical Data which reveals the identity of Customer, Customer’s users, or Customer’s Confidential Information. 
 

5. Privacy and Security. Cornerstone will: (a) according to ISO 27001 and 27701 (or successor/equivalent) standards and solely its own 
security policies, maintain appropriate safeguards for protection of Customer Data, including regular back-ups, security and incident 
response protocols, and application and infrastructure monitoring; (b) process Customer Data in accordance with the parties’ then-
current data processing agreement, and applicable data protection laws and regulations to which it is subject; and (c) not access, modify, 
or disclose Customer Data, except as compelled by law, to prevent or address service or technical issues, or if otherwise permitted by 
Customer. Customer may retrieve Customer Data any time during the term of the Agreement. If requested, at a scope and price to be 
agreed, Cornerstone will assist with such data retrieval. 

6. Support. Cornerstone shall provide the technical support stated in the applicable Order. Only the number of administrators set forth in 
the applicable support package description (i.e., not all Users) who have completed the requisite training may contact Cornerstone for 
support. Customer agrees to promptly provide Cornerstone with sufficient documentation, data and assistance with respect to any 
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reported errors, and to reasonably cooperate with Cornerstone, in order for Cornerstone to comply with its support obligations hereunder. 
In no event shall Cornerstone be responsible or liable for any errors, bugs or other problems contained in or originating from hardware 
or software not provided by Cornerstone. Should use of the Software result in denial of service (DoS) with respect to the Software, 
Cornerstone may disable the implicated Customer Content and/or suspend access to the Software only if and for so long as necessary 
to restore service. Cornerstone may give general notices applicable to all of its customers by means of a notice on the portal for the 
Services, 

8. Intellectual Property. As between the parties, (i) Customer retains all proprietary and intellectual property rights, title and interest in and 
to Customer Data and Customer Content and (ii) Cornerstone, its Affiliates and suppliers will and do retain all proprietary and intellectual 
property rights, title and interest in and to the Software and Services. 

9. Warranties.  
a) Cornerstone warrants that the Software will perform substantially in material accordance with the Agreement and applicable 

Documentation regarding existing functionality provided by Cornerstone; no new or different functionality is promised hereunder. 
b) In the event of a breach of the warranty set forth in Section 11.2, Customer’s sole and exclusive remedy will be that Cornerstone 

shall, upon receipt of written notice of breach, make diligent efforts to become compliant with the warranty set forth in Section 11.2, 
and if Cornerstone does not do so within a reasonable period of time, Customer will be entitled to terminate this Agreement. 

c) To the extent permitted by applicable law, Cornerstone disclaims all other warranties, express or implied, statutory or otherwise, 
including without limitation warranties of merchantability, fitness for a particular purpose, and any warranties arising from a course 
of dealing, usage or trade practice. Cornerstone does not warrant that the services will be uninterrupted or error-free. 

10. Miscellaneous Provisions.  
a) Third-Party Applications and Service Providers.  

i) External Applications. Cornerstone shall not be responsible for Customer’s access to, or operation of, third-party applications 
purchased separately by Customer from a third party, including without limitation those that may be capable of interoperating with 
the Software.  

ii) Optional Features. Cornerstone’s Software may include certain optional features provided by third parties (“Optional Features”). 
A list of such Optional Features, including information regarding the security, privacy, and/or support policies of those third parties, 
is available upon request. 

iii) Service Providers. Cornerstone has certified a select group of third-party service providers that implement, configure, and/or 
administer Software (“Certified Consultants”). A list of Certified Consultants is available upon request. Customer may not permit 
any non-Certified Consultant to implement and/or configure Software. None of the warranties or support obligations hereunder 
shall apply to any Software implemented or configured by any non-Certified Consultant.  

 
b) Trade Controls. Customer understands that use of the Software and Services is subject to export controls, trade and economic 

sanctions, and anti-boycott laws and regulations to which the parties or Software and Services may be subject. Customer shall not, 
and shall not permit users of the Software and Services to, access or use the Software or Services in violation of any such laws and 
regulations, including, without limitation, the Export Administration Regulations maintained by the U.S. Department of Commerce, 
and the trade and economic sanctions maintained by the U.S. Treasury Department’s Office of Foreign Assets Control. 
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DATA PROCESSING ADDENDUM 
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[CUSTOMER/BUYER NAME] (“CUSTOMER” OR “CLIENT”) 

 
AND 

 
[CORNERSTONE/SUPPLIER NAME] (“CORNERSTONE”) 
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Preamble 
 
This Data Processing Addendum (the “Addendum”) forms part of and is subject to the terms of the master 
agreement (or similar designation) executed by Customer and Cornerstone (the “Master Agreement”) 
concerning the provisioning of human capital management software by Cornerstone (hereinafter also the 
“Processor”) to Customer (hereinafter also the “Controller”). It applies to all activities carried out by the 
Processor within the framework of the Master Agreement whereby the Processor's employees or third 
parties commissioned by the Processor might Process Personal Data of the Controller and/or its users. In the 
event of any conflict between the terms of the Master Agreement and the terms of this Addendum, the 
terms of this Addendum shall prevail. 
 
1 Definitions  

Capitalized terms used, but not otherwise defined, herein shall have the same meanings assigned to 
those terms in the Master Agreement. 

 
1.1 “Data Protection Legislation” means any privacy and data protection law or regulation 

to which Cornerstone is subject as a data processor when providing the Services to the Customer as 
amended from time to time, such as but not limited to Regulation (EU) 2016/679 of 27 April 2016 
(GDPR), the U.K. Data Protection Act 2018, the UK General Data Protection Regulation (Regulation 
(EU) (2016/679)) (UK GDPR), .  

 
1.2 "Personal Data" means any information Processed by Cornerstone on behalf of Customer relating 

to an identified or identifiable natural person.  
 
1.3 "Personal Data Breach" means a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorized disclosure of, or access to, Personal Data transmitted, stored or 
otherwise Processed. 

 
1.4 “Process” or “Processing” means any operation or set of operations which is performed on Personal 

Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise making available, alignment or combination, restriction, 
erasure or destruction. 

 
2 Scope of the Addendum 

Cornerstone acts as a processor for Customer, who acts as the controller. Personal Data may include 
the categories of Personal Data, the categories of data subjects and the purposes of the Processing 
set out in Annex 1. 

 
3 Processing of Personal Data 
3.1 Cornerstone shall Process Personal Data for the purposes of providing services under the Master 

Agreement only in accordance with the Master Agreement and this Addendum, and in accordance 
with documented instructions listed in this Addendum and the Master Agreement. Customer may 
issue further documented instructions consistent with and in the scope of this Addendum and the 
Master Agreement. Cornerstone shall immediately inform Customer if, in Cornerstone’s opinion, an 
instruction infringes Data Protection Legislation. In case Cornerstone is required to Process Personal 
Data by Data Protection Legislation to which Cornerstone is subject, Cornerstone shall inform 
Customer of that legal requirement before Processing, unless that law prohibits such informing on 
grounds of important public interest. 

 
3.2 Cornerstone must limit the access to Personal Data to its employees and Subprocessors for whom 

access to said data is reasonably necessary to fulfill Cornerstone's obligations to Customer. 
Cornerstone must ensure that persons authorized to Process Personal Data are bound by the same 



Data Processing Addendum  CONFIDENTIAL v 2.4 International Page 3 of 9 

or equivalent confidentiality obligations as Cornerstone and/or are under an appropriate statutory 
obligation of confidentiality.  

 
3.3 Cornerstone shall implement and maintain appropriate technical and organizational measures in line 

with Data Protection Legislation. For this purpose, the parties agree on the security measures set 
forth in Annex 2 for the Processing of Personal Data. 

 
3.4 The appropriate technical and organizational security measures must be determined with due regard 

to: 
 

(i) the state of the art, 
(ii) the cost of their implementation, and 
(iii) the nature, scope, context and purposes of Processing as well as the risk of varying 

likelihood and severity for the rights and freedoms of natural persons. 
 
3.5 Cornerstone shall make available to Customer upon request information necessary to demonstrate 

compliance with Processor’s obligations set forth in Data Protection Legislation, and allow for and 
reasonably assist with audits, including inspections, conducted by the Controller or an independent 
third party auditor appointed by the Controller, as follows: 

 
(i) Cornerstone shall at its own cost obtain and make available upon Customer’s request 

an audit report from an independent auditor regarding Cornerstone's compliance 
with the data security requirements of the controls defined in SSAE 18 or ISO 27001 
(or equivalent standard). Such audit report must be issued on the basis of a 
recognized standard for such reports. 
 

(ii) In addition, Customer is entitled, at a time and scope to be agreed by the parties, to 
conduct or have conducted an annual audit, including an inspection, if and to the 
extent the audit report set forth in the preceding paragraph does not meet the 
requirements set forth in Data Protection Legislation. Any third party auditor shall 
not be a competitor of Cornerstone, and shall, upon Cornerstone’s request, sign a 
customary non-disclosure agreement to treat all information obtained or received 
from Cornerstone confidentially, and may share any such information obtained or 
received only with Customer and Cornerstone. Customer shall be responsible for 
costs of the audit, and agrees to pay Cornerstone a reasonable fee per audit to be 
mutually agreed by the parties to cover Cornerstone assistance with the audit. An 
additional audit may take place: (i) if required by a competent legal supervisory 
authority of Customer; or (ii) following a Personal Data Breach. 

 
3.6 Cornerstone shall without undue delay, unless such notification is prohibited under applicable law, 

notify Customer about any: 
 

(i) request by a legal authority for disclosure of Personal Data Processed under the 
Agreement; or 

 
(ii) request for access to Personal Data received regarding an identified data subject. 

 
3.7 Cornerstone shall notify Customer without undue delay after becoming aware of a Personal Data 

Breach. The notification shall at least describe the nature of the Personal Data Breach (including, 
where possible, the categories and approximate number of data subjects concerned and the 
categories and approximate number of Personal Data records concerned) and the measures taken 
or proposed by Cornerstone to address the Personal Data Breach. 
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3.8 Cornerstone shall provide reasonable and timely assistance to Customer to help enable Customer to 
respond to: (i) any request from a data subject to exercise any of the data subject’s rights under 
applicable data protection laws (including its rights of access, correction, objection, erasure and data 
portability, as applicable); and (ii) any other correspondence, enquiry or complaint received from a 
data subject, regulator or other third party in connection with the Processing of the Personal Data. 
In the event that any such request, correspondence, enquiry or complaint is made directly to 
Cornerstone, Cornerstone shall promptly inform Customer and provide full details of the same, 
except to the extent prohibited by law. 

 
3.9 Cornerstone shall, upon Customer’s request, reasonably assist the Controller in ensuring compliance 

with Controller’s obligations under applicable Data Protection Legislation (including security of 
Processing, notification of Personal Data breach, data protection impact assessment and prior 
consultation), based on the nature of Processing and the information available to Cornerstone 

 

3.10 In the event Customer’s designated account manager at Cornerstone cannot assist with a data 
privacy enquiry, Customer may contact Cornerstone’s data protection officer at dpo@csod.com. 

 
3.11 Assistance contemplated by this Section 3 shall be provided to Customer at no charge if the request 

can be fulfilled by providing information via Customer’s portal and/or by supplying readily available 
documentation in Cornerstone’s possession. 

 
4 Customer's General Obligations 

Customer will comply with all its obligations under applicable data protection laws and regulations.  
 
5 Other Data Processors 
5.1 Cornerstone may engage other processors (each a “Subprocessor”) for the Processing of Personal 

Data under this Addendum, provided Cornerstone ensures such Subprocessors’ compliance with the 
terms of this Addendum. As of the effective date of the Addendum, Cornerstone relies on the 
Subprocessors listed in the Order as well as on https://trustcenter.cornerstoneondemand.com/ to 
provide the Services.  

 
5.2 Prior to the engagement of another Subprocessor, Cornerstone shall inform Customer’s 

administrator and Customer’s contact registered on 
https://trustcenter.cornerstoneondemand.com/ of the intended subprocessing at least 30 days 
prior thereto, thereby giving Customer the opportunity to object to such change on reasonable 
grounds. 

 
5.3 Customer authorizes Cornerstone to transfer Personal Data to Cornerstone Affiliates and/or other 

Subprocessors located in locations outside the European Economic Area, as is reasonably required 
to provide support, perform technical projects or perform other types of services under the Master 
Agreement, provided that, to the extent applicable, either: (i) such locations are recognized by the 
European Commission and/or the UK as providing adequate data protection or (ii) Cornerstone has 
executed Processor to Processor EU or UK (as applicable) Standard Contractual Clauses with such 
required Affiliates and/or other Subprocessors including where appropriate supplementary 
measures. 

 
5.4 Cornerstone shall remain fully liable to Customer for the performance of its Subprocessors’ 

obligations hereunder.  
 
6 Data Retrieval and Deletion  
6.1 Customer may retrieve its Personal Data at any time prior to termination of the Master Agreement 

as set forth therein.  
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6.2 Promptly upon the expiration or earlier termination of the Master Agreement, or earlier upon 

Customer’s request, Cornerstone shall securely destroy or render unreadable or undecipherable, 
each and every original and copy in every media of all Personal Data in Cornerstone’s possession, 
custody or control.  

 
6.3 Notwithstanding section 6.2, backups of Personal Data are to be deleted according to and in 

compliance with Cornerstone’s general backup cycle, which means that backups will be deleted at 
the latest within approximately six (6) months from the decommissioning of Customer’s portal, 
which occurs generally within 30 days following termination or expiration of the Agreement. 

  
6.4 Cornerstone shall provide to Customer, upon Customer’s request, written confirmation that deletion 

has occurred in accordance with this section 6.  
 
6.5 In the event applicable law does not permit Cornerstone to comply with delivery or destruction of 

Personal Data as set forth herein, Cornerstone shall ensure the privacy, confidentiality and security 
of Personal Data in accordance with the standards agreed in this Addendum and shall not use or 
disclose any Personal Data after termination of the Master Agreement. 

 
7 Miscellaneous  

The parties may agree in good faith on any reasonable amendment to the Addendum required to 
maintain compliance with the applicable law. Such amendment may include additional fees to be 
reasonably agreed by the parties. 

 
Agreed and accepted: 
 

Customer Cornerstone  
Signature:  Signature:  

Name:  Name:  

Title:  Title:  

Date:  Date:  

 
 

Approved as to form:  
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ANNEX 1 

 
I.  Categories of data, categories of data subjects and purposes of the Processing  
 
a) Categories of Personal Data 
 
The Personal Data being Processed by Processor may concern the following categories of data: 
 

• Learning, performance, recruiting, and/or HR data 
 

b) Categories of data subjects 
 
The Personal Data Processed by Processor may concern the following categories of data subjects: 

 
• Employees, suppliers, contractors, agents, directors, officers, customers, members, and/or partners 

of the Controller and/or its affiliates 
 

c) Purpose and nature of the Processing operations  
 
Personal Data may be Processed by Processor for the following purposes: 

• Delivery and use of human capital management software;  
• Implementation services related to configuration of human capital management software;  
• Product support; and 
• Technical projects  

 
as further described in Processor’s audit reports and IT security policy. 
 
d) Special categories of data 
 
None. 
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ANNEX 2 
 
Security measures  
 
(1) Processor shall Process Personal Data in accordance with applicable law to which Processor is 
subject and in accordance with the data security requirements of the controls defined by latest available 
SSAE 18 SOC 2 or ISO 27001 implemented controls (or equivalent standard).  
 
(2) Processor shall appoint a fixed contact point for Customer to carry out any matters in relation to the 
Processing of Personal Data. 
 
(3) Processor shall ensure that Processor's employees receive adequate training and instructions, 
including, but not limited to, education on general safety awareness, relevant security policies and 
procedures, and Personal Data Processing.  
 
(4) Processor shall maintain organizational and technical measures to ensure separation of data 
between clients and systems. 
 
(5) Access Control of Processing Areas  

Processor shall maintain suitable measures in order to prevent unauthorized persons from gaining access to the data 
Processing equipment (namely telephones, database and application servers and related hardware) where the 
Personal Data is Processed or used. This is accomplished by measures like: 

- establishing security areas; 
- protection and restriction of access paths; 
- securing the decentralized telephones, data Processing equipment and personal computers; 
- establishing access authorizations for employees and third parties, including the respective documentation; 
- regulations on card-keys; 
- restriction on card-keys; 
- all access to the data centre where Personal Data is hosted is logged, monitored, and tracked;  
- the data centre where Personal Data is hosted is secured by a security alarm system; and  
- other appropriate security measures. 

(6) Access Control to Data Processing Systems  

Processor shall maintain suitable measures to prevent its Personal Data Processing systems from being used by 
unauthorized persons. This is accomplished by measures like: 

- identification of the terminal and/or the terminal user to the Processor systems; 
- automatic time-out of user terminal if left idle, with identification and password required to reopen; 
- automatic turn-off of the user ID when several erroneous passwords are entered;  
- log file of events (monitoring of break-in-attempts); 
- issuing and safeguarding of identification codes; 
- dedication of individual terminals and/or terminal users, and identification characteristics exclusive to specific 

functions;  
- employee policies and training with respect to each employee's access rights to Personal Data (if any), including 

informing employees about their obligations and the consequences of any violations of such obligations, to 
ensure that employees will only access Personal Data and resources required to perform their job duties; and 

- all access to data content is logged and monitored. 
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(7) Access Control to Use Specific Areas of Data Processing Systems 

Processor commits that the persons entitled to use its Personal Data Processing system are only able to access the 
data within the scope and to the extent covered by its access permission (role or authorization) and that Personal 
Data cannot be read, copied or modified or removed without authorization. This shall be accomplished by: 

- employee policies and training with respect to each employee’s access rights to the Personal Data; 
- allocation of individual terminals and/or terminal user, and identification characteristics exclusive to specific 

functions; 
- monitoring capability in respect of individuals who delete, add or modify the Personal Data; 
- effective and measured disciplinary action against individuals who access Personal Data without authorization; 
- release of Personal Data only to authorized persons; 
- control of files, controlled and documented destruction of Personal Data; and 
- policies controlling the retention of back-up copies. 

(8) Availability Control  

Processor shall maintain suitable measures to ensure that Personal Data are protected from accidental destruction 
or loss. This is accomplished by: 

- infrastructure redundancy;  
- tape backup is stored off-site and available for restore in case of failure of SAN infrastructure for database 

server; 
- complying with Processor’s business continuity policy; and  
- any detected security incident is recorded. 

For all applications supported by the Processor, the following controls will be implemented: 

(9) Transmission Control  

Processor shall maintain suitable measures to prevent the Personal Data from being read, copied, altered or deleted 
by unauthorized parties during the transmission thereof or during the transport of the data media. This is 
accomplished by: 

- use of industry standard firewall and encryption technologies to protect the gateways and pipelines through 
which the data travels (e.g. TLS/SSL); 

- encryption of certain highly confidential data (e.g., personally identifiable information such as National ID 
numbers, credit or debit card numbers) within system transmission; and  

- logging relevant security metadata for data transmissions. 

(10) Input Control  

Processor implements suitable measures to ensure that it is possible to check and establish whether and by whom 
Personal Data has been input into Personal Data Processing systems or removed. This is accomplished by: 

- an authorization policy for the input of data into memory, as well as for the reading, alteration and disposal of 
stored Personal Data;  

- authentication of the authorized personnel; 
- protective measures for the data input into memory, as well as for the reading, alteration and disposal of stored 

Personal Data; 
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- utilization of user codes (passwords); 
- following a policy according to which all employees of Processor who have access to Personal Data Processed 

for Customer shall reset their passwords at a minimum once in a 180 day period, or as defined in Processor’s IT 
Security Policy and in line with potential multi-factors of authentication; 

- providing that entries to Data Processing facilities (the rooms housing the computer hardware and related 
equipment) are capable of being locked; 

- automatic log-off of user IDs that have not been used for a substantial period of time; 
- proof established within Processor’s organization of the input authorization; and 
- electronic recording of entries. 

(11) Processor system administrators (if any): 

Processor shall maintain measures to monitor its system administrators and to ensure that they act in accordance 
with instructions received. This is accomplished by: 

- individual appointment of system administrators; 
- adoption of suitable measures to register system administrators' access logs and keep them secure, accurate and 

unmodified for at least six months; 
- yearly audits of system administrators’ activity to assess compliance with assigned tasks, the instructions 

received by importer and applicable laws;  
- keeping an updated list with system administrators’ identification details (e.g. name, surname, function or 

organizational area) and tasks assigned. 

(12) Separation of Processing for different Purposes  

Processor shall maintain suitable measures to ensure that Personal Data collected for different purposes can be 
Processed separately. This is accomplished by: 

- access to Personal Data is separated through application security for the appropriate users; and 
- modules within Processor’s database separate which data is used for which purpose, i.e., by functionality and 

function.  

Customer acknowledges and agrees that Processor may change its security policies and related security measures, 
provided that Processor maintains, at all times, an overall level of security at least as stringent as the one set forth 
in this Addendum. 

 



Included Customer Success Package 

Customers with the Included Customer Success package will enjoy the following support benefits1: 

1. Application Functionality: General guidance intended to ensure the effective use of the 
Cornerstone application. 

2. Application Issue Management: Analysis, tracking, communication and resolution of production-
related application issues. 

3. Service Request Management: Managing the scoping, tracking and delivery of Service Requests, 
which are requests for standard engineering services. 

4. 24/7 access to our Knowledge Base and Cornerstone Success Center: Customers will have 
around the clock access to self-service resources such as the online Knowledge Base and to our 
customer community in the Cornerstone Success Center where they can self-assist or seek best-
practice advice from Cornerstone Subject Matter Experts and peer organizations. 

The Included Customer Success Package offers the following support features: 

Support Feature Description 

Live Phone 
Support for All 
Critical Issues 

Available during normal business hours, Monday to Friday, to administrators 
that maintain their training certifications 

Named Lead 
Administrators 

 

 Up to 4 individual administrators who may contact Cornerstone Global Product 
Support. 

 

 
1 Specific package features may be subject to change or enhancement over time, though overall support will 
remain at least substantially equivalent. 



 Online 
Support and 
Knowledge 
Base  

Access to Cornerstone’s self-service resources is available 24/7 through the 
web interface within the Cornerstone application. 

Case 
Management 
Tools 

Included, via 24/7 self-service portal. 

Cornerstone 
Success 
Center 
Community 

Included, via 24/7 self-service portal. 

Service levels Standard, as set forth in Cornerstone’s Service Level Agreement 

SERVICE LEVEL AGREEMENT (STANDARD) 

This Service Level Agreement is subject to the terms and conditions of Customer’s agreement with 
Cornerstone (the “Agreement”) and does not become operative until Customer has signed off on 
Implementation, training is completed for all products purchased, and Customer’s portal is live on 
Cornerstone’s production environment. For clarity, this Service Level Agreement applies only to 
“live” portals. 

DEFECTSs 

A "Defect" is a technical defect with the Cornerstone application and/or those portions of software 
integrations within Cornerstone’s control.  Defects fall into two general categories: major (Severity 1 
and Severity 2) and minor (Severity 3). The "Severity" of a Defect is determined by Cornerstone, 
subject to the following definitions and parameters. 

 

Major Defects 



• Severity 1 (S1):    A Defect that results in at least one of the following: (i) the Cornerstone URL 
produces no results, or (ii) Customer's authorized users cannot log in to Cornerstone's application 
after repeated attempts.  "Severity 1" does not include downtime for maintenance. 

• Severity 2 (S2):    A Defect that results in any of the following: (i) an entire application module (e.g., 
Learning Cloud, Performance Cloud, Extended Enterprise Cloud, etc.) is inaccessible; (ii) no course 
is being delivered; (iii) no queue will process any transactions; (iv) no report within the application 
produces any data or the data has not been refreshed in fewer than twenty-four (24) hours; or (v) no 
tasks will launch.  

S1 S2 

Initial 
Notification 

One (1) hour via an Incident Report 

Status 
Updates 

Every two (2) hours until resolution or as indicated in the Incident Report 

Resolution Twelve (12) hours Twenty-four (24) hours 

Remedy 

In the event that Cornerstone has not complied with its "Resolution" obligations 
set forth above, then, for each calendar day (or portion thereof) that Cornerstone 
has not so complied, Customer shall be entitled, as its sole and exclusive remedy 
therefor, to a credit against Customer's next invoice equal to 1/365th of the 
annual fees for Software set forth in the Agreement. 

 

 

Minor Defects 

• Severity 3 (S3):    A Defect in one or more application features. 



For "Severity 3" Defects, Customer determines its priority in having the Defect resolved (i.e., Priority 
1 (P1), Priority 2 (P2), or Priority 3 (P3)).  Any issue not clearly labeled "Priority 1" or "Priority 2" by 
Customer at the time of initial submission will be deemed a "Priority 3" issue.  

As a guideline, below are some examples of the three priority levels: 

• Priority 1 = A prominent feature I routinely use that is important to my business, where multiple 
users are prevented from progressing with important tasks.  There is no work-around.  “I get mad 
whenever I think about it not working.” An example: The submit button on a task is greyed out and a 
user cannot submit a performance review. 

• Priority 2 = A feature that is annoying when it doesn’t work, but multiple users are not prevented 
from progressing with important tasks.  A work-around exists. “I get annoyed but can deal with it not 
working.” An example: Users' transcripts do not accurately reflect course completions. A temporary 
work-around is available via Cornerstone manually running reports for the Customer to access this 
data. 

• Priority 3 = A feature issue that is neither Priority 1 nor Priority 2, including without limitation, 
cosmetic issues with the application.  “I can deal with it.” An example: An image is scaled too large 
on certain printed transcripts. 

S3/P1 S3/P2 S3/P3 

Case 
Generation 

Upon submission 

Status 
Updates 

Available 24/7 via self-service portal. 

Resolution 
Thirty (30) 
business 

days 

Sixty (60) 
business days 

Within a 
reasonable 
time period 

Remedy In the event that Cornerstone has not complied with its 
"Resolution" obligations for S3/P1 and S3/P2 set forth above, 
then Customer shall give Cornerstone prompt, written notice 

N/A 



of such non-compliance. If, after five (5) business days from 
receipt of such notice of non-compliance, Cornerstone still 
has not resolved the problem, then Customer shall be 
entitled, as its sole and exclusive remedy therefor, to a one-
time credit** against Customer's next invoice equal to 1/365th 
of the annual fees for Software set forth in the Agreement. 

UPGRADE/DOWNGRADE OF SEVERITY LEVEL 

If, during the case submission process, the issue either warrants assignment of a higher priority level 
than currently assigned or no longer warrants the priority level currently assigned based on its 
current impact on the production operation of application, then the severity level will be upgraded or 
downgraded accordingly to the severity level that most appropriately reflects its current impact. 

GENERAL QUERIES 

Cornerstone endeavors to respond to all general queries about the application within one (1) 
business day.  

OFFLINE PLAYER SUPPORT 

For Offline Player, Cornerstone support is limited to troubleshooting one model PC in 
the Customer’s environment that meets the minimum technical requirements specified by 
Cornerstone (available in the Cornerstone Success Center). It is the responsibility of the primary 
administrator to ensure all other machines in their environment conform to the model PC 
requirements.  Should the Customer desire troubleshooting assistance with issues other than on the 
model PC, Cornerstone may be available to provide support services for an additional fee. 

Cornerstone will periodically release new versions of Offline Player. Accordingly, technical support 
will be available for the then-current version and immediately prior version only. In addition, if a code 
change is required to resolve the issue, the Customer may be required to upgrade to the then-
current version of Offline Player. The primary administrator is responsible for ensuring that the 
Offline Player is kept up-to-date, including applying available software updates. 

The Customer agrees to provide WebEx access (or other means of remote diagnostics) to the model 
PC upon request to aid troubleshoot efforts.  

 

SOFTWARE AVAILABILITY 

Cornerstone will provide at least 99.5% availability per calendar month to Software (excluding 
reasonable and scheduled maintenance periods, which usually occur at or after 5:30pm US Pacific 
Standard Time on Fridays). In the event that Cornerstone has not complied with this Software 



availability obligation, then, for each 0.3% (or portion thereof) of availability below 99.5%, Customer 
will be entitled, as its sole and exclusive remedy therefor, to a credit against Customer's next invoice 
equal to 1/365th of the annual fees for Software set forth in the Agreement. 

To claim a credit, Customer must submit a credit request within thirty (30) days of the event giving 
rise to a credit. Upon receiving the request, Cornerstone shall have five (5) business days to 
respond. 



Supplementary License Terms for requested additional Software or Content 

  

In the event the Customer/Buyer purchases “EasyGenerator” licenses, the 
following Licensing terms shall apply :. 
 Easygenerator (“Easygenerator”) is a functionality provided by Easygenerator LLC-FZ, a third-
party provider. Original content created by Customer using Easygenerator will be deemed 
Customer Content. Any proprietary Cornerstone or Cornerstone contracted third parties content 
as adapted or modified by Customer using Easygenerator will be deemed Software. 
Easygenerator LLC-FZ may process personal information only as necessary to provide the 
Easygenerator functionality including from countries outside the European Economic Area and 
United Kingdom. The applicable security and privacy policies of Easygenerator LLC-FZ as well 
as the list of its subprocessors are available upon request. 

 

In the event Buyer/Customer purchases Content 

 

Some Content is hosted by third-party content providers. These providers may process 
personal information (e.g., Active User identification, course tracking, etc.) only as 
necessary to provide the Content in accordance with AICC, SCORM, or equivalent 
standards. The list, locations, and security and privacy policies of such providers are 
available upon request. 

 
Purchased course(s) shall be available from the Effective Date, through the earlier of: (i) 
the agreed end date for content; or (ii) termination/ expiration of the Agreement as a 
whole; after which time all access / course registrations shall be terminated or expire 
without refund. Course loading and hosting services are included as a part of this 
purchase. Content subscriptions are non-transferable; they are unique to individual 
users. Notwithstanding the foregoing, where Customer has purchased the Enterprise 
Content subscription, these subscriptions may each be reassigned one time per year. 
Subject to the foregoing. Cornerstone reserves the right to invoice Clients automatically 
for each subscription/registration exceeding the number purchased, based on the total 
Content price set forth in this Agreement, divided by the total number of Active Users 
subscribed to/registered for that Content. 
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	This Data Processing Addendum (the “Addendum”) forms part of and is subject to the terms of the master agreement (or similar designation) executed by Customer and Cornerstone (the “Master Agreement”) concerning the provisioning of human capital manage...
	1 Definitions
	Capitalized terms used, but not otherwise defined, herein shall have the same meanings assigned to those terms in the Master Agreement.
	1.1 “Data Protection Legislation” means any privacy and data protection law or regulation to which Cornerstone is subject as a data processor when providing the Services to the Customer as amended from time to time, such as but not limited to Regulati...
	1.2 "Personal Data" means any information Processed by Cornerstone on behalf of Customer relating to an identified or identifiable natural person.
	1.3 "Personal Data Breach" means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed.
	1.4 “Process” or “Processing” means any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or...

	2 Scope of the Addendum
	Cornerstone acts as a processor for Customer, who acts as the controller. Personal Data may include the categories of Personal Data, the categories of data subjects and the purposes of the Processing set out in Annex 1.

	3 Processing of Personal Data
	3.1 Cornerstone shall Process Personal Data for the purposes of providing services under the Master Agreement only in accordance with the Master Agreement and this Addendum, and in accordance with documented instructions listed in this Addendum and th...
	3.2 Cornerstone must limit the access to Personal Data to its employees and Subprocessors for whom access to said data is reasonably necessary to fulfill Cornerstone's obligations to Customer. Cornerstone must ensure that persons authorized to Process...
	3.3 Cornerstone shall implement and maintain appropriate technical and organizational measures in line with Data Protection Legislation. For this purpose, the parties agree on the security measures set forth in Annex 2 for the Processing of Personal D...
	3.4 The appropriate technical and organizational security measures must be determined with due regard to:
	(i) the state of the art,
	(ii) the cost of their implementation, and
	(iii) the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons.
	3.5 Cornerstone shall make available to Customer upon request information necessary to demonstrate compliance with Processor’s obligations set forth in Data Protection Legislation, and allow for and reasonably assist with audits, including inspections...
	(i) Cornerstone shall at its own cost obtain and make available upon Customer’s request an audit report from an independent auditor regarding Cornerstone's compliance with the data security requirements of the controls defined in SSAE 18 or ISO 27001 ...
	(ii) In addition, Customer is entitled, at a time and scope to be agreed by the parties, to conduct or have conducted an annual audit, including an inspection, if and to the extent the audit report set forth in the preceding paragraph does not meet th...
	3.6 Cornerstone shall without undue delay, unless such notification is prohibited under applicable law, notify Customer about any:
	(i) request by a legal authority for disclosure of Personal Data Processed under the Agreement; or
	(ii) request for access to Personal Data received regarding an identified data subject.
	3.7 Cornerstone shall notify Customer without undue delay after becoming aware of a Personal Data Breach. The notification shall at least describe the nature of the Personal Data Breach (including, where possible, the categories and approximate number...
	3.8 Cornerstone shall provide reasonable and timely assistance to Customer to help enable Customer to respond to: (i) any request from a data subject to exercise any of the data subject’s rights under applicable data protection laws (including its rig...
	3.9 Cornerstone shall, upon Customer’s request, reasonably assist the Controller in ensuring compliance with Controller’s obligations under applicable Data Protection Legislation (including security of Processing, notification of Personal Data breach,...
	3.10 In the event Customer’s designated account manager at Cornerstone cannot assist with a data privacy enquiry, Customer may contact Cornerstone’s data protection officer at dpo@csod.com.
	3.11 Assistance contemplated by this Section 3 shall be provided to Customer at no charge if the request can be fulfilled by providing information via Customer’s portal and/or by supplying readily available documentation in Cornerstone’s possession.

	4 Customer's General Obligations
	Customer will comply with all its obligations under applicable data protection laws and regulations.

	5 Other Data Processors
	5.1 Cornerstone may engage other processors (each a “Subprocessor”) for the Processing of Personal Data under this Addendum, provided Cornerstone ensures such Subprocessors’ compliance with the terms of this Addendum. As of the effective date of the A...
	5.2 Prior to the engagement of another Subprocessor, Cornerstone shall inform Customer’s administrator and Customer’s contact registered on https://trustcenter.cornerstoneondemand.com/ of the intended subprocessing at least 30 days prior thereto, ther...
	5.3 Customer authorizes Cornerstone to transfer Personal Data to Cornerstone Affiliates and/or other Subprocessors located in locations outside the European Economic Area, as is reasonably required to provide support, perform technical projects or per...
	5.4 Cornerstone shall remain fully liable to Customer for the performance of its Subprocessors’ obligations hereunder.

	6 Data Retrieval and Deletion
	6.1 Customer may retrieve its Personal Data at any time prior to termination of the Master Agreement as set forth therein.
	6.2 Promptly upon the expiration or earlier termination of the Master Agreement, or earlier upon Customer’s request, Cornerstone shall securely destroy or render unreadable or undecipherable, each and every original and copy in every media of all Pers...
	6.3 Notwithstanding section 6.2, backups of Personal Data are to be deleted according to and in compliance with Cornerstone’s general backup cycle, which means that backups will be deleted at the latest within approximately six (6) months from the dec...
	6.4 Cornerstone shall provide to Customer, upon Customer’s request, written confirmation that deletion has occurred in accordance with this section 6.
	6.5 In the event applicable law does not permit Cornerstone to comply with delivery or destruction of Personal Data as set forth herein, Cornerstone shall ensure the privacy, confidentiality and security of Personal Data in accordance with the standar...

	7 Miscellaneous
	The parties may agree in good faith on any reasonable amendment to the Addendum required to maintain compliance with the applicable law. Such amendment may include additional fees to be reasonably agreed by the parties.
	I.  Categories of data, categories of data subjects and purposes of the Processing
	 Learning, performance, recruiting, and/or HR data
	b) Categories of data subjects
	 Employees, suppliers, contractors, agents, directors, officers, customers, members, and/or partners of the Controller and/or its affiliates
	c) Purpose and nature of the Processing operations
	Personal Data may be Processed by Processor for the following purposes:
	 Delivery and use of human capital management software;
	 Implementation services related to configuration of human capital management software;
	 Product support; and
	 Technical projects
	as further described in Processor’s audit reports and IT security policy.
	Security measures
	(1) Processor shall Process Personal Data in accordance with applicable law to which Processor is subject and in accordance with the data security requirements of the controls defined by latest available SSAE 18 SOC 2 or ISO 27001 implemented controls...
	(2) Processor shall appoint a fixed contact point for Customer to carry out any matters in relation to the Processing of Personal Data.
	(3) Processor shall ensure that Processor's employees receive adequate training and instructions, including, but not limited to, education on general safety awareness, relevant security policies and procedures, and Personal Data Processing.
	(4) Processor shall maintain organizational and technical measures to ensure separation of data between clients and systems.
	(5) Access Control of Processing Areas
	(6) Access Control to Data Processing Systems
	(7) Access Control to Use Specific Areas of Data Processing Systems
	(8) Availability Control
	(9) Transmission Control
	(10) Input Control
	(11) Processor system administrators (if any):
	(12) Separation of Processing for different Purposes
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