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SERVICE NAME: Security Monitoring Assessment and Design 

SERVICE DESCRIPTION: Security Monitoring is a risk management activity. In order 
to deliver the intended benefits, the monitoring must be 
tailored to the solution, rather than applied generically. This 
service assesses the specific risks to a corporate or 
operational network and defines the monitoring solution 
required to manage associated risks appropriately. 

KEY SERVICE FEATURES:  Fully evidence-based analysis 

 Sector agnostic methodology 

 Tailored threat assessment against the 
organisation and network 

 Assessment of risks based on attack paths and 
attack scenarios 

 Assessment of where monitoring can manage 
identified risks 

 Definition of associated accounting items and 
recordable events 

 Lowers log volumes by focussing only on what is 
required 

 Aligned to relevant guidance including NCSC 
Security Monitoring and GPG13 

 Technology and software neutral 
 

KEY SERVICE BENEFITS:  Lowers cost of security monitoring solution  

 Security Monitoring is tailored to the corporate or 
operational network 

 Allows genuine business benefit from security 
monitoring 

 Provides assurance that risks are appropriately 
managed through monitoring 

 Prevents security monitoring becoming a tick-box 
activity 
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