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Documentation

This document providas specifications on Alert Logic's MDR Solution and the rcles and responsibiities of Alert Logic and
Customer with respect to Alert Legic's MDR Solution.

Offerings

Alert Logic provides managed detection and response, risk assessment, and visibility solutions. Different combinations
of these solutions can ke deployed under a node-based single license as ordered by Customer.

Alert Logic MDR Essentials

MDR Essentials delivers security assessment and posture management and endpoint detection copabilities to Customers
with internal and external vulnerabiity scanning, PCl DSS Approved Scanning Vendor (ASV) scans, including dispute
management, as well as cloud configuration checks, risk scoring, ond audit-ready compliance reports.

Alert Logic MDR Professional

Subject to the SLA, MDR Professional provides 24/7 threat detection for traditional, hybrid, and cloud infrastructures and
applications with escalation netifications accompanied by guidance. MDR Professional includes the features avaioble
in MOR Essentials.

Alert Logic MDR Enterprise

The MDR Professional service can be augmented with MDR Enterprise, in which a security analyst within one of Alert
Logic’s Security Operations Centers (SOC) is personally assigned to the Customer.

Entitlement
Alert Logic's MDR Solution is licensed based on the total number of nedes to be included in the subscription.

Subscriptions are based on banded tiers of node entitlerments. For example, if a customer has 40 ncdes for licensing, they
will be placed in the 26 to 50 node tier.

A node is chassified as a system which has cne or more of the following properties

+ Has the Alert Logic Endpoint Detection agent installed
+ Isincluded in discovery & vulnerability scans
+ Sends network or log data to Alert Logic for analysis

For licensing purposes, Customers can assign nodes based on the following copabilities. For each licensed node
Customers can choose to deploy the endpoint detection to one asset and the other functionality to a different asset:

TOTAL CUMULATIVE ASSIGNABLE NODES

Licensed Nodes Endpoint Protection Discovery & Winerabiity IDS & Log Agent

ESSENTIALS 100 100 100 0
PROFESSIONAL 00 100 100 100

ENTERPRISE Monthy charge on top of MDR Professicnal license
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Each node which sends log data to Alert Logic has an alliowaonce of 100MB of log data per day. SaaS scurces, individuaol
containers and serverless compute (e.g., AWS Fargate, AWS Lambda, Azure Functions) do not count as a node. However,
they do count against the overall keg volume entitiement.

Node discovery and calculation

Nedes are discovered and calculated based on a count of provisioned Alert Logic agents and using network discovery
scans from the Alert Logic network applionce. A daily snapshot of node count is based on a de-duplicated count of
agents & the discovery scan results.

Discovery scans will capture any device in a protected network with an open port or that responds to an ICMP echo
response.

Daily node counts are averaged over a calkendor month to minimize the cost implications of volatility intreduced by
changes and auto-scaling systems.

ENVIRONMENTS DISCOVERY METHOD

AWS Discovery of instances occuns in protectad netwerks based on Cloud APls

Azure Discovery of instances occurs in protected netwarks based on Cloud AP1s

Other Clouds Hosts with provisioned agents

Physical & Virtual Daily discovary scons

Container Systems Based on a court of underlying host(s) that containers are deployed on, not individual containers

Caovculation of usage for @ colandar manth is Based an an average of haurly node cownts far that month

Implementation Options

Customers can implement Alert Logic's MDR Solution in a variety of infrastructure types; aoll implementations can be
managed in a single onkne console. Customers have the option to segregate permissions, reporting, and other aspects
of the MDR Solution through Alert Logic's account model and through separate implementations within each account,
as described later in this document.

Implementations are supported by Alert Logic in cooperation with the Customer throcugh onboarding and customer
technical team enablement.

Automatic Mode

By allowing Alert Logic permissions on the indicated public cloud platforms activities such as network configuration, cloud
log collection and opplionce deployments can be performed automatically. Server and endpoint agent deployments
must be performed by the Customer.

Manual Mode

In manual mede, configuration and appliance deployments must be carried cut by the Customer or automated in its
chosen framework.
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Alert Logic's MDR Solution is comprised of software as a service (SaaS) deliveraed technologies and tools combined with
S0C Services.

The MDR Soluticn is deployed within a project framework delivered by Alert Logic based on Customer cooperation and
Customer provided information.

Description

This section describes the customer-facing services for implementation, security operations, and support of the MDR
Solution.

Implementation Support

Included in: MDR Solution MDR Profe:

Alert Logic's MDR Solution depend on the technology deployed into the Customer’s environments to collect, analyze, and
forward data back to Alert Logic's systems for further analysis.

Customers are responsible for the installation of the opplionces and system agents required to collect dato. Appliance
content, software updates, and agent version updates are managed by Alert Logic. Customers must choose either
Eurcpe or US as a location for storage of their data.

WHO DOES WHAT

Alert Implementation and deployment expertise with remote suppart and guidance, SaaS-delivered deployed technology
Logis provides updates and O securty analysis platform

Configure their infrastructure, ensure apphonces and ogents can communicate with each other and Alert Logic
systermns, Ensure the deployment of the Alert Logic agemt onto their systems 5 healthy and that new customers’

Customers must systemns are included in the deployment for pratected networks by installing new agents or madifying network
configuration
Part — Provide hands-on assistance for deployment and on-gong management of the deploymaent of Alert Logic

technologies into protected networks

Depending on the MDR offering subscribed to (MDR Essentials, MDR Professional or MDR Enterprise) deployment can
include working on deploying scanning and detection technologies, setting up the service aspects, etc. Virtual meetings
may be held that include Alert Logic project managers, technical implementation stoff, and their Customer or partner

counterparts,

Alert Logic will provide Customer access to a training portal, technical enablement (e.q., example deployment scripts
and instructions), orientation and tuning & optimization preparation with Customer’s cooperation.

24/7 Platform Support

Included in: MDR Solution MDR Professional MDR Enterprise

Subject to the SLA, support teams provide assistance with troubleshooting deployments, user interface, and general
product queries, such as console support, agent installation, the configuration of olerts, opplionce management
vulnerabidity scanning configuration and output.

Alert Logic’s support team will work with the Customer and use commercially reasonable efforts to resclve requests by
providing advice, guidonce, and the appropriate knowledge base articles, if any.
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Included in: MDR Solution

Alert Logic will assist Customers with configuring scans within the console for PCI, external, or internal scans, verifying
scanning scope and determining whether a complete scan of systems is possible.

Customers may contact support teams for guidance on how to identify and potentially remediate vulnerobdities that
have been identified by an internal or external scan, or to tune out false positives.

PCI Dispute & PCI DSS & ASV Program Support

Included in: MDR Solution MDR Professional MDR Enterprise

Alert Logic provides dedicoted scanning aond reporting feotures and services for PCl Scanning. Alert Legic is o
PCl-approved scan vendor [ASVY).

Following a PCI Scan, the Customer will review its compliance report and may notice fadures against elements of its
environment. If there are false-positive results or the Customer has compensating contrels in plkace, the Customer is able
to dispute these scan results via the Alert Logic Console but may also choose to contact Alert Legic Support directly.
Disputes will be reviewed and responded to by PCI ASV accredited team members.

MDR Concierge

Includedin: MDR Professional MDR Enterprise

Customers are assigned a single point of contact for business planning and service management activities.

The concierge performs strategic account planning and account health, business, rcadmap, and security posture
reviews in cooperation with the Customer ond based on Customer provided information. The MDR Concierge will hold
regularly scheduled calls and, where appropriate, attend Customer’s meetings virtually for more in-depth reviews.

24/7 Threat Management

Includedin: MDR Professional MDR Enterprise

Alert Logic monitors Customer environments for exploitation of services. Data from the deployed security technclogies
are sent back to Alert Logics systems for further analysis. Subject to the SLA, 24/7 Security Operations perform further
analysis, triage and escalate verified incidents to Customer contacts with guidance and suggested actions to help
mitigate potential damage.

WHO DOES WHAT

Sulbject to the SLA, 20/7 Secu rations and ired techno to menitor for threats and escokate tham to
Alert Logic provides oy " rity Ope fequ kogy

Ensure availability of appropriate employees 1o receive escalations and shoukd have ¢ documented process for staff
1o folow if Alert Logic escakates an incident to them

Act as an ntermediary taking escalation cals from Alert Logic and performing remediation on behalf of the
Customer with ther consant
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Escalation

Includedin: MDR Professional MDR Enterprise

Designated Security Experts will tringe and analyze detected incidents of a high enough severity to determine whether
the observed threat is legitimate (true-positive) or benign activity (false-positive). When detected threats are determined
true-positive, experts will seek to identify indicators that prove or suggest (where insufficient doto is ovaidable to be
comprehensively accurate) whether the attack was successful or unsuccessful, and will pin the indicating IDS events
or logs to the incident within the Alert Logic Console, along with notes to back up their analysis. The expert will provide
recommendations to the Customer designed to help prevent simiar attacks.

Depending on the nature and success of the incident, the expert can set the threat rating to either Low, Medium, High,
or Critical.

Incident Criticality

SEVERITY DESCRIPTION ESCALATION POLICY CUSTOMER ACTIONS
Escalate to the designated
Critical contacts in priority order until
Problems requifing immediate succassful Renview emal/phone escalation when
ramadiation to reduce exposure recanved & take appropricte action
Prowvide direct customer support
High throughout the duration of the
inCickant
Incidents requring closer observation
Medium and menitorng, but do not require
reaktime response System autematically escalates Access the Alert Logic Console 10 view
via email 1o ol designated incident detais
Commeon events, often referred security contocts
Low to as “Iinternet Noise,” which are

automaticaly legged for reporting
AN incidents are avalable to view in detail in the Alert Logic Consale

On-Demand Tuning & Sensor Optimization

Includedin: MDR Professional MDR Enterprise

Customer may request that detection technologies be tuned to reduce false-positive incident generation or incidents
that are of no interest/value to the Customer.

A security analyst will review recent incidents, IDS events, and kegs in any known context of the Customer's environment
and look to identify any trends or high-volume activity that could be considered neisy to the Customer.

The analyst will schedule a mutually corwenient time with the Customer to seek additional context of the Customer’s
environment and a better understaonding from the Customer as to what notifications and escalations it perceives to be
valuable and those that are not. The analyst may suggest some changes based on its prior review, but ultimately will
gather the Customer’s expectations and provide opticns for tuning Alert Logic’s detection technelogies.

Once options have been agread upon by the Customer, the analyst will tune detection technologies following standard
processes and provide confirmation of implementation to the Customer via the open Support ticket.
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Log Review

Included in: MDR Professional MDR Enterprise

The Leg Review service generates reports on notable observations using a combination of rule-based analytics ond
machine learning generated baseline anomales against sourced dato, within the past 24 hours.

Chbservations are anomalies and other indicators of suspicious activity that are not immediate calls to action, but may
generate security insights upon review.

Results are customized by Customer’s organization's trends and patterns at the account, host, and user levels. As part
of the Log Review Service Customers receive guidance, custom tuning, ond manual checks. Customers are encouraged
to schedule the various use case reports daily so that the activity can be reviewed ond validated that the detected
anomalies represent approved system and user behavior, particularly those seeking to satisfy PCI DSS 10.6.

Legs analyzed in the Log Review service include:

+  Microsoft Active Directory

+ Orack and SGL Databases
+  Network Devices

+  Windows Server

«  UNIX/Linux

+  Amazon Web Service
Designated Security Expert

Included in: MDR Enterprise
Customers are assigned a single point of contact for security operations to support the MDR Solution.

The Designated Security Expert carries cut several onrequest and pro-active activities such as threat hunting, weekly
reviews, virtual customer meetings, and providing on-request, comprehensive, security posture reports.

Designated security experts work with the assigned MDR Concierge.

Continuous Threat Hunting

The Designated Security Expert will recerve reqular reports on sensors within Customer networks that are generating
high volumes of events and will precceed to investigate the activity upon which the sensor is firing for potential threats. if o
threat is identified, the analyst will create an incident and escalate the activity to the Customer as per standord Incident
Analysis processes.

Pro-Active Tuning & Sensor Optimization

The Designated Security Expert will review recent incidents, IDS events, and logs in any known context of the Customer’s
environment and lock to identify any trends or high-volume activity.
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The Designated Security Expert will schedule a mutually convenient time, or leverage the weekly security review, to
discuss what notifications and escalations the analyst perceives to be valuable and those that are not. The analyst will
gather the Customer’s expectations and provide options for tuning Alert Logic's detection technologies designed to mesat
the Customer's requirements.

Once options have been agreed upon by the Customer, the Designated Security Expert will tune detection technologies
following standard precesses and provide confirmation of implementation to the Customer.
Tuning

Events and incident thresholds are tuned by the SOC in response to internal processes and Customer reguests. Tuning
adjusts the severity and likelihood of incidents or turns them off completely.

WHO DOES WHAT

Technology for monitering netwark packets including appropriate content and systems for detection of threats,

Alert Logis provides against customer systems and appications, ncluding tuning
Customers must Ensure port mirroring, and agems ane configured or deployed, request tuning where required in responss 10 incidents
Partners con Manoage escalations and provide hands-on remediation for incickant

Extended Security Investigations

Upon identification or suspicion of a threat or attock against a Customer's infrastructure, Customer may request
assistance from Alert Logic to analyze data from the offected environment to ascertain and report upon the legitimacy
of the suspected threat and or its impact.

Alert Logic will review and analyze available dato and metadata ingested from the Customer erwircnment to identify
the suspected threat reported and communicate any perceived successful or failed attaocks against the infrastructure.

Alert Logic will facilitate the investigation analysis through analyzing data from the following sources {(where avaikable/
applicable):

+ DS Events

+  Raw DS traffic packet captures

+ Eventlogs

+ Web Application Firewall Dervy Legs

+ User behavior andlysis

+  Recent vulnerabiity scan results

+  Network diograms and asset discovery data

Should Alert Logic require access to additional data that has not been in scope for monitoring by Alert Logic, Alert Logic
may request this data from Customer to support its investigation.

When Alert Logic has reached a conclusion, this informaticn will be presented back to the Customer in the form of o
summary, along with any key evidence or observations.
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Weekly Security Review

An optional weekly call with a Customer to discuss the findings of the data acquired that relate to its current security
posture.

This report is generated on a per-customer basis. It provides a summary of Customer activity and security findings,
including observations for addressing the security architecture, policies, process, and configuration gaps to help improve
the Customer's security posture.

Annual Virtual On-site

Once per calendar year, the Designated Security Expert will meet with Customers virtually to hold in-depth meetings,
meet key stokeholders and build relationships to foster a colloborative approach to protecting the Customer’s systems.

The virtual meetings can cover a variety of topics, including:

+  Customer Architecture Overview
+  Soldtion Traning

+  Secunity & Soluticn Health

+  Analyst Processes & Practice

Hybrid Asset Discovery

Included in: MDR Solution MDR Professional MDR Enterprise

Alert Legic will help discover assets in configured networks and build an asset model. The asset model contains data on
servers, networks, and other assets, depending on the environment.

The asset model can be interacted with through the topology map in the Alert Logic user interface.

Customers can access the asset model programmatically via the Alert Legic Assets AP

WHO DOES WHAT
Alert Logic provides Technokegy for dscovery of assets, visualization and enrichment of incidents and reporns
Configure their systems to allow acoess of discovery scons, sand opprepriate coud legs andior deploy the Alert
Customaens must Logic ogent
Part o Integrate the Alert Logic Asset APf with Customer or partner ITSM or other [T systems to enrich systems and provide
the feundations of c CMD8
Discovery Process

Included in: MDR Solution MDR Professional MDR Enterprise

Where available, cloud services are integrated with the MDR Solution in order to ingest asset details for inclusion in the
asset model.
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In other environments, a combination of network scanning from the Alert Legic applionce and data from installed
system agents is used.

Discovery by environment

ENVIRONMENT METHOD / SOURCE MINIMUM REQUIREMENTS
FREQUENCY
AWS AWS APl augmented by recommended Cloud Trail Integration Once per day AWS 1AM Role
Azure Resources AP| Once per day Azure RBAC Role
Other Network applance discovery scan and/or Agent Once per day Open ports and ICMP echo*

*ICMP Echo is the minimum requivement for asset discovery, Customers showd configure scanning credentials to get mare asset detal

Once assets are discovered, Customers can configure the scope of protection for each erwircnment.

Internal & External Vulnerability Scanning

includedin:  MDR Essentials  MDR Professional

Alert Logic uses vulnerability scanning information for pro-active notification of increased risk.

CATEGORY DESCRIPTION

Security Known CVE Winerabilities, dongercus access setup and stendards contraventions (e.4.. CIS Benchrmark)
Configuration Configurations that affect Alert Logic’s visitility for detecting threats®
External Security Exposures found during external scans

*Service affecting configuwrations wil be adisplayed for features appropnate for the scope of protection i that deployment

Scanning of internal and external assets is managed in the user interface and vulnerabilities are collated into remediation
recommendations based on a commeon action {e.g., where upgrading to a certain software version can fix multiple
vulnerobdities).

Internal Scanning

Alert Logic runs both authenticoted scanning of instalied software and unauthenticated network port scans within
Customer environments. These scans are switched on by default and require configuration of Customer-owned
infrastructure to allow access to hosts and systems by scanning infrastructure. Whenever possible, the Alert Legic network
appliance should have unrestricted access to protected networks.

When configuring each deployment, the schedule that scans will run on can be configured varying between “on a
specific day within an 8-hcur window”™ and *whenever necessary.” In AWS, scans are initiated by changes detected when
Cloud Trail netifies that an asset has changed, e.g., a new EC2 instance is storted.

External Scanning

Alert Logic provides uniimited external vulnerability scans against Customer’s public services. External assets for scanning
are configured in the deployment configuration, where a DNS name or IP address can be added.

External scans are configured to assess open ports and web applications for vulnerabilities, including, but not limited to,
CWASP Top 10 vulnerabidities.
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WHO DOES WHAT

End-to-and extarnal scanning senvicas from Alart Logic's dato canters, scheduling, reperting and vulhearabiiny

Alert Logic provides management systems with 24/7 support

Customers must Configure external assets for scanning and decide on scanning schedues

Partners can Provide extended services for mitigation of dscovered vunerabilties
Cloud Configuration Checks

includedin:  MDR Solution  MDR Professional ~ MDR Enterprise |

Alert Logic creates security remediations when issues related to the configuration of cloud services have been identified
during o scan.

Alert Logic’s system wil moenitor and present securnity problems found in kboth AWS and Azure. Setup of access is required.

PLATFORM PRE-REQUISITES

Create o CloudTrail and SNS tepic
AWS Setup AWS 1AM policy

Setup AWS Cross-account rale
Create an app registration in Azure

Create a custom REAC rale
Grant permissions 10 access Microsoft Graph

Grant permissions to access Azure Key Vault

Alert Logic may also create configuration remediations when issues relkated to Customer's deployment can hinder Alert
Legic from delivering, such as no agents or applance installations, or a misconfiguration where an appliance cannot
connect to the backend. The following are some examples in which Alert Legic will create a configuration remediation:

+  Hosts have not been recently scanned
. nsufficient policy and role privileges
+  AWS Config & nct enabled in all regions

As the security remediations and the configuration remediations are dependent on the Customer’s environment and the
Customer’s assistance, the security remediations and the configuration remediations are provided on an "AS IS” basis.

Cloud CIS Benchmarks

.mh: MDR Solution X Fro SloNQa " oerpris

Alert Logic provides realtime reporting based on industry-standard CIS (Center for Internet Security) Benchmarks for
Amazon Web Services and Microsoft Azure. These reports are based on kgs ingested and vulinerability scans, which
provide details on configurations and activity that diverges from the CIS standards.
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EEe PRE-REQUISITES

Create a CloudTrail and SNS topic
AWS Setup AWS |AM policy

Setup AWS Cross-aoccount role
Craate an opp registration in Azue

Create a custom RBAC role
Azure
Gram permissions to access Micresoft Graph
Grant permissions to access Azure Key Vault
Endpoint Detection

Included in: MDR Solution M SloNa ALK Enterpr

If deployed by Customer, Alert Legic monitors Customer’s Windows and Mac endpoints using a dedicated agent.

PLATFORM TYPE DETAILS NOTES

Windows 7,81 and 10 Virtual Desktops Supported
Desktop
macOS 1012 and higher Prowy Aware (Windows only)
Server Windows Server 2008 R2, 2012, 2016 Virtual Servers Supperted

Continuous Learning Engine

Recommended learning time: Two weeks (in detect only mode)
Minimum learning time: & Hours

Alert Logic recommends that endpoints are deployed in detect mode at first, to allow the system time to lkearn the
environment. After the learning period, turn on protect mode or continue in detect mede.

PCI Scanning

Included in: MDR Solution MDR Professional MDR Enterprise
Alert Logic provides scanning that covers:
&1 identify newly discovered secunty vulnerabilities

1.2 Perform network vulnerability scans by an ASV at least quarterly or after any significant network
change (includes 11.21, 11.2.2 and 11.2.3)

The scans provide vulnerability details with detailed descriptions, impacted hosts, risk level, ond remediation tips for each
vulnerabiity.

In the user interface, the Customer can find an attestation of scaon complionce which includes an overall summary of
network posture, complionce status, assertion that the scan complies with PCl requirements, an executive summary
overview of scan results and a statement of complance or non-complance.
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Alert Logic provides Audit recady reporting and with local business hours accredited PCI Approved Scan Viendor (ASV) suppornt
Customers must Configure assets for scanning and decide on scanning schedules, review reports, and mitigate or attest to issues
Part con Provide extended services for mitigation of dscovered vunerabilties, review customer systems and processes fora

deeper PC| assessment

File Integrity Monitoring

Includedin:  MDR Professional  MDR Enterprise

Alert Legic File Integrity Monitering is designed to help detect unauthorized change events to operating system, content,
and application files for Windows and Linux servers. These include system directories, registry keys, and values on the
operating system order to meet the following compliance mandate:

+ PCI-DSS 10.5.5 Change detection mechanism for log files
+ PCI-DSS 11.5 Change detection mechanism for critical system files, configuration files, or content files

In the user interface, Customers can schadule recurring reports to receive to receive the details of file change events
across multiple date ranges. Change events include time stomp, affected host name, and file attributes.

WHO DOES WHAT
Alert Logic provides Scheduled and on-demand audit reporting
Configure assets for monitoring and ensure exclusions do not apply to the aforementioned files and directories
Customers must Must akko mantain file backup and retention policy in the event a tampered file requires recovery to pretampered
state

Provide extended services for configuration of montored directories and file paths, review reports, present findings,
and recover files

Network Monitoring

Includedin:  MDR Professional  MDR Enterprise

Threat data s collected during the monitoring of the network traffic between systems; this dota is collected using a
direct connection to switches (via a port mirror or span port) or via the Alert Logic agent and processed by the Network
Applance.

The applionce uses signatures to monitor for specific attacks as well as for broader data collection and analysis.

Events raised by signatures are fed back to Alert Logic’s systems for further analysis based on incident content or threat
hunting by security operations and to create telemetry data.
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Incident Subsystem SOC Analyss

- .

Threat Hunting

L, QERIST——— . Incdert Crected Ercchoted To
(Maorual Customer

Network Event (ncident Process

ncident Irvestigated

Incidents are generated based on configured thresholds in the incident subsystem or created manuaolly based on threat
hunting searching and analysis.

Log Data Monitoring

Included in: MDR Professional MDR Enterprise
Alert Logic provides services and systems to ingest, parse, and store logs from Customer’s systems to support.

Alert Logic provides numerous log message parsers for many sources. Logs can be ingested from a wide voriety of
sources. Any flat file or Sysleg source can be sent to Alert Logic and searched in the user interface, allowing the Customer
to perform historical and near real-time searching. Historical searchces are limited to contracted leg retention periods.

Log Analysis

After ingestion, log messages that have parsers are extracted and analyzed using rules maintained by Alert Logic. Log
messages which trigger these rules are analyzed by the Security Operations Center.

Incident Crected
'y e
ek ch‘c i ; Log e
Customer
:-.‘:.Tp"?. - m
Ingest Leg Data A Match Rules Incident Created

Create Correlation

Receive Alert

ree Text Search

Rule

Log Analysis Alert Logic & Customer Workflow
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Log Collection & Search with 12 Month Retention

Leg dota can be collected from different sources, including flat file, syslog, Windows, and various cloud providers.

Twelve-month log retention is provided for Customers within the cost of the Solution, and extended retention pericds are
availoble at extra cost.

Customers can use the Alert Legic user interface to search legs in an unstructured and structured way using SQL like
language, saving those searches to re-run kater or send emails at a defined interval based on the results.

WHO DOES WHAT

Alert Logic provides Colection, sacure storage, kg parsens, and incident detection content
Customers must Ensure new systems are sending their logs to Alert Logic, request new log parsers and content where required
Web Log Analytics

Alert Legic Web Leg Analytics is designed to help detect anomaolous behavior, attempted attacks, and unauthorized
vulnerabiity scans.

WHO DOES WHAT ATTACK EXAMPLES

SQL Injection
WM“M Cross-site Scripting (X5S)
—— 05 Commanding

Known vulnerability and exploit detection  Exploits targeting known vulnerckilities (CWE)
and attribution Web shels

Web shels - unknown

Ancmaly-based detection Directory traversal
Local and remaote file inclusion

Cloud Security Service Integration

AWS
Alert Logic integrates with AWS using lkeg and APl metheds, listed here:

GuardDuty: Alert Logic integrates with AWS GuardDuty to ingest incidents generated with the service into the Alert Logic
user interface, allowing customers to view incidents and affected asset and related remediation details.

Alert Logic provides a cloud formation template to use for the setup of the CloudWatch Events collector and Lambda
function to a single AWS region for GuardDuty integration.

Security Hub: Alert Logic is available to add as a provider for AWS Security Hub, enabling this feeds closed ond verified
Alert Logic incidents into the Security Hub for reporting.
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Azure

Legs can be collected from the Azure plkatform to monitor access and change. These include Azure Activity and Security
logs.

Event Hub: Integration with Azure Event Hub allows Alert Logic to collect logs from Azure services and perform machine-
l2arning analytics for behavior and ancmaly detection against security logs.

Office 365: Logs from Office 365 can be ingested through the Event Hub connector to store and enable searching in the
Alert Logic interface.

API

Alert Logic provides AP| for the Customers or partners to use for integration purposes.

Cloud Change Monitoring

Includedin:  MDR Professional MDR Enterprise

By analyzing changes to cloud environments, through the ingestion of logs, configuration changes can generate
incidents that are escolated to Customers.

For example:

+ Create Security Group
+ Attach User Policy

+ Change Password

+ Create User

+ Console Login Failure

PLATFORM PRE-REQUISITES
Create a CloudTrail and SNS topic
AWS Setup AWS |AM policy

Setup AWS Cross-account role
Create an app registration in Azure

Create a custom RBAC role
Grant parmissions 1o accass Microsoft Graph

Grant permissions to access Azure Key Vault

User Behavior Monitoring

Alert Logic provides user behavior anomaly detection (UBAD) in enterprise ernvironments. Machine-learning determines
baselines in AWS, Azure, and Office 365.

ﬁ\ALERT LoeGIC ALERTLOGIC.COM



. MDR SOLUTION DOCUMENTATION 12
Intelligent Response™

Alert Logic Intelligent Response™ is designed to help Customers minimize impact of a breach with the right balance of
automaticn and human interaction. The embedded SCOAR copabilities provide users a workflow to enable response
actions across network, endpoints, and cloud environments. These include:

+ Isolate Host - Block incoming and outgoing network activity of an endpacint
+ Disable Credentials - Block usernames and passwords from accessing the network
+  Shun Attacker - Block an external IP attack by updating o rule ot the network edge

In the user interface, Customers are provided a list of its active response actions and a history of the response actions
executed with time stamps, trigger, and asset.

Real-time Reporting & Dashboards

Included in: MDR Essentials MDR Professional MDR Enterprise
Realtime reporting is available in the Alert Logic user interface.

Customers can schedule reports to be emailed to configured contacts.

TOPIC REPORT EXAMPLES

Manthly Security Posture
Risk Threat Risk Index Summary & Trends
Enterprise Risk
Incidant Analysis Periodic Summaries
AWS cident Analysis
Azure Incident Analysis
Threats Account Summary
Log Review Anolysis
Web Applcation Analysis
Event Anclysis
Vunerabilty Analysis
Tep 10 Vuinarckility Lists
Current Vlnerakility Finder
Vunerable Hosts Explorner
Vulnerability Change Trends
Vulnarckility Distrioution Explorer
Corfiguraticn Remediations
Securty Remediations
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CIS AWS Banchmarks
CIS Microsoft Azure Benchmarks
Comphance FCI PSS Audit
HIPAAHITECH Security Audit

HITRUST Securty Audit
Enttlerment Usage
Service Capatility Usoge

Solution Health

Deployment
Account and Deployment Hierarchy

Customer can choose to have multiple accounts with Alert Logic in a parent and child hierarchy, referred to as Managed
and Assigned accounts, respectively. As part of onboarding, Alert Logic project managers, with Customer'’s cooperation
and provided information, may help define the hierarchy.

Data residency with Alert Logic can be chosen ot the Managed Account level.

Within each account, Customer can configure multiple deployments to separate some configuration and enable further
fittering based on different architectures or environments—e.g., AWS Account or data center.

Example Account Hierarchies

Delwvery Based Account Structure Team Bosed Account Structure Dota Residency Based Account Structure

Global Accoumt USA Accounmt

rocin o |
Dota Certer ‘— Dato Center Dota Cemer
(emmmeen]

Development Account [ Azure App 1+ Prod Azure Production
~ Azure App 1-Testing e Acw 1- Production

Azure App 1- Dev

Azure Development

Monoged Account ASS.DQMU Account Oopiwmm
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Scope of Protection

Each deployment can be configured with different levels of protection for configured networks, choosing either Essentials,
Professional, or Enterprise to define which Alert Logic protection level is appled.

The table below indicates the security technologies deployed into the erwircnment at each protection level..

PROTECTION LEVEL TECHNOLOGY FEATURES DEPENDENCIES
Asset Discovery

Internal Vulnerakility Scanning

Network or Scan Appliance*
Essantials External Wiinarakility Scanning
Endpont Agent
Cleud Configuration Checks
Extended Endpont Protection
Asset Discovery
Intemal Vulneraiility Scanning Network Applance
External Vulnerability Scanning Scan Applance*
Professional .
Cloud Configuration Checks Endpont nt
Enterprise =2 pont Age
Endpont Detection Log Applonca®
Network Packet Monitering Agem

Log Data Monitoring
*Depending an the enviranment these components may not be requived, refer to indiwdual target environment sections later in this document

Appliances
APPLIANCE TYPE PURPOSE DATA COLLECTION METHODS
Port Mirror
PCAP
Network Moniter network packets, perform intermal scanning and asset discovery where required Amxch
SSH
Syskg
Leg Collect. compress and forward logs 10 Alert Logic for storage and analysis Fika Share
Windows Event
TCP
Cloud Scanning Deployed to scan cloud environments WMI
S5H
*An adavtional ehavge i3 nourred for physical applances
Agents
AGENT TYPE PURPOSE DATA COLLECTION RESOURCE PROFILE
' Packet Capture :"10! CSPU Snr:gte Co'm ek opend
5 rroe Server Intama ending on
g::::?g l':g“d:gs to colet network packet.  Sysiog conggwed enausio'\sro " tad
< fore sendi
Event Log CL%PD%? Ygompres.cd befere sending
Endpoint Deployed to desktop computers to moniter Kemel & Process < 5% CPU Sngle Core
behavier for anomalies menitorng Mnimal network usage
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5% CPU Sngle Core
Deployed on servers to collect and forward “ 9
Remote Collector ; Syslog
singke Sysiog feeds mpwmm before sending

* Logs are sent at o comprassion rate of 15:1-18.1. The ogent uses o compression algorithm based on the gzip mode! to reduce the sent packets.

The Alert Logic server agent is instalied onto Windows and Linux servers to collect network packets, forwarding them to
the nearest applance for analysis, and collect kogs. Those logs can be sent to an appliance for on-premises deployments
or directly to the Alert Logic cloud for all deployment types.

The Alert Logic endpoint agent is installed ontoc Windows and Apple desktop and kaptop computers.

Cross-Network Protection

Customers must first configure agents and applances within environment to connect with other networks before
Customers can set up cross-network protection.

Network Packet Inspection

Network data can be collected using a port mirror (or Switched Port Analyzer, "SPAN") configuration or through the
deployment of the Alert Logic agent.

A port mirrer or SPAN is a configuration option for network switches where the switch will copy any traffic going through
one or more ports on the switch to a destination port for traffic inspection.

The switch port configured to forward traffic should be connected to the Alert Logic applionce network port identified
by the Alert Legic deployment team. After which the networks to be menitored need to be configured in the Alert Logic
Configuration UL

Encrypted traffic must be decrypted before being analysed; the certificate is lkbaded onto the Network Applionce through
the Alert Logic User Interface. Network Intrusion detection systems (NIDS) do not support Diffie-Hellman or any other
similar key protocol, now existing or hereinafter invented.

Cverall for the deployment, various exclusions can be applied, networks, hosts, and specific ports can be excluded from
menitering and internal or external scanning.

Log Data Collection

Alert Logic is continually adding new supported sources.

SOURCETYPE NOTABLE SOURCES COLLECTION METHODS
Appliance
Flat File Apache Logs Agent
sS3
Syslog Unod/Linux Authentication Logs w::::t“
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Appliance
Windows Event Secuwrity Log
Agent
Cloud Trail
AWS Services S3
53 Storage
Azure Security Logs
Azure Services Azure Event Hub
Office 365
Log Sources
SOURCE PLATFORM NOTABLE SOURCES*
AWS AWS CloudTrail, EC2, 1AM
Azure Azwre AD, Office 365, Azure Evernt Hub
Operating System Windows, Lirux
Server Active Directory, Apache, Micrasoft IS
Anti-Virus McAfes, Scphos, Symantec, Kaspersky
Database MySGL
Devices Fortigate, FreEye MPS, Cisco ASA
Other Logs from other resources, i@, OSSEC

*This is not a complete Ast, refer to Alert Logic Suppoart to verify parsers for Custormer’s systems and dewices
Discovery & Vulnerability Scans

Customers can configure how often it wants scans run to discover new assets based on frequency or specific schedule.

Defaults
SCANTYPE NAME FREQUENCY
Discovery Scon as often as necessary Light scon twice per day
Internal Scon as often as necessary Cnce per day
External Scon as often as necessary Once per day
Deployment Types

Alert Logic supports physical, cloud, and hybrid deployment cptions depending on Customer’s environment.

Agent Deployments
Used for any environment type, Alert Logic's monitoring can be deployed using a purely agent-based appreach.

Cepending on which features are licensed within an environment, not all ports indicated in the diagram below will be
used.
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Public Cloud
Provider

Cm ) Ceen]) el

@ Alert Logic Agent

= Monoged Applionce
3
| TOS 7T I

Sconwvnng / Asiet Disconery
Curvgresiod Lom) Date
Network Pocket Dato
.
v
=N e
Syvtere Dot

| Custoerer Erwisement
Logical deployment architecture for agent-based deployments

Physical Deployments

Used for on-premises deployments an applionce can be deployed to collect and forward log dato ond ancther to toke
network data from physical switches.

Alert Legic can be deployed into physical environments using server appliances supplied by Alert Logic to be installed by
the Customer into its data center.

Alert Logic applionces should be deployed for each network that requires protection.

A network switch can be configured to forward all network packets to the applionce via a port mirrer, and a log
management appliance deployed to collect logs from the servers, firewalls and other devices via standord ports.
Customer is responsible for installing and deploying physical applionces at Customer’s site.

I\ALERT LoeGIC ALERTLOGIC,.COM



MDR SOLUTION DOCUMENTATION 24

Customer System

Seonming / Assa Discovery

Network Applance

Campressed Leg Doto

v

Srsmam Dono

Windows Server
Saitch Port Mirser / SPAN

Physical Switch

Reow Leg Dota (e 9. Sysiog)

Linux Server

Cusmome Ensironment

Logical deployrmant architecture for physical nfrastructive daployments

This adagrarn shows the mast impartant ports that need to be canfigwed Refer to hitp:ddocs alevtiogic. com for detaled netwark requiveaments for

youwr chasen Alert Logic region
Port Mirrors and Agents Configuration
Deployment can be done by using the Alert Logic agent or a port mirror configuration.

VMware

Alert Logic provides VMWare applionces for deployment into Customer’s virtual estates. Customer is responsible for
resource usage in virtual estates.

Cloud AWS

In Amozon Web Services, deployment can be largely automated when the required permissions are configured.
Applances are supplied as an '‘Amazon Machine Image’ shared with the Customer's accounts during deployment,
accompanied with example cloud formation scripts.
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Deployments can ke done in fully automatic mode or optionally in manual mode depending on Customer requiremeants.
In monual mode setup must be done in the AWS account by the Customer or partner. Fully automated mode provides
for improved agent lifecycle management, optimized applance deployments and auto-detection of new assets and
changed configurations.

DEPLOYMENT
MODE

CUSTOMER SETUP METHOD
Cross-Account Role
Automatic AWS |AM Palicy Cloudformation
Role ARN
AWS IAM Pelicy
Rok ARN
Manual CloudTral log source Customer Choice
53 bucket
SNS tepic
5Q5 queue

The full permission policy document does net allow Alert Legic to:

+ Retrieve secret keys or credentials from |AM

+ Retrieve data from data stores other than 53

+ Perform these actions from any other AWS account

+ Gront access to the protected account to any other AWS account or user
+  Mcdfy IAM credentials or policies

Where required a network applionce will be deployed in o public subnet along with auto-scaling configured scanning
applionces. The scanning appliances will auto-scale as needed and can be made to scale to zero appliances when not
needed.

Appliances are recommendead to be deployed in each VPC that needs to be protected.

Marketplace

AWS customers can sign-up and deploy Alert Logic services via the AWS Marketplace (search for “Alert Logic” in the
marketplace to find the listings). Customers can choose between a European and USA deployment, which determines
where their data is held.

Azure

For Azure deployments, Customer must configure Microsoft Azure rescurces to allow Alert Logic to monitor their assets.
All procedures require administrative permission in the Azure portal.

Customer must create an app registration, and then use Azure role-based access control (RBAC) to create and assign a
role to that app registration. This enables fine-groined access management for Azure accounts.

To further Customer's security configuration measures, Customer must grant certain parmissions to access Microsoft
Graph and Azure Key Vault. This practice is required for complionce with Center for Internet Security {CIS) benchmarks
for Microsoft Azure and allows Alert Logic to perform CIS benchmark checks on Customer deployments.
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Marketplace

For the MDR Professional deployment a Bring Your Own License (BYOL) applionce can ke obtained in the Azure
Marketplace by searching for Alert Legic, Customers will see an Alert Logic Professional BYOL which they can deploy.

Access

Customer can access the Alert Logic Console here:

During onboarding, users will be set up for the primary contacts, Cusotmer can add new users with various levels of
parmissions.

ROLE TYPE

Permission Type Administrator Owner Power User Support / Care Read Only Notification
Only

Alert Logic recommends the use of a multi-factor authentication when logging into accounts.

AP| Access

Access to the API| requires an account configured as well as a key requested via the user interface. APl Authentication is
via username/password and Google Authenticator.

Vulnerability & Exposure Management

Prioritization & Filtering
Prioritization by deployment or network can ke made based on the Threat Risk Index.
Prioritization by severity can be performed on the Remediation summary.

Filtering remediations in the kst can be made based on several facets, including Category, cloud region, network/vpc/
vnet, Application, Tags, Alert Legic deployment, AMI and more.

Filtering remediations can be done using the topology mop.
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Dapase

& Neves

Cushomer

_ + Provicke Necscn

Peview Action Remedictions Mork Reredotbon
Remedfotions n P 0% Comgiete

WHO DOES WHAT

Alert Logic provides Coment for known vuinerabilities and configuration checks, up-te-date reparting, and support for scanning

Alow netwerk occess by the Alert Logic appliance and provide credentiols for servars. Manage vunerabilties; e.g.,

Customers must Patch servers and update configurations or mark them as mitigated in the user nterface
Partners can Provide managed services to mitigate/patch vulherabilties

- - -
Notifications

Notifications can be triggered based on incidents, cbservations, saved searches, reports and other pkatform output the
Customer can configure.

Incidents are high fidelity findings that indicate detection of attack or compromise activity. Observations are anomalies
and other indicators of suspicicus activity that are not immediate calls to action but may generate security insights upon
review.

Connectors are available to push notifications directly to Customer’s chosen collaberation or ticketing system or configure
custom webhooks based on JSON.

Native support for popular 3rd party ticketing & meassaging platforms including Jirg, Jira Service Desk (ISD), ServiceNow,
PagerDuty, Slack and Microsoft Teams.

TYPE TRIGGERS FILTERS
Telopt High or criticol incidents Custqmers oon request wning of incicams to affect
severity
Al Inciderts Incident Severity
Observations N
Email
Regorts N
Saved Log Searches NA
Al Incidems Incident Severity
Connector (Webhook) Observations NAA
Reports N
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WHO DOES WHAT
Alert Logic provides A platform 1o provide natifications of important activities based on Customer preferences
Cust —— Configure notification preferences or contact Alert Logic to ensure that natification preferences are setup

approprictely based on Customer’s requirements

Incident Management

Customers are responsible for having an incident response plan that is set up to receive and evoluate the output of Alert
Logic's service.

In the event recommendations are made by Alert Logic that are not coverad by existing processes, an internal escalation
process should exist that aligns with the Customer’s organizational structure.

Finally, incidents should be closed by the Customers, including details of changes.

Reguest Tuning Furncl
from Alert Logic Escalation

Review Alert Logic Imglement
Recommendations Recommendation

Incidurt Excalkated

Exampie Frocess

Software & Service Updates

Software updates to Alert Logic will be provided on an as-needead basis and can include new features, improvements to
existing features, and technical fixes.

For changes to the Alert Logic Console, Alert Logic will automatically apply the softwware updates on the following
schedules based on location.

CHANGE TYPE DESCRIPTION US CHANGE WINDOW EU CHANGE WINDOW

Standard Nat service impacting m?goog: 2:“3?‘4- oto';?‘:‘;r::
Emergency Raquired to mitigate sanvice disruption As needed

4 4 IO SIRDOCX 21:00 - 04:00 UTC
Major* Service Impacting Sonrday-Sunday Saturday - Sunday
Content ~ Signatures Non-emergency IDS signature updates Mond?yo\oﬁlid??oggaey’:‘iﬂday
Content - Vil bility NL;;c:ren:rgmcy vulnerabdity detection OS:OD(;‘?’MT
Content - Log Parsers mgwooncy log parser and contem - csd?:!‘iﬁog %\:‘des

*Alert Logic wil communicate to Customers regarding mayor changes with at least six business days odvance notice.
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Alert Logic will cormmunicate change/maintenance windows via the URLs below:

For questions regarding the above US schedules, contact Alert Logic Support at

. US: +1 B77-484-8383 (Option 2) or +1 713-484-8383 (Option 2).
+  UK: +44 (0) 203 O1 5533 (Option 2).

Support

Alert Logic provides resources for Customers to get 24/7 product support, access documentation, receve training and
access example automation scripts. These resources are provded on an as-need basis.

Manage, view, and raise non-urgent product support requests ot this URL,

Support S contact numbers are available here for Lrgent requests

Docs fdocz alertic Reference material for deploying and configuring Alert Legic solutions

Learn fegrn 2Qi Cnline training for customers

P— o . i i Example source code and scrpts for daployment, data colaction, API gueries
bpsdgthub comsalanioge and more

Customer Responsibilities and Interaction with Alert Logic

Customer enablement will require Customer participation to ensure that Alert Legic receives the right level of Customer
feedback and activity to ensure a successful deployment.

Service continuity will require Customer participation to ensure that Alert Logic receives relevont data for analysis and
has the appropriate escalation contacts.

RESPONSBILITY DESCRIPTION

Customer is responsble for nstaling agerts, configuring appropricte firewal occess to enclle agent
Agent installation communication, and notfying Alert Logic when installation of agerts is complete. Qustomer is respons-
Ble for configuring apprapriote acoess to enable applioncs communication,

On premises, Customer is responsible for racking and Instaling the physical applanced(s} (f aplicable),

anddor boding and Instaling the virtual opplance iImoge. Customer |s respon- sitle for providing net-

work occess to the applance(s) for Nert Logic personnel, configuring appropriate firewal access to

enable cpplance communication, and notifying Alert Logc when Installation of the applance(s) is com-
Appliancs Installation plete

In the cloud, the Customer |s responsible for configuring appropriate Security Group access to enable
appiionce communication.

Customer Is responsible for the provision of appropriate technicd rescurces and information during the
Customer enablement project. Technicd resources are required to ottend the project Kick Off and an-

Technical Deployment entation sessions ond 1o camy out project activity required to estoblish the service during the Customer
enablement project, includng following the trainng curriculum. Technical rescurces are alse required to
pravide information and context about the Customer ervironment to enrich the service.
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Custormer is responsible for the provision of appropricte operational rescurces ond information during
the customer enablement project Operational resources are required % carry out integration activity
1o ersure the Customer transition is reody to consume the Nert Logic services. During the Customer
enablement project these resources wil be reguired 1o ottend service orientation and complete the
training currcuium

Customer is resporsisle for identifying target AWS, Azure andlr Data Center ernironments and assets
1o inchude within the service and ensuring that technologies are installed appropriately for the desired
scope of service and properly configured to access dl monitored networks, ncluding arry necessary
changes to or-premise equipment such os firewals and switches,

Customer Is responsble for confirming the actual IP oddresses, domains, or oddress ranges are
specfically alecated to Customers price to Initating any scans.

Alert Logic depends upon a relable connection between the Alert Logic hosted scan technologles and
Customer target netwarks / systems. If a rellable connection Is unavaliable for any reason, Alert Logic
will not be responsible for the service level commitments for that period.

Customer Is responsble 1o ensure that there is no “Scan Interference” as defined in PCI SSC's "ASY
Program Guide” durng the PCI Scons.

Customer must ensure that collection for target source log doto and networks are properly installed in
Professional and validate log and event data is being sent back to Alert Logic for storoge and analysis.

Customer Is responsible for configuration of the desired level of log coliection In audit log settings. Cus-
tomer who has configured and implemented log collection black-out periods (for example, cache log
data on lecal machine during business hours for single uplood after business hours) should recognize
that this collection configuration will delay log Ingestion, aggregation, and normalization by the threat
management copabiities in the Professional leved of coveroge.

Caopabiliiesdependupon arelabie connection between the AlertLogic assets, the protected network, ond
theSecurityOperations Center. Hthesocurcenetwark isunavallableforany reason, theneventcoliectionond
correlationwilbeimpaded NertLogicwilinctberespors bleforthe senvcelevel comenitmentsforthatperiod.

In the event the Extended Endpoeint Protection ogent loses netwark connectivity, the ogent wil continue
to function but will be unable to recetve updates and send event doto to the Alert Logic console. Once
connectivity & restored, ol gueuad events will be sent to the Alert Logic partal

Customer is responsble for ensuring that Customer-owned networks, systems, and applications with-
In the scope of the Cloud Insight sendce are maintained ond functicning properly. Customer & also
responsible for the deployment, management and event trioge of the Alert Logic Extended Endpoint
Protection.

Alert Logic depends upon relabie log, event, and scan data from Customer networks. Systems that are
aff-ine, In error, or otheraise In a state that degrodes the coliection of log and event data Inhib service
delivery. Customer Is responsible for ensuring that Customer-owned networks, systermns, and applica-
tions within the scope of the Professonal service are maintained and functioning properky.

The service depends upon relicble securityrelevart data from monitored networks, systems, websites,
and applcations. Systems that are off-line, in error, or ctherwise n o state that degrodes the generation
of security evert information inhitit service delvery. Customer is responsible for ensuring that Custorn-
or-owned websites, networks, systems, and opplications within the scope of the Emerprise Managed
WAF service ore maintaned and functioning properly. This includes monitorng for backend opplcation
avalabiity, even f the opplication is inlne/protected by Enterprise Manoged WAF,

Custormer is responsible for participating in ongoing servics cptimzation activities such as performing
agresd upon network or applcation changes and changes to Custormer information,

¥ Customer subscrived to the MDR Ererprise servics odd-on, it & resporsitle for attending mestings
schaduded at a mutually convenient time and at an ogreed frequency, o that the designated analyst
con share findngs and recommendations in o timely manner:,

Custormer s responsible for communicating ol relevont changes 1o Customer  ernviron-
ments  that may impact  vulnerabiity sconnng, log ond  evert  collection/orrelation,

Customers of the managed WAF add-on are responsible for communicating ol relevant changes to
Custormer arwvironments s they may impact the scope of monitaring including but not limited to chang-
os in utifzed P spoce by the web server, maor changes to web opplications, and doud environments,
among others,

Custormer is responsible for configuring escalation E-mail and phone clerting and notification with ac-
curate ond updated information - through sel-service in the Aert Loge Console or by contacting the
S0OC. Customers should include both security and technicd comocts when they configure notifications
30 that the appropriate parties may be guckly reached and notified of o given condition,

/ . @ 2022 Alert Legic, Inc. The nformation contaned in this document s confidential and anly for the use of the intended
*NALERT LOGIC o ociant. You may not publish of redistrioute this document without advance permission from Alert Logic



