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DATASHEET

Advanced Protection Cloud Gateway

Recommended Add-Ons
•	 DMARC Analyzer 

Increase visibility and governance over your domains 
with easy-to-use reporting and analysis of who is 
sending email on your behalf to identify legitimate 
versus fraudulent senders.

•	 Engage 
Engage your employees in security with micro-
learning modules and phishing simulations.

•	 Mimecast Cloud Archive 
Simplify long-term data management, compliance, 
eDiscovery, and case review.

As businesses increasingly rely on collaboration tools, the need 
for advanced security measures becomes critical. Mimecast 
Advanced Protection enhances your defenses with powerful 
capabilities such as browser isolation, email continuity during 
outages, and extended data retention and backup and 
recovery with Sync & Recover. Designed to operate seamlessly 
across cloud, on-premises, and hybrid environments, this plan 
ensures your organization stays protected against advanced 
threats, data loss, and disruptions. Trusted by over 27,000 
customers, Mimecast provides a layered approach to email 
security and business continuity, keeping your operations 
resilient and secure. 
 
The Advanced Protection Plan includes 

Email Security - Improve email security efficacy, protecting 
the #1 threat vector from attacks including business email 
compromise, ransomware, and phishing.  
Internal Email Protect - Advanced detection applied to 
all email traffic extends security to internal and outbound 
email to identify compromise and reduce impact for you and 
your supply chain. Simple and rapid remediation automates 
remediation with a single dashboard with no PowerShell 
required for manual intervention. 
Advanced BEC - Leverage industry-leading AI to defend against 
sophisticated business email compromise and impersonation 
attacks. 
Browser Isolation - Integrated, agnostic Browser Isolation 
providing 100% protection for advanced web threats delivered 
via email covering all browsers and devices. 
Sync & Recover - Fast, easy data restoration makes it easy 
to recover from data loss and corruption from a secure and 
independent source. 
Continuity - Maintain 100% email uptime to keep your #1 
communication tool available even when Microsoft is not with 
integrated applications and event management. 
Content Security  - Enable secure collaboration with tools 
like Large File Send for safe file sharing, Secure Messaging 
for encrypted communications, and the Privacy Pack to 
protect sensitive data and ensure compliance. with integrated 
applications and event management.

Feature Advanced Protection

SEG+TTP X

Internal Email Protect X

Advanced BEC X

Browser Isolation X

Sync & Recover X

Continuity X

Content Security* X

DMARC Analyzer Add-on

Incydr Add-on

BEP Add-on

Engage Add-on

Archive Add-on

Aware Add-on

*Large File Send, Secure Messaging, and Privacy Pack


