CyberArk Secrets Hub

Establish visibility and centralize secrets management across cloud-native
projects teams without changing the developers’ experience.

KEY FEATURES

Centralized secrets management

Provides security teams with visibility,
centralized control and ability to
consistently enforce enterprise wide
security policies.

Unchanged developer experience

Fulfills developer preference for choice
and maintaining native user experiences
with the cloud service provider’s (CSP)
native secrets manager.

Discovery and visibility

Discovers and gains insights on
managed and unmanaged secrets in
built-in vaults. Enables security teams to
get visibility of secrets used by project
teams across multiple regions.

Automated rotation

Meets security best practices and
compliance requirements with
automatic rotation of secrets secured
by native secrets managers.

Reduced vault sprawl

Mitigates vault sprawl resulting from
multiple projects, CSP accounts and
built-in secrets stores.

DATA SHEET

CyberArk Secrets Hub simplifies discovering, managing and
consuming secrets in the Cloud Service Providers’ native (built-in)
secrets managers - AWS Secrets manager (ASM), Azure Key Vault
(AKV) and Google Secrets Manager (GSM).

Introduction

What Is CyberArk Secrets Hub?

CyberArk Secrets Hub is an innovative SaaS solution that enables
organizations that have embraced the Cloud Service Provider’s
(CSP’s) built-in secrets managers to gain all the advantages of
CyberArk’s centralized secrets management solution without
impacting developer workflows.

CyberArk Secrets Hub, part of the CyberArk Identity Security
Platform gives security teams centralized control, automated
rotation and helps eliminate vault sprawl, while requiring no changes
to developer workflows or names of existing secrets.

CyberArk Secrets Hub works by automatically replicating secrets
from CyberArk Privileged Access Manager to the CSPs built-in
(native) secrets manager. This allows CyberArk security managers
and administrators to:

» Discover and gain insights on managed and unmanaged secrets.

+ Centrally manage secrets across multiple CSP accounts,
as well as hybrid environments, while helping to ensure
data segregation.
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» Manage and enforce security policies on all secrets in the OVERVIEW
organization regardless of the compute environment.

* Enable developers to use the cloud service provider’s
built-in (native) secrets stores, managed by CyberArk,
without requiring changes to the developer’s experience or
workflow.

The Challenge

Identity security teams want to protect the organization by
centralizing management of secrets across project teams, CSP
accounts and cloud regions using the same security tools they
use today. Meanwhile, cloud architects and developers want to
meet security policies without changing their existing processes
by continuing to use native tools such as ASM, AKV and GSM.

The Solution

CyberArk Secrets Hub is designed to provide developers with the

same experience using the built-in secrets provider, while enabling security teams to effectively eliminate vault sprawl
by centrally managing secrets and credentials. The solution discovers and provides insights on secrets in the built-in
(native) secrets stores across the enterprise’s various cloud accounts, projects and subscriptions. Once the security team
has gained visibility to the various secrets stores, Secrets Hub can provide centralized management, control and rotation
of secrets in the various secrets stores.

APIs, the ability to keep using the names of secrets for already existing projects and integrations with popular
automation tools helps simplify and automate the on-boarding of both new and existing projects. The SaaS-based
solution provides quick time-to-value and improves operational efficiency for security teams.

Examples of results from a discovery scan, including for an AWS Organization:
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Summary

CyberArk Secrets Hub provides powerful discovery and management capabilities which enables identity security
teams to centrally manage secrets across multiple projects that use the native secrets providers. CyberArk
Secrets Hub is unobtrusive to cloud architects, DevOps teams and developers. Additionally, the solution can
increase efficiency by simplifying how application credentials are secured, meeting corporate security policies and
automating secrets rotation without changes to the developers’ workflows.

CyberArk Secrets Hub is part of the CyberArk Identity Security
Platform. CyberArk Secrets Management is designed to enable
customers to secure the credentials and secrets used by all
machine identities.

product page.

For additional information, visit www.cyberark.com/products/
secrets-management/

The CyberArk Identity Security Platform is designed to help organizations secure access to critical business data and
infrastructure, protect a distributed workforce and accelerate business in the cloud. The platform helps organizations
reduce the attack surface by applying consistent policies to human identities, secrets and machine identities.

About CyberArk

CyberArk (NASDAQ: CYBR) is the global leader in identity security, trusted by organizations around the world to secure human and machine
identities in the modern enterprise. CyberArk’s Al-powered Identity Security Platform applies intelligent privilege controls to every identity with
continuous threat prevention, detection and response across the identity lifecycle. With CyberArk, organizations can reduce operational and
security risks by enabling zero trust and least privilege with complete visibility, empowering all users and identities, including workforce, IT,
developers and machines, to securely access any resource, located anywhere, from everywhere. Learn more at cyberark.com.
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