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Cloud Security Assessment 
The benefits of Cloud computing for public sector organisations are well known. It has the potential for a 
dramatic reduction in capital expenditure, along with rapid provisioning and flexible scaling. 
 
A cloud security assessment will ensure your organisation fully understands the security implications 
associated with the deployment of Cloud services. 
 
A cloud security assessment will ensure your organisation fully understands the security implications 
associated with the deployment of Cloud services. Our service provides robust advice on the implementation 
and security of cloud technology. Benefits include: 
 

1. Provision of cloud security guidance. 
2. Implementation of the 14 NCSC Cloud 

Security Principles. 
3. Provide you with the Strategic Cloud 

Security recommendations. 
4. Evaluate your Cloud Security posture 

based on Industry best practices. 

5.  Define an effective Cloud Security 
Strategy that fits your needs. 

6. Evaluation of your current Cloud Cyber 
Security posture. 

7. Delivered by CCSP certified 
professionals. 

 
Our list of services:  
 

1. Better manage your Cloud risk for 
compliance. 

2. Secure your critical assets along your 
path towards the Cloud. 

3. Protect your critical Cloud assets and 
data from attack. 

4. Targeted spending on safeguards to 
fortify your Cloud Cyber Security. 

5. Integrate with your enterprise risk 
management and operational security 
controls. 

6. Specific recommendations to comply 
with legal or regulatory requirements. 

 
Using our 3-step assessment model that spans before, during and after cloud 
migration, we provide you with a detailed view of the threats of moving to the Cloud. 
Our consultants will work closely with you to protect your critical Cloud assets and 
data based on industry best practices. 
 
Threat Modelling – a recognised best practice approach 
 
Our Cloud Security Risk Assessment has been created taking best practice approaches from the Microsoft 
STRIDE Threat Modelling Methodology, along with control recommendations from both the Cloud Security 
Alliance Critical Controls Matrix (CCM) and NIST, the leading authorities on Cloud Security Risk and Controls. 
 
Optionally, the Cloud Security Risk Assessment, can also include a technical security assessment of the Cloud 
Security Service outlining demonstrable technical vulnerabilities within the applications and/or infrastructure. 
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Compliance services 
 
From a regulatory perspective, a Cyber Assessment will also help you manage and adhere to what can be an 
extensive list of internal and external compliance requirements, providing value and assurance to your key 
stakeholders. 
 
Compliance standards adhered to include: 
 

• 27K 
• CIS 
• GDPR Sec 
• Event Cyber 

• FFIEC 
• NIST CSF 
• ISO22301 
• Event Cyber 

 
Our security services  
  
SA Group’s specialist cyber team can be brought in at any stage of the project to advise and assure on:  
  

• Security strategy  
• Security risk management  
• Security design  
• Security architecture 

• Cyber security consultancy  
• Security testing  
• Security incident management  
• Security audit services  

 
A fully managed, independent service 
 
It is important to continually monitor and review the risk environment to ensure that any changes within your 
organisation that may evolve into risks are detected. The processes that are put in place need to be managed 
and evaluated on a regular basis to maintain compliance and ensure that your risk mitigation programme 
supports your Cyber Strategy and decision making. 
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About SA Group 
 
SA Group is a Cyber Security, P3M and Technical consultancy working in critical Public Sector and 
Commercial markets. We specialise in helping customers scope and deliver against challenges within 
increasingly complex digital environments. 
 
We provide professional consulting services to help solve critical challenges and navigate through complex 
change. Many of these tasks are highly technical, and we specialise in providing the expertise required on a 
flexible basis. 
 
Our success is driven by the reputation of our people, a collegiate and agile approach to the requirements, 
and our determination to deliver value to our clients. Working collaboratively with customers, we use 
innovative digital technology, taking advantage of current and emerging trends, cyber security, and the 
design, implementation, and support of critical IT and communications infrastructure. 
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G-Cloud Service Directory  
  
We offer a full suite of Digital, P3M and Technical services to deliver your entire project. Please contact us or 
check the G-Cloud portal for more information on:  
 

Agile Project Delivery Digital Transformation and 
Strategy  

Secure Technical Services for 
Digital Projects and 
Programmes 

Benefits Analysis Enterprise Architecture  Security Architecture  
Business Analysis  GDS Service Standards Service Delivery Management  
Business Change and 
Modernisation  

Governance  Specialist Infrastructure 
Engineer 

Capability Assessments High Assurance Services  Supply Chain Cyber Security 
Assessment  

Change and Release 
Management  

Integration Support  Technical Architecture  

Cloud Security Assessment IT Service Management Technical Design Authority and 
Delivery Assurance  

Concept Design and 
Development  

IT Strategy and Integration Testing, Trials and 
Implementation  

Cyber Security Health Check Network Architecture  
Cyber Security Risk 
Assessment  

Project Management Office 
(PMO) 

 

Cyber Security Training  Project, Programme and 
Portfolio (P3M) 

 

Data Communications and 
Collaboration Technology  

Requirements Management   

Defence PKI (DPKI) Risk Management   
Digital Strategy and 
Roadmap 

Secure by Design Assurance   

 
 
 
For more information: 
Email: commercial@sa-group.com 
Call us: +44(0)1249 280111 
Or visit our website: SA-Group.com 
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