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Solving the challenges of 
secure collaboration within 
your supply chain. 



Research and IP, especially 
when working with Industry & 
Defence, is targeted by hostile 
state actors seeking military 
and financial advantage. 

Third party suppliers and 
vendors may introduce 
vulnerabilities as their security 
practices could be weak and 
create the risk of data and 
intelligence leaks. 

We use multiple laptops or 
access devices for each project, 
as collaboration tooling and 
data are on separate services / 
environments / networks.

We cannot manage our own 
monitoring and incident 
responses as we do not have our 
own Network or Security 
Operations Centres operating at 
OFFICIAL-SENSITIVE.

Barriers of entry for selling of 
products and services into UK 
Government and Defence, 
including a longer time to market 
due to redesign of corporate 
systems to adhere to security 
demands and compliance. 

We need to work in real-time 
with the rest of our supply 
chain so that we can achieve 
our critical project deadlines. 

User Problem Statements  
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A Robust Solution 

Prolinx’s Citadel Secure is a fully managed, Secure-by-Design 
assured services widely used across Defence, national security 
organisations, and industry partners. 
Customer data is secured, encrypted, and protected from cyber 
threats by a platform that adheres to NCSC principles, is NIST 
compliant, and is Secure-by-Design assured. 

Access devices range from virtual desktop (via your corporate 
networks), preconfigured Thin and Zero client and owned laptop 
and desktop devices therefore protecting your data whether you 
are working at home, at the office or offsite. 
Over the years the service has evolved to meet specific customer 
requirements. The service is available for rapid onboarding and is 
constantly evolving. 



• Citadel Secure is a mature platform which is already 
widely in use across multiple industries.

• Available on demand - contract services to start as and 
when needed to pilot and experiment.

• Secure-by-Design allowing rapid onboarding of a 
subset of your corporate users.

• It ensures compliance with UK Government standards, 
including NCSC and NIST principles.

• Negates the cost and resource drain to architect and 
build new or redesign your existing corporate network.

• Enables secure collaboration and information sharing 
between your organisation (on your corporate network) 
and industry partners.

• Secure multi-collaboration enclaves. Separation of IP/ 
Confidential Data / Users.(companies / countries / 
interested groups) enabling secure collaboration and 
data sharing while securely separating projects. 

• Users can use familiar applications like M365 in an 
assured environment anywhere. 

• Access devices range from virtual desktop (via your 
corporate networks), preconfigured Thin and Zero client 
and owned laptop and desktop devices. 

Benefits of Citadel Secure 
at OFFICIAL-SENSITIVE 



Deep Dive 

Protectively Mark and label supported office documentation - 
enforce compliance via Data Loss Prevention policies. 

Quarantine Vault – you can choose to review and release 
legitimate items or delete dangerous items within the vault. 

Secure methods of Data Import available. 

NCSC and NIST-aligned design. 

Endpoint protection, with Anti-Virus, vulnerability 
management and comprehensive monitoring.  

Data stored and processed in secure UK Sovereign datacentres. 

User data is backed up and can be restored. 

Multiple access methods via Prolinx fully managed VDI, Zero 
client and traditional Laptop access devices. 



Deep Dive 

Processes protectively marked data in an assured 
environment with M365 collaboration tools. 

1TB One Drive storage per user. 

10GB SharePoint Storage for every user (total SharePoint 
Storage is shared between all users). 

Unified Communications – allows for real-time collaboration 
with your teams via voice, video and chat. 

Email within Citadel and to external authorised 
organisations (including MOD where applicable). 

100GB Mailbox per user included as standard with a Mailbox 
Archive. 

Host protected team meetings and conferences (for example; 
restrict copy and paste, manage who can join and share, and 
on Prolinx secure UADs watermark meetings). 



www.prolinx.co.uk 

Prolinx are industry leading experts at delivering innovative cloud 
solutions to Defence, National Security sectors and their partners where 
seamless connectivity and collaboration is the key to enabling secure 
data driven success. 

Our digital solutions protect your data in our trusted hosting environments 
while supporting your projects and business objectives by providing 
assured, secure, UK sovereign cloud to your organisation and partners. 

We have a fully assured workforce and offer engineering excellence 
delivered by our skilled and empowered workforce in transparent 
partnership with our clients. 

Prolinx already supports industry partners and their supply chains by 
securely protecting their data achieving information advantage in 
mission critical projects. 

27Years of 
experience

Over two decades of 
experience delivering 
secure cloud solutions. 

100% UK 
Sovereign 
A British-owned SME with 
assured UK sovereign data 
centres delivered by a highly- 
skilled, security cleared UK 
workforce. 

24/7Support. 

Continuous support (NOC & 
SOC) for our Citadel Secure 
and Citadel Red Services. 

Benefits of partnering with Prolinx 

https://www.prolinx.co.uk/

