Does your current
communications solution meet
the availability, resilience and
readiness needs for a no-fail
operation?

Sentry, an extremely high readiness C2
information system designed to operate
when communications are mission-critical
and resilience is essential for success.
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Military support to UK resilience and security The ability to establish communications should not
operations requires information capabilities that be limited by the availability of critical national
are dynamic, secure and available when the infrastructure that much of today's information
mission dictates. Solutions must be easy to use, services rely upon.
resilient and able to operate in uncertain and
volatile environments yet deliver guaranteed The risks the UK faces are volatile, varied and
results in support of the mission. interconnected. It is essential that, in a time of
crisis, information services are available and
The need to maintain Command and Control resilient, enabling staff and decision-makers to
during all phases of an operation is essential for focus on the operation with the knowledge that the
enhanced decision-making and situational network, cyber security, infrastructure and
awareness. equipment is fully managed.
1. Extremely High Readiness 2. Fully Managed Service 3. Resilient Solutions
* <15 minutes notice to effect. » 24x7 Support. * Mobile and fixed operation.
* UK Sovereign capability » Security Operations Centre « Resilient bearers of
+ SECRET voice and data Monitoring. opportunity.
services. : . * Deployable support  Network geographic
* No specialist skills required engineers. divarsity.
to deploy. * Secure by Design Assured

» MOD enterprise connected.
by the MOD.

A Solution

Sentry is a rapidly deployable C2 information system delivered as-a-service in support of operational use-cases
within the MOD, government, and national security sectors where secure mobility, resilience and ease of
deployment are vital.

With security and simplicity at its core, Sentry has been designed to be deployed and operated by generalist
users, with setup achieved in under 15 minutes. Prolinx provide a complete service-managed capability with
industry-leading guaranteed levels of availability, 24x7x365.

Acknowledging that operational scenarios can be difficult to forecast, Sentry can dynamically use multiple
bearers of opportunity to enable connectivity in the most challenging of environments. With multiple system
variants, command and control is supported at all phases of an operation, including whilst users are in transit.
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Benefits of Sentry

» Prolinx’s fully managed service provides all equipment * Fully provisioned cyber security functions, including
items delivered as-a-service, negating the cost of technical SOC, remote patching, updates, and NCSC CAPS
debt and obsolescence. approved encryption.

» A dedicated tenant on Prolinx’s Tier 2 secure hosting » Confidence that Sentry is compliant with UK
environment with enhanced security features, and the Government and MOD security policies and
flexibility to on-board 3rd party applications. standards, including alignment with NCSC

architectural patterns, NIST principles and MOD

» Unified Communications including messaging, voice and DEFSTANS.
video.

» 4 system variants that meet a range of operational

» SPOC service desk providing 24x7 service operations requirements and use-cases, including Secure
aligned to ITIL4. Classified Areas and users in transit (secure

mobility).
» A dedicated Service Delivery Manager to assist customers
during delivery, onboarding and through-life support.  Dedicated Sentry SharePoint and MS Office suite
for your organisation.
» Connectivity and interoperability with MODNet services at
SECRET, including MS SharePoint, MS Office and email. » Multiple end user devices - tablet, laptop, desktop,
thin/zero client, providing maximum flexibility for
» Geographically resilient architectural design: secondary dynamic operational scenarios.
data centre; fallback enterprise encryption; multiple
network bearers.

User Extremely high A proven capability
. readiness deployments in-service today
Benefits
No specialist SQEP SbD Assured
required
Quick and simple to set-up Fulh./ managed
service
MOD connected Enhanced collaboration
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J U
Mobile users Deployed Remote users Secure/STRAP Fixed HQs
user groups environments
Operational benefits Service benefits
v 15 mins NTE v 24x7 Security Operations Centre
v Assured to UK SECRET Headquarters Vv 24x7 Service operations

V' Always on, always available v Security cleared staff
v Fully managed service

V' Use at all operational phases
v Deployable support engineers

v Maintain SA and C2

v MODNet connected v Service delivery manager

MOD connected

27Years of exper.lence.. . Prolinx are industry leading experts at delivering innovative cloud solutions to
Over tWOl degadlestf’f experience delivering Defence, National Security sectors and their partners where seamless connectivity
secure cloud Sotutions. and collaboration is the key to enabling secure data driven success.

.I O Oo/o UK Sovereign Our digital solutions protect your data in our trusted hosting environments while

supporting your mission and operational objectives by providing assured, secure, UK

British-owned SME with assured UK Sovereign ; c ]
. . ) sovereign cloud to your organisation and partners.
data centres delivered by a highly-skilled, .
www.prolinx.co.uk

security cleared workforce. We have a fully security cleared staff and offer engineering excellence delivered by
24/7 our skilled and empowered workforce in transparent partnership with our clients.
Support

Prolinx already supports MOD, industry partners and their supply chains by securely

Continuous support for our Sentr . . .. . . . . " .
INUOUS SUPP . y protecting their data achieving information advantage in mission critical projects.

services.
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