Service Name

Amazon Simple Notification Service

Service Overview

Amazon Simple Notification Service (Amazon SNS) is a fully managed messaging service
that provides message delivery from publishers to subscribers through asynchronous
communication. Publishers send messages to a topic, which acts as a logical access point
and communication channel, ensuring messages are delivered to multiple subscribers
across various platforms. SNS supports both Application-to-Application (A2A) and
Application-to-Person (A2P) messaging, enabling flexible communication between
applications and directly to mobile phones, email addresses, and other endpoints through
various protocols including Amazon SQS, Lambda, HTTP(S), email, SMS, and mobile push
notifications.

Key Use Cases

e Application integration through fanout messaging: Messages published to an SNS
topic are replicated and pushed to multiple endpoints for parallel asynchronous
processing, enabling decoupled microservices architectures

e Application alerts and monitoring: Notifications triggered by predefined thresholds
that can be sent to users via SMS, email, and other channels for system monitoring
and alerting

e Mobile push notifications: Direct message delivery to mobile applications across
various platforms including iOS, Android, and other mobile devices for user
engagement

e User notifications: Messages sent to individuals or groups such as e-commerce
order confirmations, account updates, and personalized communications

Features

e Standard and FIFO Topics: Standard topics support high throughput with best-
effort ordering and deduplication, while FIFO topics ensure strict ordering, strict
deduplication, and exactly-once processing

e Message Filtering: Enables subscribers to receive only relevant notifications by
assigning filter policies to topic subscriptions based on message attributes or body
content

e Message Archiving and Replay: FIFO topics support message archiving for up to
365 days with replay capabilities for message recovery, state replication, and error
correction



e Multi-Protocol Support: Delivers messages to various endpoints including Amazon
SQS, Lambda, HTTP(S), email, SMS, mobile push notifications, and Amazon Data
Firehose

e Server-Side Encryption: Protects messages using AWS Key Management Service
(KMS) with support for both AWS managed and customer managed keys

e Message Durability: Ensures message persistence through storage across multiple
servers and data centers with delivery retry policies and dead-letter queues

Value Proposition

Amazon SNS offers a fully managed, highly scalable pub/sub messaging platform that
eliminates the operational overhead of running messaging infrastructure. Key advantages
include: immediate message delivery through push-based communication model,
automatic scaling to handle millions of messages per second, extensive integration
ecosystem with AWS services and external systems, pay-as-you-go pricing with no upfront
costs or minimum commitments, built-in durability and reliability through multi-AZ
message storage, advanced features like message filtering and FIFO ordering, and
comprehensive security through encryption and VPC endpoints. SNS provides the
flexibility to broadcast messages to multiple subscribers simultaneously while maintaining
loose coupling between system components.

Service Integration

Amazon SNS integrates deeply with numerous AWS services as both event source and
destination. Core integrations include Amazon SQS for reliable message queuing and
fanout patterns, AWS Lambda for serverless event processing, Amazon EventBridge for
event-driven architectures, AWS Step Functions for workflow orchestration, Amazon Data
Firehose for real-time data streaming to analytics services, Amazon Connect for contact
center notifications, AWS End User Messaging SMS for two-way SMS capabilities, Amazon
SES for email bounce and complaint notifications, and Amazon CloudWatch for
monitoring and alerting. SNS also serves as a notification mechanism for various AWS
services including EC2 Auto Scaling, CloudFormation, and AWS Backup, creating a
comprehensive event-driven ecosystem.

Onboarding and Offboarding

Getting started with Amazon SNS involves creating an AWS account and setting up IAM
permissions for administrative access. Users can access SNS through the AWS
Management Console, AWS CLI, or AWS SDKs:

e The basic workflow includes: creating an SNS topic as a communication channel,
creating subscriptions to define message delivery endpoints, configuring any
necessary message filtering or encryption settings, and publishing messages to the
topic



e The console provides a graphical interface for basic operations, while CLI and SDKs
offer advanced configuration and automation capabilities

e AWS provides comprehensive code examples, tutorials, and getting started guides
across multiple programming languages to facilitate rapid onboarding

Getting Started Guide: https://docs.aws.amazon.com/sns/latest/dg/sns-setting-up.html
Data Removal

SNS data removal is straightforward through topic and subscription deletion. When
deleting an SNS topic, all associated subscriptions are automatically deleted
asynchronously, though unconfirmed subscriptions are automatically removed after 48
hours. Deleted topics cannot be recovered, and any attempts to publish or subscribe to
deleted topics result in error messages. Users can delete resources through the AWS
Management Console, AWS CLI, or SDKs. For FIFO topics with message archiving enabled,
archived messages are also removed when the topic is deleted.

Backup/Restore and Disaster Recovery

Amazon SNS provides built-in resilience through multi-AZ message storage and automatic
replication across multiple servers and data centers within a region. FIFO topics offer
message archiving capabilities for up to 365 days, enabling message recovery and replay
functionality. SNS topics and configurations can be recreated in other regions using
Infrastructure as Code templates. The service itself doesn’t require traditional backup as
it’s fully managed, but topic configurations, subscription settings, and access policies
should be documented or stored in version control systems.

Backup Capabilities

SNS doesn’tintegrate directly with AWS Backup as it’s a messaging service rather than a
data storage service. However, FIFO topics provide built-in message archiving that stores
messages for up to 365 days with replay capabilities:

e The service ensures message durability through automatic replication across
multiple servers and availability zones

e Topic configurations and policies can be backed up through Infrastructure as Code
practices using CloudFormation or similar tools

Disaster Recovery

SNS doesn’t directly integrate with AWS Elastic Disaster Recovery as it’s a messaging
service, but it supports multi-region disaster recovery strategies. Organizations can create
identical SNS topics and subscriptions in multiple regions and implement cross-region
failover logic in their applications. The service’s built-in durability features, combined with
multi-region deployment patterns and AWS Application Recovery Controller for traffic



routing, enable comprehensive disaster recovery solutions with configurable RTO and RPO
objectives.

Recovery Objectives

Amazon SNS helps meet aggressive RTO and RPO objectives through its push-based, real-
time message delivery architecture and built-in durability features. FIFO topics with
message archiving can achieve near-zero RPO for critical messaging workflows through
message replay capabilities. Multi-region deployments can provide sub-minute RTO
through automated failover mechanisms. The service’s automatic scaling and multi-AZ
redundancy ensure high availability during regional failures.

Service Constraints
Service Quotas: https://docs.aws.amazon.com/general/latest/gr/sns.html

FAQ: https://aws.amazon.com/sns/faqs/

Technical Requirements
Service Documentation: https://docs.aws.amazon.com/sns/latest/dg/welcome.html
User Guide: https://docs.aws.amazon.com/sns/latest/dg/welcome.html

API Reference: https://docs.aws.amazon.com/sns/latest/api/

Pricing Overview

Please see the AWS UK G Cloud 15 Pricing Document accompanying this service in the
Digital Marketplace.

Public Pricing: https://aws.amazon.com/sns/pricing/
Cost Optimization

SNS offers several cost optimization strategies: utilize message batching to reduce API call
costs by publishing up to 10 messages in a single request, implement attribute-based
message filtering to reduce unnecessary deliveries and associated charges, leverage the
free tier offering 1 million publishes and notifications monthly for new accounts, optimize
message size as each 64KB chunk is billed separately, use appropriate topic types with
FIFO topics being more expensive than standard topics, implement efficient retry policies
to avoid excessive delivery attempts, and consider regional deployment strategies to
minimize data transfer costs. Message filtering at the subscription level prevents
unnecessary processing and delivery charges.



Savings Considerations

Primary cost savings opportunities include: taking advantage of the generous free tier
limits for development and low-volume production workloads, implementing message
filtering to eliminate unwanted deliveries and reduce notification costs, using standard
topics instead of FIFO when strict ordering isn’t required, optimizing message payload
sizes to stay under 64KB chunks, leveraging batching capabilities to reduce APl request
charges, monitoring and optimizing delivery retry policies to prevent excessive failed
delivery attempts, using appropriate subscription protocols with some being more cost-
effective than others, and implementing proper message deduplication to avoid duplicate
processing costs. Cross-region data transfer should be minimized through strategic
regional deployments.



	Service Name
	Service Overview
	Key Use Cases

	Features
	Value Proposition
	Service Integration

	Onboarding and Offboarding
	Data Removal

	Backup/Restore and Disaster Recovery
	Backup Capabilities
	Disaster Recovery
	Recovery Objectives

	Service Constraints
	Technical Requirements
	Pricing Overview
	Cost Optimization
	Savings Considerations



