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The Challenge
The modern enterprise organization needs to secure non-human 
access across multiple software infrastructure environments 
that include a mixture of on-premises and cloud providers. The 
applications and cloud workloads within these environments 
leverage secrets to perform automated tasks. These secrets 
grant non-human actors access to some of the sensitive company 
resources and databases. At a typical company, non-human access 
can outnumber human access 45 to 1, so secrets are everywhere. 

Security teams have more 
infrastructure to secure and fewer 
hardware and staff resources to 
dedicate to implementing and 
maintaining various bespoke 
secrets management solutions 
across different environments 
and vendors. Security teams are 
looking to consolidate with one 
solution to manage non-human 
access holistically, regardless of 
cloud platform.

CyberArk Secrets Manager, 
SaaS: Multi-cloud SaaS  
Secrets Management
Manage non-human access and machine identities for any cloud
platform or dynamic environment with a uniform experience.

HIGHLIGHTS

Multi-cloud and cloud-agnostic

Build cloud-portable applications 
and workloads with uniform secrets 
management interface, regardless 
of cloud platform, on-premises 
environments  or tools.

Centralized secrets management

Establish centralized control and 
enforce unified policies over secrets 
using existing security processes and 
infrastructure across any cloud platform 
and on-premises.

Uniform experience for security  
and developers

Provide a consistent experience  
across any environment for 
 developers and security. 

Reduced vault sprawl 

Simplify secrets management across 
multiple projects and reduce the 
number of secrets management vaults.

Automated rotation

Facilitate automatic rotation of secrets 
with cloud-native secrets managers.

45x

Machine identities outnumber 
human identities by a factor of 

45x.1

1 CyberArk, “2022 Identity Security Threat Landscape,” April 2022.
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KEY BENEFITS

•	 Extend privileged access 
management for human 
credentials to include  
non-human identities.

•	 Enable Zero Trust security by 
authenticating, authorizing and 
auditing machine-tomachine 
access to secrets and credentials.

•	 Protect against softwarecsupply 
chain attacks andcprovide 
CI/CD pipelinecsecurity by 
removingchard-coded secrets 
fromctool scripts and configuration 
files that putcthe software supply 
chainc at risk.

•	 Eliminate the “secret zero” problem 
and establish machine identity by 
leveraging the native attributes of 
applications, containers and other 
non-human identities.

This SaaS-based secrets management solution allows for hardware 
and human resources to be focused on delivering more business 
value, accelerates deployment time and streamlines software 
maintenance with automatic updates. This means quicker time-to-
value and lower total cost of ownership.

As a part of the CyberArk Identity Security Platform, Secrets 
Manager, SaaS can seamlessly integrate with CyberArk Privilege 
Cloud and easily leverage the Identity Security Platform Shared 
Services to enable operational efficiencies, with unified audit and 
Identity Security Intelligence.

Benefits
CyberArk Secrets Manager, SaaS enables organizations to:
Simplify and centralize secrets management across hybrid and 
multicloud environments. Manage secrets within any cloud or on-
premise environment without creating security islands or need for 
developers or security teams to learn multiple secrets management 
tools. With Secrets Manager, SaaS, you can manage, enforce and 
audit non-human access in one place.

The Solution
CyberArk Secrets Manager, SaaS (formerly known as CyberArk 
Conjur Cloud Secrets Manager) is a modern secrets management 
solution, designed to simplify and streamline the management of 
non- human secrets and credentials wherever they are, in any cloud 
or environment. With Secrets Manager, SaaS, security teams and 
developers can use the same secrets management solution for any 
cloud platform or even on-premises, reducing the impact of cloud 
vendor lock-in and enabling organizational resources to be more 
dynamic and flexible.
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About CyberArk
CyberArk (NASDAQ: CYBR) is the global leader in identity security, trusted by organizations around the world to secure human and machine 
identities in the modern enterprise. CyberArk’s AI-powered Identity Security Platform applies intelligent privilege controls to every identity with 
continuous threat prevention, detection and response across the identity lifecycle. With CyberArk, organizations can reduce operational and 
security risks by enabling zero trust and least privilege with complete visibility, empowering all users and identities, including workforce, IT, 
developers and machines, to securely access any resource, located anywhere, from everywhere. Learn more at cyberark.com.

DATA SHEET

Reduce staff training and maintenance cost. With Secrets Manager, SaaS, there is a single uniform experience for 
development, DevOps and security teams, and software updates are handled automatically.

Build cloud-portable applications. There is no need for developers to write and maintain specialized secrets 
management code that depends on the current cloud provider being used or if the application is hosted on-premises.

Faster time-to-value. Security teams can quickly deploy their new secrets management solution because there is 
no secrets management hardware or software to host.

Next Steps
To get started, reach out to your CyberArk expert today or register for a demo.

To learn more about CyberArk secrets management,  visit: www.cyberark.com/products/ 
secrets-management
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