‘:' Telefdnica

® Tech

Cloud Security

Transform legacy full stack applications into modular,
future-proof, cloud-native systems

telefonicatech.uk



Service Overview

Our goal is to help your teams regain control of their security in the cloud by smoothly incorporating it
into all design and operational processes, creating a secure fabric throughout.

Our Cloud Security solution is designed to identify, assess, and manage the challenges and threats of
the cloud, thanks to a set of capabilities that support your business and help you maximise cloud

adoption confidently.

Telefonica Tech's Cloud MSS service focuses on comprehensive public and private cloud security,
covering governance and protection throughout the lifecycle of cloud infrastructure and applications.

Automated vulnerability scanning. An
independent and objective assessment of
infrastructure, software and employee
security clearly highlights the security risk
to corporate and customer data from
external and internal vulnerabilities.

Red Team Assessment. Our Red Team
service is designed to test and
continuously improve the effectiveness,
detection, and response capability of
companies’ information security defences
by simulating attack scenarios using the
Techniques, Tactics, and Procedures
(TTPs) of real adversaries.

Benefits:

Having visibility and governance of
the assets deployed in the cloud
independently of the CSP (Cloud
Solution Provider).

Continuous assessment and
compliance of the cloud
infrastructure according to different
regulatory frameworks and best
practices.

Protection of workloads throughout
%:(1)_} their lifecycle and threat detection.
Identity management in the cloud.

Implementation of security policies
customised to the customer’s
environment.

Service delivery based on
dashboards and KPIs that allow the
customer to gain visibility into
security and monitor it for
continuous improvement.

Our Deliverables:
Regulatory Compliance
Fortifying
Expertise
Protection and Detection

CI/CD Pipeline Integration




Why Telefdnica Tech?

1. Our Propel method gets you from idea to working solution fast. This lets you unlock value quickly from
your modernisation initiatives.

2. \We have deep expertise across the full app stack with proven customised solutions that speed your
modernisation.

3. We help you adopt change with less risk and disruption, using modular delivery that keeps compliance
and qguality high.

We focus on high-value apps and features that deliver clear business impact.

Additional Services to Elevate Your Business
Cloud Strategy
Scale cloud adoption for maximum business impact.

GreenOps
Measure and optimise your cloud carbon footprint, making your cloud operational sustainable.

FinOps
Optimise your cloud spending and boost financial accountability.

Multi-Cloud
Deliver workload freedom by deploying your workloads across multiple cloud providers seamlessly.

Cloud Managed Services
Expert management and support for your cloud environment.




Leading the Way in
Digqital Transformation
for our Customers

Telefénica Tech unlocks the power of integrated technology,
bringing together a unique combination of the best people, with the
best tech and the best platforms, supported by a dynamic partner
ecosystem to make a real difference to every business, every day.
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