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Service Overview

Firewalls are a fundamental part of any organisation’s protective security strategy. They play a crucial
role in protecting your MPLS network and the traffic and data that run across it. However, firewalls are
not a trivial technology, so managing and maintaining them requires a high degree of expertise and
ongoing effort. If your organisation does not have the skills and resources to manage and maintain
your firewalls, Telefonica Tech's Managed Firewall service can add significant value and improve the

security of your network

The Telefonica Tech Managed Firewall service provides hosting and MPLS integration, along with the
monitoring, management, and maintenance tasks needed to operate your firewalls and protect your

networks.

e 24/7 Network Monitoring -
Providing round-the-clock
monitoring of your firewall
service, ensuring support is
always on hand.

e Improved Configuration - Our
services provide you with
effective firewall configuration,

tailored for your business needs.

e Access to Specialised Talent -
Our support teams are deeply
experienced across all major
firewall vendors, providing you
the expertise you need.

Additional Services

Telefonica Tech provides secure digital
enablement to organisations through our
portfolio of managed and professional
services spanning Hybrid & Public Cloud,
Cyber Security, Modern Workplace,
Networking & Connectivity, and
Applications, Data & Al. For example:

e Network and Cloud Assessment
Services

e SDWAN
e Cloud and Security Services

e Cyber Security Maturity
Assessment

e DDoS Mitigation
e DRaaS
e Infrastructure as a Service

e Hybrid Cloud Management

Benefits:
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Monitor traffic bandwidth.
24/7 alerting for availability.
Apply bandwidth profiles to
manage bandwidth within

contractual limits.

Assigned Public IP range per
customer.

Simple NAT configuration.

Firewall policy creation and
updates.

UTM AV and IPS setup.

SSL VPN setup

IPsec VPN setup

Update the firmware twice a year -
if a major CVE emerges, an

emergency firmware update can be
performed.

Our Deliverables:
e 24/7 Network Monitoring
e |mproved Configuration

e Access to Specialised Talent




Why Telefdnica Tech?

1. Our Propel method gets you from idea to working solution fast. This lets you unlock value quickly from
your modernisation initiatives.

2. \We have deep expertise across the full app stack with proven customised solutions that speed your
modernisation.

3. We help you adopt change with less risk and disruption, using modular delivery that keeps compliance
and quality high.

We focus on high-value apps and features that deliver clear business impact.

Additional Services to Elevate Your Business
Cloud Strategy
Scale cloud adoption for maximum business impact.

GreenOps
Measure and optimise your cloud carbon footprint, making your cloud operational sustainable.

FinOps
Optimise your cloud spending and boost financial accountability.

Multi-Cloud
Deliver workload freedom by deploying your workloads across multiple cloud providers seamlessly.

Cloud Managed Services
Expert management and support for your cloud environment.




Leading the Way in
Digqital Transformation
for our Customers

Telefénica Tech unlocks the power of integrated technology,
bringing together a unique combination of the best people, with the
best tech and the best platforms, supported by a dynamic partner
ecosystem to make a real difference to every business, every day.
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