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Resulting in: 
The ability to mitigate or disrupt foreign malign influence operations



Why MTAC?

What MTAC Provides Why Influence Reporting Matters

Perspective
Track actors across platforms, audiences, 

and languages outside the limits of secure 

terminals and facilities

Efficiency
Cut through trillions of signals to identify 

and prioritize key threats

Continuity
Ensure operational continuity for 

organizations facing consistent 

personnel rotations

Threat 

Detection

Information 

Sharing and 

Coordination

Policy 

Development

Provides insights on the evolving tactics, 

techniques, and procedures used by 

adversarial actors

Unclassified reporting enables 

comprehensive inter-governmental 

collaboration & coordinated responses

to influence-related threats

Enables agencies to develop policies and 

strategies to mitigate destabilizing influence 

operations and safeguard national interests 

and democratic processes
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Malign Influence

Right Data at the Right Time

Spectrums, Not Divides

Cross-Platform or Bust

Medium Matters

Persistence is Key

Not a “cyber problem”

A human problem empowered by technology.

Too much data creates more noise to signal. 

Increase signal, decrease noise by focusing on the right data.

Physical & virtual worlds blend with each other. 

Actions in one powers actions in other.

Single-platform influence campaigns are studies in methods at best. 

Attribution requires cross-platform analysis.

Your adversaries are on all mediums. 

Video is king.

Perceptions are shaped by messages and messengers. 

Those that don’t message lose.

MTAC’s Approach to Influence and Cyber Threat Intelligence
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Analysis and Delivery Process

Initial 

Assessment

Establish 

intelligence 

requirements and 

set sensors

Data 

Collection

Gather proprietary 

Microsoft 

telemetry and 

open-source data

Actionable 

Intelligence

Reports and briefings 

delivered on a weekly, 

quarterly, and annual basis

I N T E L L I G E N C E  A N A LY S I S

A I - B A S E D  A P P L I C AT I O N S

Propaganda 

Indexes

Media

Monitoring

Narrative

Mapping

Geopolitical 

Threat Context

Threat Actor 

Tracking

Localized Languages 

and Platforms

Output

Tailored Briefs

Output

Analyst Reports | Flash Reports | Case Studies

Output

Monitoring Lists | Profiles

Detect | Assess | Report 
Analyze relevant adversarial actors, networks, and operations

Detect, assess, and disrupt digital threats to Microsoft, its customers, and democracies worldwide.
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