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Cybersecurity Defence Maturity Evaluation CSMA 

 
NCSC certified Cyber Security Consultancy delivering security assessments to test cyber security maturity by evaluating, analysing and 
improving organisational cyber-security to meet audit and compliance requirements. We assess systems and processes for 
vulnerabilities, recommend risk mitigation actions, and help you define and achieve your cyber security goals.    
 
 

The output of the Cybersecurity Defence Maturity Evaluation assessment enables an organisation to focus its attention on specific 
cybersecurity gaps, based on comparison to the benchmark itself, peer behaviours and industry best practice. 
 
Methods will deliver recommendations on how to address the identified gaps and increase overall defence maturity by adhering to 
processes/policies, using NCSC, NIST, ISO, CMMI, CSA, CIS, SABSA and TOGAF frameworks/methodologies amongst others.  Our 
strategy drives a comprehensive evaluation for how an organisation both protects and defends the enterprise through proper visibility 
and effective leverage of threat intelligence. 
 
We help organisations to identify risks and avoid future cyberattacks.  We break down the steps to allow the better understanding of how 
to perform an internal security review to the ins and outs of external cybersecurity defence maturity evaluation.  This includes checking 
for vulnerabilities in the IT infrastructure and business processes and alignment, as well as recommending steps to lower the risk level 
for potential future attacks.  Cybersecurity defence maturity evaluation is pivotal to: 

• Validate systems and business processes 
• Policy, procedure, standards and guidelines maintenance 
• Governance and security controls 
• Continuous improvement and development 
• Change of strategic or tactical roadmap 
• Mature and strengthen the security programme 
• Alignment to industry best practices, frameworks and methodology 

  

 

What is the Service 
 
Methods is an NCSC Assured Cyber Consultancy who has been assured to the highest standards as defined by NCSC and professional 
bodies such as UK Cyber Security Council. With a proven track record of delivering cyber security consultancy expertise, we pride 
ourselves on working closely with our clients - often augmenting in-house capability. 
 
A Cyber Security Essentials Plus certified company, the services provided by the Cyber Portfolio align with ISO/IEC 20700 family of 
information security management standards, ensuring work is appropriately scoped, planned and delivered to the highest standards. 
 
Methods provide a holistic approach to Cybersecurity Defence Maturity Evaluation with work undertaken by industry qualified Cyber 
security experts, many holding CCP Lead Practitioner else qualified to Chartered status, able to offer approved guidance and support to 
both public and private sector clients, covering the entirety of the Security organisation. 
 
We have deep knowledge and considerable experience in evaluating and assessing defence systems including infrastructure for threats 
and risks including checks against vulnerabilities in the IT systems and supporting business processes – providing practical 
recommendations intended to mitigate else address risks and vulnerabilities that might otherwise impact business secure operations to 
include compromise of systems, data and personnel and which may lead to reputational damage. 
 
Methods has proven experience in leading and supporting Adaptive Security (Maturity) Improvement Programmes against a framework 
such as NIS. With qualified/experienced Programme Security leads, who have delivered such Programmes in large Government 
Departments as well as Private sector (defence) organisations, we are ideally placed to support diverse organisations looking to brigade 
security improvement activity under the banner of a single improvement programme [with measurable benefits to the organisation]. 
 
We implement industry best practice tailored to our clients’ specific requirements when performing cybersecurity defence maturity 
evaluation as we understand organisations often find themselves straddling multiple levels in a cybersecurity maturity model.  The 
Cybersecurity Defence Maturity Evaluation model we use spans four major points: 
 
 
 
 
Using the four major states, we measure the Cybersecurity Defence Maturity Evaluation against an organisation’s alignment to the 
Unified Enterprise Defence strategy, across evaluation domains and sub-components, to enumerate an organisation’s cybersecurity 
defensive security posture, which consists of the following areas: 

• Security capabilities 
• Security operations 
• Defensive operations 
• Intelligence operations 

 



   

 

   

 

Our methodology for assessing defence maturity is agile and designed to integrate seamlessly into the organisation, complementing and 
innovating the current working practices.  Whether the organisation is looking for ad-hoc support, or a long-term partner, our team can help 
identify and implement best-in-class solutions. 
 
One of our core tenets is collaboration, which lays out how our team works with the client.  We adopt the principles of openness and 
knowledge transfer to empower the people and build impressive, sustainable governance around complex multi-cloud solutions.  We work 
closely with key stakeholders and programme teams to devise a bespoke solution that meets the demands of the business processes, 
strategic business objectives and regulatory requirements.  Our consultants have a strong background in both public and private sectors 
and will quickly adapt to the environment, providing specialist expertise to design innovative and risk-based solutions that meet your 
specific business needs and outcomes. 
 
Methods provide pragmatic and proportionate risk-based guidance as trusted consultants covering compliance, architecture and design 
assurance; system accreditation across Code of Connection (CoCo) and MOD DefCon standards.  Our experienced consultants are 
proficient working on a variety of Government projects including critical national infrastructure (CNI), defence, policing, justice, education, 
healthcare, border control, central government, local authorities and government digital services. 
 
In line with HMG requirements, Methods is certified to Cyber Essentials Plus, ISO/IEC 27001, ISO 27017 and ISO 9001 standards, so we can 
provide customers with robust, consistent assurance in our quality processes and the protection of our systems and customer-related 
data.  We adopt certified frameworks for HMG where data is classified OFFICIAL through to SECRET and above.  Methods has a large pool 
of SC and DV cleared UK personnel and has experience of designing, building and maintaining governance and security to deliver service 
offerings at OFFICIAL, SECRET and ABOVE SECRET classifications. 

 
What it can do for you 
 
Methods is an NCSC Certified consultancy with UK Cyber Security Council chartered status.   
  
Our Security (Defence) Maturity Assessment service will provide a comprehensive view of your current security posture through completion 
of a comprehensive defence evaluation maturity assessment.  With this base line level clarified, we will work with you to map your future 
ideal state and help you both plan for and achieve your cyber security goals and align with industry best practices, frameworks, legislation 
and methodologies.    
  
Methods also has extensive P3M, business analysis and business change capabilities so we can provide you with a comprehensive end to 
end service to help you achieve your cyber security goals. 
 

Service Features 

 
1. Establish a scope of assessment 

2. Collation of documentation, including policies, procedures, standards and guidelines 

3. Review data gathered; evaluate against industry best-practice, standards and frameworks 

4. Workshops and interviews involving key stakeholders to understand business/IT 

5. Develop understanding of tactical/strategic cyber security goals of the organisation 

6. Identify gaps and focus areas 

7. Detail executive summary of security gaps detected 

8. Control areas that require improvements and recommendations for remediation 

9. Assessment of current security controls with recommended industry best practices 

10. Action plan for remediation steps, playbooks and runbooks    

 
 

 

Service Benefits  

 
1. Provide a view of the current security posture 

2. Implement operations best practice 

3. Operationally focused and detailed analysis 

4. Measuring effectiveness and demonstrate improvement over-time by tracking change 

5. Repeatable and adaptable methodology, with continuous evolution of benchmarks 

6. Determine the effectiveness and maturity of policies and procedures 

7. Assessment performed against NIST, OWASP, GDPR, CIS and CSA 

8. Aligned to security assessment frameworks NCSC, CAF and SAFE 

9. Report showing the highest impact and risk to organisations 

10. Provides holistic assessment of the effectiveness of the detection-model 

 
 
 
 



   

 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  



   

 

   

 


