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Risk Assessment 

 
Methods leverage extensive NCSC expertise, providing risk assessments covering OT/ICS/IOT, NIST alignment, ISO27000s and PCI 
requirements.  Methods utilise CCP certified specialists to identify/analyse/prioritise risks and threats outside of risk appetite based on 
criticality.  Methods ensure outcome driven results utilising business language to describe risks, impacts/consequences and 
improvements to senior leadership. 
 
 

What is the Service 
 
Methods is an NCSC Assured Cyber Consultancy who has been assured to the highest standards as defined by NCSC and professional 
bodies such as UK Cyber Security Council.  With a proven track record of delivering cyber security consultancy expertise, we pride 
ourselves on working closely with our clients - often augmenting in-house capability.  
 
A Cyber Security Essentials Plus certified company, the services provided by the Cyber Portfolio align with ISO/IEC 20700 family of 
information security management standards, ensuring work is appropriately scoped, planned and delivered to the highest standards.  
 
Methods provide a holistic approach to cyber risk assessment services, with work undertaken by industry qualified Cyber security 
experts, many holding CCP Lead Practitioner else qualified to Chartered status in Risk Management (Assessment), able to offer approved 
guidance and support to both public and private sector clients, covering the entirety of the Security organisation.  
 
A risk can be defined as the “effect of uncertainty on objectives”. There are many important reasons why you must understand the risks 
within your organisation, not least to reduce the cost of doing business. Our cost focused approach to cyber risk assessment ensures a 
repeatable process, designed to promote the protection of information and information systems commensurate with the risk. Our service 
covers the following aspects:   

• Cyber risk assessment: We evaluate your current cyber security posture and identify the gaps and weaknesses that could expose 
you to cyber-attacks. We also provide recommendations and guidance on how to improve your cyber resilience and comply with 
the relevant regulations and standards such as PCI and ISO 27001. 

• Business impact analysis: We analyse the potential impact of different cyber scenarios on your business operations, assets, 
reputation, and customers. We help you prioritise the most critical risks and develop contingency plans and recovery strategies.  

• Risk mitigation and management: We help you implement the best practices and solutions to reduce and manage your cyber 
risks. We also monitor and review your risk profile and provide ongoing support and advice to ensure that your security measures 
are effective and up to date. 

 
Our risk assessment methodology includes a flexible risk assessment process and an explicit risk model. We will define key terms with 
you and before any risk assessment, we will agree an assessment approach (e.g., quantitative, qualitative, or semi-qualitative). We 
understand that a cyber risk assessment must focus on what is important to your organisation and specifically to its critical areas. 
 
We will also ensure our cyber risk assessment methodology is aligned to your Enterprise Risk Management framework, working with your 
Business Impact Classification. Alternatively, we can help you update and define your Business Impact classification. 
 

 



   

 

   

Methods understand the pressures organisations face to meet and maintain legal, statutory, regulatory, compliance and contractual 
requirements. Our Risk Assessment service will help you meet your compliance obligations, be they ISO 27000 standards, GovAssure, 
CAF or PCI.  
 
We offer a holistic and customised approach that aligns with industry best practice. As well as NCSC and ISO standards, our service also 
aligns with the National Institute of Standards and Technology (NIST), ensuring you will receive a risk assessment based on the most 
widely used and credible standards across industry.   
 
Our consultants will comply with an agreed code of conduct, as well as maintaining their cyber security expertise for CNI customers, 
Government and the wider public sector.   
 
We maintain a series of Cyber and Information systems and frameworks aligned to industry good practice - ISO 27001, ISO 27005, ISO 
27017, ISO 27018, ISO9001, ISO 3100, NIST 800 (series), Cyber Essentials Plus, Centre of Cyber security (CIS) benchmarking, Microsoft 
Global Partner and AWS Select Tier Services Partners. This ensures we provide customers with robust, consistent assurance in our 
quality processes and the protection of our systems and customer-related data.   
 
We aid senior management in understanding the importance of managing cyber risk to your organisation, supporting them to make the 
process a success. We articulate to them what must be defined on the amount of effort, and we appoint certified qualified consultants to 
assist you in the management of cyber risk.    
 
Our methodology is agile and is designed to integrate seamlessly into the organisation, complementing and innovating the current 
working practices.  Whether the organisation is looking for ad-hoc support, or a long-term partner, our team can help identify and 
implement best-in-class solutions.   
 
Our consultants have a strong background in both public and private sectors and will quickly adapt to the environment, providing 
specialist expertise to design innovative and risk-based solutions that meet your specific business needs and outcomes.   
 
All our consultants have proficiency working on a variety of Government projects with different divisions including critical national 
infrastructure (CNI), defence, policing, justice, education, healthcare, border control, central government, local authorities and government 
digital services.   
 
With experience across government sectors, including critical infrastructure, defence, healthcare, and more, we have a large pool of high 
calibre SC and DV cleared personnel, delivering services at classifications, from OFFICIAL to SECRET and ABOVE SECRET. 
 
 

What it can do for you 
 
Methods help you understand, manage, control and mitigate cyber risk across your organisation to within risk appetite. We save your 
financial resources through better targeting of IT investments based on cyber risk, improving your ROI. 
 
Methods’ risk assessment service enables you to identify and understand your cyber risk exposure, as well as meet certification 
requirements. We understand how crucial risk assessment strategy and data protection is, especially as organisations rely more on 
information technology and information systems to do business. 
 

Service Features 

 
1. Risk assessments follow ISA/IEC 62443 raising cyber-security/ resilience of key-systems  

2. Risk assessments follow NCSC standards using NCSC risk management toolbox  

3. NCSC certified professionals deliver Risk assessments covering all CCP specialisms  

4. Security Check and/or Developed Vetting consultants perform risk assessments   

5. Experienced in risk assessments using ISA/IEC 62443 and NIST frameworks  

6. Cloud Security Principles aligned risk assessments  

7. Risk assessments in line with ISO 27001, 27500 and 31000  

8. Risk assessments assisting Business Continuity Management (BCP) and DR  

9. Prioritisation of IT operational spend based on your cyber risk   

10. Supporting enterprise risk management, keeping business decisions within risk appetite 

 
 

 

Service Benefits  

 
1. Reduction of operational cyber security risks to within risk appetite  

2. Facilitates NCSC certification, ISO 27001, ISA/IEC-62443, NIS(2)directive, NIST and PCI  

3. Alignment of OT cyber risk to enterprise risk management strategies  

4. Increasing security skills and awareness through knowledge transfer  

5. Identify risks to ensure DLP and alignment with ISO-27018  

6. Prioritise cyber threats using risk assessments, maximising IT spend ROI  

7. Ensure proactive, not reactive approach to cyber threats and opportunities  

8. Access to CCP certified specialists to perform risk assessments  

9. Formulation of Risk assessment methodologies and tools appropriate to you  

10. Tailored security strategy which is aligned with appropriate regulatory standards 

 
 



   

 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  



   

 

   

 


