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Security Audit & Review 
 
Methods provide specialist security audit and risk assessment services to identify your organisations resilience to cyber-attacks. Our 
NCSC Certified consultancy, provide a comprehensive security audit review and assessment across the organisation's IT infrastructure 
and systems, measuring cyber security against industry best practices and externally established standards, or regulations. 

What is the Service 
 
Methods is an NCSC Assured Cyber Consultancy who has been assured to the highest standards as defined by NCSC and professional 
bodies such as UK Cyber Security Council.  With a proven track record of delivering cyber security consultancy expertise, we pride 
ourselves on working closely with our clients - often augmenting in-house capability.  
 
A Cyber Security Essentials Plus certified company, the services provided by the Cyber Portfolio align with ISO/IEC 20700 family of 
information security management standards, ensuring work is appropriately scoped, planned and delivered to the highest standards.  
 
As an NCSC Certified Consultancy our services are scoped, planned, and delivered in line with ISO 20700, the delivery of Management 
Consultancy services.  This requires us to engage and work closely with our clients to ensure that the services we provide are aligned to 
industry standards.  
 
Methods’ resources provide pragmatic and proportionate risk-based guidance as trusted consultants covering compliance, architecture, 
and design assurance; system accreditation across Code of Connection (CoCo) and MOD DefCon standards.  Our experienced 
consultants have proficiency working on a variety of Government projects with different divisions including critical national infrastructure 
(CNI), defence, policing, justice, education, healthcare, border control, central government, local authorities, and government digital 
services.   
 
Our IS/IT audit practice can support the organisation in providing a detailed system, infrastructure evaluation of the cyber security 
posture, measuring compliance with applicable legislation, security objective, policies, standards, and processes. Our assessments are 
designed to provide a comprehensive review and analysis of the organisations IT security posture, whilst also offering a value for money 
IT efficiency audit service, intended to identify process and control improvements, to realise value for money savings. We have 
experience of conducting IS/IT audit reviews against industry best practice to: 

• Provide independent risk and compliance-based audit assessments.  
• Support compliance with HMG security objectives, policies and standards.  
• Integrate with NCSC National Cyber Security Strategy including GovAssure to enable a systematic and comprehensive approach 

to assess outcomes and to identify the extent to which cyber risks to essential services are being managed by an organisation.  
• Provide a comprehensive view of maturity of existing processes. 

 

Compliance with relevant regulations and standards including but not limited to:  

• NIS regulations and ISO 27001  
• GovAssure scheme and Cyber Resilience Audit – underpinned by NCSC’s Cyber Assessment Framework (CAF) aligning best 

practice across critical national infrastructure (CNI) 
• COBIT 5  
• Sector specific compliance requirements. 

 
We provide professional and measurable technical assessment of policies and practices that will enable the organisation information 
security system.  Which in turn, enables a continuous procedure of determining and maintaining the security policies.  
 
Our security audit service is designed to support the identification of security vulnerabilities across public sector organisations with an 
audit of their compliance readiness that allows the organisation to:  

• Define and implement processes and techniques to ensure compliance.  
• Measure success of security compliance audits  
• Providing impartial assessment and audit reports covering security compliance audits  
• Inform investigations and information risk management.  
• Establish audit plans and audit regimes that match business needs and support continuous improvement.  

 
The scope of our audits will be tailored in collaboration with the organisations to ensure alignment to business unit or strategic 
roadmaps, as the focus of audit will primarily be on IT and not the business cases.  We collaborate with key stakeholders in the audit 
planning phase to ensure stakeholder engagement throughout the audit lifecycle. It’s vital that management are engaged as this will 
enable effectiveness in establishing good practice and identification of areas of continuous improvement.   
 
Our security audit capability adopts NCSC standards to deliver a service offering that aims to:  

• Provide advice and guidance to our clients, that enables an organisation to maintain the business objective and strategic 
roadmap.  

• Provide comprehensive insight and overview across an organisations IT infrastructure.  
• Ensure the continuous improvement of internal or external cyber security standards, policies, and procedures.  
• Provide advice and guidance to clients in support of satisfying or maintaining certification or compliance requirements.  
• Review existing cyber security policies and procedures to identify potential vulnerabilities, weaknesses across the organisation 

and suggest recommendations for changes or improvements.  
• Review existing cyber security artefacts for example, designs, risk analysis, security claims provided by organisation stakeholders 

or third-party business partners, in support of audit activities.  
• Enable informed decision making and effective risk management.  
• Enhance incident response, business continuity and disaster recovery procedures.  
• Perform reviews and audits for the organisation.  
• Establish reporting capabilities to enable an organisation to have greater confidence and assurance that internal and external 

cyber security policies, procedures, are compliant.  



   

 

   

 
  

We adopt an Agile methodology, designed to integrate seamlessly into the organisation, complementing and innovating current working 
practices. We believe in the principles of openness and knowledge transfer to empower the people and build impressive, sustainable 
governance around complex multi-cloud solutions.  We work collaboratively with the key stakeholders and programme teams to devise a 
bespoke solution that meets the demands of the business processes, strategic business objectives and regulatory requirements.  Our 
consultants have a strong background in both public and private sectors and will quickly adapt to the environment, providing specialist 
expertise to design innovative and risk-based solutions that meet your specific business needs and outcomes.  
 
Methods offer a unique Value for Money IT Efficiency Audit Review (service) aimed at identifying poor else weak controls across the 
estate – following the normal disciplines associated with a traditional Audit – but with the additional objective of realising true VfM 
efficiency savings (e.g. storage, telephony, service providers/operators including Cloud, Laptops and PCs). Savings may be one off or 
more likely annual.     
 
In line with HMG requirements, Methods is certified to Cyber Essentials Plus, ISO/IEC 27001, ISO 27017, and ISO 9001 standards, so we 
can provide customers with robust, consistent assurance in our quality processes and the protection of our systems and customer-
related data.  We adopt certified frameworks for HMG where data is classified OFFICIAL through to SECRET and above.  Methods has a 
large pool of SC and DV cleared UK personnel and has experience of designing, building, and maintaining governance and security to 
deliver service offerings at OFFICIAL, SECRET and ABOVE SECRET classifications. 
 
 

What it can do for you 
 
Methods is an NCSC Cyber Security certified consultancy in Cyber Security Governance & Risk Management, delivering approved advice 
and guidance to a diverse range of clients to provide the most cost effective and pragmatic approach, based on industry best practice. 
We provide our customers access to industry recognised experts who have a record of delivering cyber security consultancy 
assignments, as defined by NCSC and the UK Cyber Security Council. Our audit specialists can support your organisation in providing a 
detailed evaluation of the cyber security posture, measuring compliance with applicable legislation, security objective, policies, 
standards, and processes. Our assessments are designed to provide a comprehensive review and analysis of the organisations IT 
security posture. 

Service Features 

 
1. Review policy criteria and procedural requirements 

2. Performing security compliance audit in accordance with methodology/framework 

3. Defining and implementing procedures and techniques for continuous compliance 

4. Comprehensive security assessment/analysis, covering security compliance audits, investigations, risk management 

5. Assessment of existing information auditing function currently in place 

6. Develop audit plans considering the organisation risk appetitive/business objectives 

7. Recommendations to audit findings; comprehensive plan that support continuous improvements 

8. Recommendations enable informed decision-making for efficient/cost-effective options to address non-compliance 

 
 

 

Service Benefits  

 
1. Business & system improvements into the internal systems/controls  

2. Providing credibility in organisation security posture  

3. Promote best practices for controls 

4. Identify operational inefficiencies and waste 

5. Review IT projects, systems, people, process, and technology 

6. Provide an independent and objective insight 

7. Assess efficient and responsible use of resources 

8. Meeting the statutory and regulatory requirements in the industry  

9. Improved planning and budgeting for the organisation  

10. Determine adequacy of internal controls 

 
 
 



   

 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  



   

 

   

 


