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What is the Service 
 
Methods is an NCSC Assured Cyber Consultancy, demonstrating a proven track record of delivering cyber security consultancy expertise, 
undertaken by industry qualified and proficient experts, as defined by NCSC and the UK Cyber Security Council.  
  
Methods follow industry best practice in managing engagements, that satisfy NCSC requirements for certified professional cyber 
services companies, adhering to a code of conduct, and keeping their cyber security expertise for CNI customers, Government and the 
wider public sector.   
 
Methods has extensive experience from across public, private sector and defence to help Secure by Design implementation, or delivery 
into existing mature businesses. We collaborate closely with all stakeholders in the system/service/product life cycle to ensure all 
parties know their roles and work practically to reduce or eliminate vulnerabilities in the architecture, development or processes which 
leads to highly resilient outcomes.  
 
Our approach is to supplement existing team and adjust our work to match a client way of working. We have created a project level 
implementation playbooks and tooling to ensure that all areas of the project/product understand how to apply the new standards and 
guidance in a more sensible and easy way. This has been based on our expertise, and tested with partners and clients in defence, along 
with our team experience in finance and CNI. Our expertise can cover across the range of standards and guidance that describe secure 
by design principles, whether it be NCSC, MOD Defstan 05-138, OWASP or NIST 800-160. 
 
Key Principles: (From across the Industry) 

• Appoint a business risk owner  • SQEP responsible for cyber security risk  

• Clean source principle, extending to third parties and supply chain  • Continuous risk-driven security  

• Usable security to avoid workarounds  • Zero Trust  

• Layered Defence  • Secure by Default  

• Attack Surface reduction  • Separation of duties  

• Secure Configuration  • Secure transmission  

• Continuous Monitoring  • Secure deployment and change management  

• Continuous Assurance and Testing  • Resilience 

 

Secure By Design 

 
Methods leverage extensive NCSC expertise in Secure By Design, particularly in high-threat sectors like MOD and Finance. We design 
against probable risks with pragmatic realistic solutions, working with your team to foster a long-term strategic shift. Aligned with NIST, 
NCSC, OWASP, and MOD DEFSTAN 05-138 for dynamic security solutions. 



   

 

   

 
  

What it can do for you 
 
Secure by Design bring systematic change to the way products and services are developed, ensuring security is built from the start, with 
threat and risk being the key drivers to controls and testing. Methods work closely with stakeholder and developers allowing a risk-based 
tailoring of controls and improved understanding across projects. Our team have depths across the public and private sector, allowing a 
better dialogue between stakeholders of differing backgrounds and seniority. 
  
It reduces the risk of security breaches and incidents, which could result in financial losses, reputational damage, legal liabilities, and 
customer dissatisfaction. 
 
It improves the quality and reliability of the software, as security issues are often related to bugs, errors, and poor performance. 
 
It saves time and money, as security issues are easier and cheaper to prevent than to fix. 
 
It enhances the trust and confidence of the users, customers, and stakeholders, who expect the software to be secure and protect their 
data and privacy. 
 
It can provide confidence that products and services are compliant and fit for purpose in a constantly changing threat environment, 
reducing the boardroom bandwidth spent on Cyber. 

Service Features 

 
1. Adoption of secure by design principles into working practices 

2. Strong understanding of compliance landscape/security requirement throughout Project life-cycle 

3. Security controls and requirements embedded at project initialisation. 

4. Tailored hardening, balancing Threat Intelligence with business need 

5. Review/implement secure coding into dev. pipelines, mitigating error/vulnerabilities with tooling 

6. Security testing identifying realistic, probable key threats before deployment 

7. Tracking of security posture/maturity within the evolving threat context 

 
 

 

Service Benefits  

 
1. Respond to evolving cyber threats 

2. Reduce cost of deployment/rework/incidents through proactive early security management 

3. Reduced security risk by raising awareness and rigour in assurance 

4. Create compliant and audit ready products/services and environments 

5. Faster deployment of change 

6. Improved customer satisfaction, brand reputation and trust 

7. Enhanced through life secure capabilities, that accrue less security debt 

 
 
 



   

 

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  



   

 

   

 


