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Service Definition overview 
CGI talked to 150 C-suite executives from the UK’s largest organisations across banking, insurance, telecoms, 
retail and utilities. From this, we discovered that: 

• More than a third of C-suite executives believe their organisation will suffer a cyber security breach in the 
next 12 months; 

• Eight out of ten boardrooms say they have increased the scrutiny of their cyber defences since late 2015; 
• Less than half of UK boardrooms are confident in the cyber security advice they receive; 
• Utilities and Telecommunications are the sectors most at risk. 
A C-Suite / Table-top exercise is a discussion-based session where representatives from relevant teams meet 
to discuss a particular Cyber scenario and their roles and responsibilities and any actions they could/should 
take as a result of the scenario.  

It is based on the "NCSC Exercise in a Box", with the addition of CGI Cyber facilitation and expertise. 

 

  



Contracting body  |  Cyber Incident Response Tabletop Exercise  |  Issue 1.0  

 

 
© 2026 CGI IT UK Ltd  4 of 7 

1. Service Description 
CGI talked to 150 C-suite executives from the UK’s largest organisations across banking, insurance, telecoms, 
retail and utilities. From this, we discovered that: 

• More than a third of C-suite executives believe their organisation will suffer a cyber security breach in the 
next 12 months. 

• Eight out of ten boardrooms say they have increased the scrutiny of their cyber defences since late 2015. 
• Less than half of UK boardrooms are confident in the cyber security advice they receive. 
• Utilities and Telecommunications are the sectors most at risk. 
A C-Suite / Table-top exercise is a discussion-based session where representatives from relevant teams meet 
to discuss a particular Cyber scenario and their roles and responsibilities and any actions they could/should 
take as a result of the scenario.  

It is based on the "NCSC Exercise in a Box", with the addition of CGI Cyber facilitation and expertise. 

Table-top exercises - what are they? 
Table-top exercises are "around the table" discussion based one-off events lead by CGI facilitators, allowing 
you to play out various security scenarios, e.g. a ransomware attack, in order to develop appropriate plans in 
the event of such an attack. Some of the principles and goals of table-top exercises are shown opposite. 

They are based on the National Cyber Security Centre's (NCSC) "Exercise in a Box", with additional CGI Cyber 
expertise. They: 

• Take between 1 to 3 hours (exercise dependant). 
• Can be run virtually or physically. 
• Provide a full report at the end detailing discussion points. 
Why you need to take action 
Understanding why cyber-attacks happen and building resilience to them can be complex and extremely 
challenging without the right expertise or knowledge, but it is absolutely vital for security. Increasingly 
organisations are finding they need external support in order to deal with attacks and prevent them from 
happening again. CGI’s table-top exercises will enable you to: 

• Understand your organisation's preparedness and resilience to cyber attacks. 
• Practise your response to critical cyber incidents in a safe environment. 
• Ensure that key personnel are aware of their roles and responsibilities. 
• Ensure that policies and procedures are up-to-date and effective. 
• Help identify and improve ways of managing cyber security threats. 
Typical Scenarios 

• Heightened Cyber Threat. 
• Supply Chain Ransomware Attack. 
• Supply Chain Software 
• Managing a Vulnerability Disclosure. 
• Home and Remote Working 
• Supply Chain. 
• Threatened leak of sensitive data. 
• Bring Your Own Device. 
• Third Party Software Compromise. 
• Insider Threat resulting in a Data Breach. 
• Being attacked from an unknown Wi-Fi network. 
• Mobile phone theft and response. 
• A ransomware attack delivered by a phishing email. 
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2. Service Pricing and Terms and 
Conditions 

2.1. Pricing 
Please refer to the G-Cloud 15 portal for the rates available. 

2.2. Terms and Conditions 
Please refer to the associated Terms and Conditions Document relevant for this Service including termination 
by the Buyer or Supplier. 

3. Further information 
For more information about this or any of our G-Cloud 
services, please contact us: 
Phone: +44 0845 070 7765. Ask to speak to the G-
Cloud team. 
Email: uk.gen.ccsframeworks@cgi.com, including the 
following information: 
1. The name of this service. 
2. The name of your organisation. 
3. Your name and contact details. 
4. A brief description of your business situation. 
5. Your preferred timescales for starting the work. 

We will prepare a quotation for you. Once the quotation 
is agreed upon, we will issue you the necessary 
documentation (as required by the G-Cloud 
Framework) and ask you to provide us with a purchase 
order.  
Once we have received your purchase order, the 
services will be configured to the requirements agreed 
with invoices issued to you for the services procured. 
On a monthly basis, we will also complete the 
mandated management information reports to 
Government Procurement. 
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PROPRIETARY AND CONFIDENTIAL 
The information contained in this document is confidential to CGI and/or CGI group companies. This document 
shall not be reproduced in any form or by any mechanical or electronic means, including electronic archival 
systems, or submitted to a generative AI tool without the prior written approval of CGI. The receiving party may 
use this document and the information contained in it for the purpose of evaluating CGI’s proposal only. Any 
personal data included in this document must not be replicated, stored or distributed beyond the immediate 
recipient or used for any purpose other than evaluating the document. 

This proposal is subject to contract and shall not be binding unless and until execution by CGI and Contracting 
body of a final agreement to the proposal, containing the terms and conditions that will govern the relationship 
between the parties. Any final agreement is conditional (inter alia) upon due diligence and customary business 
investigations by CGI. The results of such due diligence and/or investigations may impact upon content of this 
proposal, including the business structure, business terms and financial arrangements. 

If you have received this document by mistake, note that the reading, the reproduction or the distribution of this 
document is strictly forbidden. You are hereby requested to inform us by telephone at +44 0845 070 7765 and 
to return this document by special delivery marked for the attention of Simon Figg. 

Except where indicated otherwise, all names, trademarks, logos and brands (registered or not) referred to in 
this document are the property of a company in the CGI group or its licensors. 

The information in this proposal is submitted on 30 Jan 2026 - Issue 1.0 on behalf of CGI by the following 
authorised representative: 

Simon Figg 

Frameworks Manager 

CGI IT UK Ltd  

14th Floor, 20 Fenchurch Street, London, EC3M 3BY  

Tel: +44 0845 070 7765  
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