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In today’s environment of increasing ransomware, malware, accidental deletions and 
compliance/regulatory pressures, cloud -providers’ native protection for SaaS and 
cloud workloads is often not sufficient under the “shared responsibility” model.

IBM Storage Protect for Cloud addresses these gaps by delivering SaaS -based 
backup, granular restore, self - service delegation, flexible storage choice, and 
enhanced security controls across key cloud platforms.

Introduction

Security & Compliance User 
Responsibility

→ Loss of data due to malicious insiders or 
hacktivists deleting content

→ Loss of data due to malware or ransomware 

→ Loss of data due to departing employees and 
deactivated accounts

→ SLA compliance –  recovery from prolonged 
outages

→ Long - term accidental deletion or legal 
discovery coverage with selective rollback

Cloud Provider Responsibility

→ Loss of service due to hardware or 
infrastructure failure

→ Loss of service due to natural disaster or data 
center outage 

→ Short - term user error with recycle bin / 
version history

→ Short - term administrative error with soft -
delete for Groups, Mailboxes or services - lead 
rollback

Shared Responsibility Model

IBM Storage Protect for Cloud | Solution 

Brief

b. We strive to keep the Services up and running; however, all online 
services suffer occasional disruptions and outages, and Microsoft is not 
liable for any disruption or loss you may suffer as a result. In the event 
of an outage, you may not be able to retrieve Your Content or Data that 
you've stored. We recommend that you regularly backup your Content 
and Data that you store on the Services or store using Third -Party Apps 
and Services.

Microsoft Services Agreement →

Microsoft Services Agreement →

Cloud Service Provider Recommendations

Even with the best of intentions, users and administrators have been in 
situations where they have either deleted large amounts of data, or 
have modified records, only to later realize that a mistake was made.

With tools like the Data Loader, it is very easy to mass delete or update 
records. And a simple mistake in your source file or field mapping could 
spell disaster for your data. It is recommended that you keep a regular 
backup of your data and to do a manual point - in-time backup before 
you proceed with any major data project within your organization.

Salesforce Services Agreement →

Salesforce Services Agreement →

By 2028, 75% of large enterprises 
will adopt backup as a service 
(BaaS), alongside on -premise tools, 
to back up cloud and on -premise 
workloads, compared with 15% in 
2024. 
Gartner

By 2028, 75% of enterprises will 
prioritize backup of SaaS 
applications as a critical 
requirement, compared with 15% in 
2024.
Gartner

© Copyright IBM Corporation 2025. All rights reserved

https://www.microsoft.com/en/servicesagreement
https://help.salesforce.com/s/articleView?id=000386692&type=1
https://www.gartner.com/doc/reprints?id=1-2JWXUAU5&ct=250110&st=sb
https://www.gartner.com/doc/reprints?id=1-2JWXUAU5&ct=250110&st=sb
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Holistic backup + recovery 

for critical cloud 

workloads

IBM Storage Protect for Cloud

Key benefits across all versions

Granular restore of 

users/groups/objects (not 

just full datasets)

Self - service restore 

delegation (offloading IT)

Flexible storage: IBM’s 

storage or customer’s own 

storage

SaaS deployment: globally 

delivered, no patches for 

you to apply

Built - in security: bring -

your -own -encryption -

keys, MFA, RBAC

Useful for business 

continuity, ransomware 

protection, compliance 

audit - trail

IBM Storage Protect for Cloud
A comprehensive multi - workload data protection platform

IBM Storage Protect for Cloud | Solution 

Brief

Salesforce

Dynamics 
365

Microsoft 365

Azure

Power 
Platform

Google
Workspace

IBM Storage 
Protect for Cloud

SCALE YOUR IT TEAM IMPROVE BUSINESS CONTINUITY PROTECT DATA FROM INTERNAL 
& EXTERNAL THREAT

Automatic one -click backup builds 
in best practices to protect critical 
data.  Scale permissions to 
empower users to self - restore.

Recover data faster by quickly 
locating the instance, object, field 
data to restore. Compare backups to 
reduce human error. 

Full - fidelity, granular restore helps 
organizations roll back to the point in 
time they need. Mitigate malicious 
attacks or accidental data loss.

Stress - free backup and restore so you can run your aaS  data with full confidence. SP4C keeps your business moving forward with 
automatic 4x daily backups, on -demand backups and comprehensive, simple restores.
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IBM Storage Protect for Cloud Architecture
High Level Architecture and Storage Options

IBM Storage Protect for Cloud | Solution 

Brief

Dynamics 365Microsoft 365Power Platform
AzureSalesforce Google Workspace 

+ Classroom

IBM Storage 
Protect for Cloud

IT Teams

IBM provided Azure 
BLOB Unlimited* storage

Retention = Term + 60 days
Air gapping options
End - to-end encryption
Incremental forever

Bring Your Own Storage

AWS S3 &
compatible

(S)FTP DropBoxIBM Storage
Protect 

Server S3

IBM Cloud
Object Storage

Azure
BLOB
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7
Cloud Instances 

in initial roll - out

99%
Service 

availability

100%
Software as a 

Service

2+2
Licensing options:

▪ Use IBM’s Azure storage

▪ Bring your own storage

▪ Per user / per month

▪ Microsoft Entra 
ID/user/year

▪ Azure VM + Storage

▪ New: Google Workspace

▪ New: Google Classroom

▪ + free trial option

Zero
Local 

infrastructure 

costs

Automated
Version updates 

and fix 

deployment

Brazil South

New South Wales

UK South

Switzerland

DE Central

US East

CA Central
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Solution Brief by Workload
IBM Storage Protect for Cloud

1. Microsoft 365

2. Dynamics 365

3. Google Workspace

4. Azure

5. Salesforce
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Use case

Protecting data within Microsoft 365 workloads — e.g., Exchange/Outlook, OneDrive, SharePoint, Teams — especially beyond 
the native retention windows or to guard against malicious deletion, ransomware, insider threats.

1 | Microsoft 365

IBM Storage Protect for Cloud Capabilities

→ Flexible backup and incremental after initial full 
backup. 

→ Granular restore: e.g., recover deleted files for active 
users, restore hard -deleted mailbox or OneDrive 
accounts (even for departed users) for 
compliance/business continuity. 

→ Unusual -activity reporting: anomaly detection for 
ransomware/malware/data - loss. 

→ Centralized management: scheduling, tracking, 
reporting of backup/restore. 

Exchange Online

Backup Outlook mailboxes, 

archives, folders, chats, 

calendars, contacts, messages, 

permissions and more

OneDrive for Business
Backup OneDrive for Business 
lists, libraries, folders, items, 
metadata, security, settings, 
and version history

Public Folders
Mailboxes, messages, files, 
contacts, forms, and postings, 
all protected

Sharepoint Online
Protect site collections or 
granular sites, lists, libraries, 
folders, items, metadata, 
security, and version history

Microsoft Teams
Teams channels, private 
channels, conversations, work 
files, meeting items, and more 
can be covered with ease.

Microsoft 365 Groups
Backup Microsoft 365 Groups, 
including files, conversations, 
notebooks, sites, and more

Project Online
Protect Project Online plans, 
jobs, tasks, and files

Yammer
Backup Yammer message 
content, comments, events, 
and discussions

Power Automate
Public cloud service helps 
teams set up automated 
workflows between apps 
and services

Planner
Backup Planner tasks, 
buckets, progress, labels, 
and assignments are kept 
safe for anytime access

Teams Chat
Backup and export Teams 
chat messages to an HTML file

Power BI
Unified, scalable platform 
for self-service and enterprise 
business intelligence that 
uncovers insights for making 
strategic decisions 

Why it matters

Many organizations rely on Microsoft 365 but assume “the 
cloud provider handles everything”. This solution ensures the 
data layer (users, files, mailboxes, groups) is protected under 
your control.  

Key Business Value
Reduced costs, improved RPO/RTO, security

Ransomware Defence & Early Anomaly Detection
Ransomware -  early event detection, quick 
investigation, remediation guidance.

Delegated Admin
Wall -off access and empower users with delegated 
administration reducing cost and improving SLAs

Highly Secure
End - to-end data encryption
Bring your own key
GDPR “right to be forgotten”
FedRAMP (data center ), ISO 27001 certified
Bring your own storage (BYOS), airgap to tape

Dashboard reporting
Dashboard reporting for visibility and coverage 
control
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Use case

Backing up and restoring data in Dynamics 365 (CRM/ERP) applications where native restore capability may be limited or non -
existent.

2 | Dynamics 365

IBM Storage Protect for Cloud Capabilities

→ Frequent backups (up to four times a day) to ensure 
availability and integrity of Dynamics 365 data. 

→ Granular restore: filter by content type, owner, date, 
file size, email subject, etc. 

→ Flexible storage: use IBM or your own. 

→ Compliance support: automated backup logs, audit 
trails to help demonstrate regulatory adherence. 

→ Use -cases: recover entity data and record field data; 
recover deleted documents for active users. 

Why it matters

Dynamics 365 often houses critical customer, financial and 
operational data — loss or corruption can have major business 
impact. Native backup/restore for these workloads may be 
constrained.

Key Business Value
Reduced costs, improved RPO/RTO, security

Search & Compare Tools
Compare backup - to-backup to minimize human 
error

Delegated Admin
Wall -off access and empower users with delegated 
administration reducing cost and improving SLAs

Highly Secure
End - to-end data encryption
Bring your own key
GDPR “right to be forgotten”
FedRAMP (data center ), ISO 27001 certified
Bring your own storage (BYOS), airgap to tape

Dashboard reporting
Dashboard reporting for visibility and coverage 
control

Automated & On -Demand Backup
Automated plans up to 4x per day plus on -demand 
backup

CRM 
Products

Back - Office ERP

© Copyright IBM Corporation 2025. All rights reserved
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Use case

Protecting data in Google Workspace — such as Gmail, Drive, Docs, Sheets, etc. — with more control and flexibility than built - in  
protections.

3 | Google Workspace

IBM Storage Protect for Cloud Capabilities

→ Ensures availability and integrity of data with backup up to 
four times a day. 

→ Self - service restore delegation empowers users and reduces 
IT burden. 

→ Granular restore filtering (content type, owner, date, size, 
subject). 

→ Enhanced security: BYOK encryption keys, MFA, role -based 
access controls. 

→ Flexible storage: IBM or customer -owned. 

→ Use cases include: recover deleted documents outside native 
restore window; intelligent monitoring of 
anomalies/unauthorized access. 

Why it matters

As more organizations adopt Google Workspace for collaboration, 
the risks of data deletion, misuse, or internal threats grow. 
Microsoft -centric protections may not cover Google workloads.

Key Business Value
Reduced costs, improved RPO/RTO, security

Streamline Backups
Simple configuration with automatic backups 4X per 
day

Highly Secure
End - to-end data encryption
User account tokens add a layer of security to ensure 
sensitive data compliance needs are met
FedRAMP (data center ), ISO 27001 certified
Bring your own storage (BYOS), airgap to tape

Comprehensive Restore Options
Quickly restore at the organization, object, record, 
and field levels
Search for and filter content for restore based on 
properties, backup times and more
Choose to overwrite or merge content and restore 
security with it, and easily select a recovery point for 
your data.

Dashboard Reporting
Simple dashboard display gives immediate insight 
into your backup history and reporting on backup 
jobs’ status.

Automatic Backups for Long -Term 
Recoverability

Backup Gmail, Drive, Calendar, 
Contacts, shared Drives, and 
Classrooms 4x per day

Support for chat coming soon (1H25)

Automatically scan for, update and 
protect selected content by user or 
application.

© Copyright IBM Corporation 2025. All rights reserved
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Use case

Safeguarding workloads within Microsoft Azure (including Azure Virtual Machines, Azure Blob storage, Azure SQL, Azure 
DevOps, Azure AD/Entra ID, AD B2C) against data loss, corruption, deletion, or cyber - attack.

4 | Azure

IBM Storage Protect for Cloud Capabilities

→ Broad coverage: Protects Azure VMs, Blob storage, 
Entra ID, Azure SQL, DevOps etc. 

→ Frequent backups (up to 4x/day) and capability to 
restore specific objects or entire workloads.

→ Granular restore: e.g., restore a deleted Entra group 
and its membership; restore specific Blob 
objects/folders even if deletion time is unknown. 

→ Centralized tracking and reporting of backup/restore 
jobs. 

→ Enhanced security (BYOK, MFA, RBAC) and flexible 
storage options.

Why it matters

Cloud -native workloads are increasingly business -critical (e.g., 
IaaS, PaaS). Traditional backups may not cover cloud objects like 
AD groups, Blob containers, DevOps repos. This protects you from 
gaps.

© Copyright IBM Corporation 2025. All rights reserved
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Use case

Protecting data in Salesforce — including customer records, sales pipelines, financials, service case data — which is often 
critical and subject to data - loss risk due to deletion, user error, malicious activity or ransomware.

5 | Salesforce

IBM Storage Protect for Cloud Capabilities

→ Backup + restore of your Salesforce applications with 
granular control. 

→ Enable self - service restores (delegated) to reduce IT 
bottlenecks. 

→ Anomaly detection: Monitor large 
additions/deletions/updates via dashboard summarizing 
backup history, object changes, API usage, user activity. 

→ Granular restore filtering (content type, owner, date created, 
file size, etc.). 

→ Storage flexibility: IBM or your own. 

→ Use -cases: recover deleted documents/users; meet 
compliance/regulatory retention requirements.

Why it matters

Salesforce environments hold high -value business data that 
supports revenue generation, customer success and operations. 
Loss or corruption of this data has a direct bottom - line impact.

Key Business Value
Reduced costs, improved RPO/RTO, security

Search & Compare Tools
Quick search and compare capabilities enable faster 
data recovery while reducing human errors and 
complexity.
After backup is complete, perform in or out -of-place 
granular restoration of Salesforce data while 
maintaining full fidelity and user mapping.

Delegated Admin
Wall -off access and empower users with delegated 
administration reducing cost and improving SLAs

Highly Secure
End - to-end data encryption
Bring your own key
GDPR “right to be forgotten”
FedRAMP (data center ), ISO 27001 certified
Bring your own storage (BYOS), airgap to tape

Dashboard reporting
Dashboard reporting for visibility and coverage 
control

Industries

Service

Sales

Marketing

Commerce

Slack

Tableau

Mulesoft
Platform

Success

Genie

Partners

Net Zero

sales cloud

marketing cloud

service cloud

commerce cloud
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Key Technical Features (common across all areas)

→ SaaS -delivered: globally available, no infrastructure to install/maintain. 

→ Backup frequency: up to 4x daily (depending on platform) to minimize data - loss window. 

→ Granular restore: ability to select individual objects, folders, files, records, dates.

→ Delegated restore/self - service: you can empower business users to restore items without 
IT bottleneck.

→ Flexible storage: either use IBM’s managed storage or your own storage (on -premises or 
cloud).

→ Enhanced security: BYOK (bring your own encryption keys), MFA, RBAC for restore 
operations.

→ Audit/compliance support: logs, trails, reporting for regulatory readiness.

→ Anomaly -/unusual -activity monitoring (in selected offerings) to detect data - threats 
proactively.

Reduced risk of data loss — not 

relying solely on vendor 

retention/restore windows.

Improved business continuity — 

faster recovery, less downtime and 

disruption.

Operational efficiency — delegated 

restores reduce IT workload; 

centralized management simplifies 

operations.

Regulatory/compliance readiness — 

audit logging, backup/restore 

delinquency support helps 

demonstrate governance.

Flexibility and control — choose 

storage, control encryption keys, 

decide restore scope.

Resilience to cyber - threats — detect 

anomalies, recover from 

ransomware or insider threats.

Business Benefits

Typical Customer Scenarios

→ A company using Microsoft 365 accidentally deletes a large number of OneDrive files 
beyond the vendor retention window; with the Microsoft 365 variant, they restore the 
deleted content without activating full - scale recovery.

→ A business using Dynamics 365 suffers a corrupted batch update to CRM records — 
with the Dynamics 365 variant they use filtering to restore the affected entity/record -
sets only, instead of full system rollback.

→ A remote - first company using Google Workspace sees unusual login behavior and 
wants to then restore deleted team files — the Google Workspace variant offers 
anomaly alerts and granular restore.

→ An infrastructure -centric organization with large Azure workloads (VMs, Blob storage, 
Azure AD groups) wants to protect against mis -deletions of AD groups or Blob 
containers — the Azure variant restores those specific objects.

→ A sales -driven enterprise using Salesforce wants to monitor API -based mass 
deletions and be able to recover pipeline data quickly — the Salesforce variant 
provides monitoring and granular restore of object changes.

© Copyright IBM Corporation 2025. All rights reserved



© Copyright IBM Corporation 2025

Summary

IBM Storage Protect for Cloud offers a unified, SaaS -based solution across five key cloud platforms — Microsoft 
365, Dynamics 365, Google Workspace, Azure and Salesforce — to address the common challenge of protecting 
cloud -native data and applications beyond vendor -native retention and restore capabilities. 

With features such as granular restore, frequent backups, delegated self - service, flexible storage, and enhanced 
security, the solution enables organizations to strengthen their data resilience, support business continuity, and 
meet regulatory/compliance demands.

Trial IBM Storage Protect for Cloud

Sign up here:
ibm.biz/TrySP4CM365
ibm.biz/TrySP4CSalesforce
ibm.biz/TrySP4CD365
ibm.biz/TrySP4CAzure
ibm.biz/TrySP4CGoogleWS

→ Free 30-day trial 

→ Setup in 10 minutes

→ Enterprise scale 100,000s users

→ Convert to an enterprise license in flip of a switch

If you would like further information or have any questions, please contact a member of the IBM team or visit.

https://www.ibm.com/products/storage - protect - for - cloud
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https://www.ibm.com/support/customer/csol/terms/?ref=i126-9394-08-09-2024-zz-en
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