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Oracle Cloud Security Assessment Overview

Fujitsu’s Oracle Cloud security assessment and support service can help organisations to verify and develop roadmaps to
migrate and transform into secure cloud platforms for Software as a Service (SaaS), Platform as a Service (PaaS) or
Infrastructure as a Service (laaS). The service focuses specifically on the migration of secure applications and operations
to Oracle Cloud services.

Aligned to the National Cyber Security Centre’s 14 HMG cloud security principles, covering secure data and user
management, Fujitsu can assess the broader identity, connectivity and integration requirements for the new secure service
and, if required, help the Buyer consider new technology solutions available on the Cloud typically mobility, automation

and microservices.

The Fuijitsu Oracle Cloud security assessment is designed to help increase levels of confidence in the cloud
service and the way an organisation’s data is securely managed and accessed.

Business Need

Transitioning to cloud can help move an organisation’s |.T. operations towards the service oriented domain. Multiple
services can be integrated and orchestrated to provide business functionality, with data potentially crossing

boundaries of differing assurance levels and users gaining access to multiple applications.

Oracle provides public, private and community clouds to service government organisations. The Oracle UK
Government cloud provides an ISO 27001 and Cyber Essentials Plus certified, common platform for public sector
services.

With a need to align to the HMG cloud security principles, organisations may be required to assess complex and diverse
solutions that deliver a single, common user experience for multiple Oracle cloud services. The need for robust identity
and authentication processes supported by audit capabilities is usually seen as a key element of secure cloud computing.

As the number of connected systems increases with the growing prevalence of microservices, a move to an integrated,
secure operating platform can require a strong governance framework.

Our Approach

Fujitsu can provide its buyers with an experienced and established architectural service that can help develop a strategy for
transitioning secure operations to the Oracle cloud.

Fujitsu can initially analyse the current and future service requirements from the perspective of the HMG cloud security
principles, considering the key topics of secure user management, identity and authentication, secure service administration
and auditing.

Fujitsu’s consultants can then map the Buyer’s service requirements, leveraging the Fujitsu’s secure Cloud

architecture models along with our status as an Oracle Platinum-level partner, to help develop an adapted target

Cloud model and a migration plan to implement the new Cloud solution.

This target Cloud model can be refined iteratively with the Buyer to test the secure Cloud model with key stakeholders and
validate the Cloud implementation plan and dependencies.

Protection of Data

This service is based on a security classification of ‘Official’. Should you have a requirement for a different
security classification, please contact Fujitsu to discuss.

On-boarding and off-boarding

Fujitsu shall undertake on-boarding and off-boarding activities agreed within the Order Form (including as a minimum an exit
plan in line with the Call-Off Contract terms) which will be charged for in accordance with the Pricing section for this service.
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Skills and Knowledge Transfer

Fujitsu recognises that skills and knowledge transfer is a critical element in the provision of G-Cloud 15 services to public
sector clients. Where possible and applicable, this forms part of the delivery plan for the service agreed at the start of the
engagement. Our consultants and engineers are experienced in providing skills and knowledge transfer for major private
and public sector clients.

Where appropriate, we may use a standard approach, tailored to topic, skills-gap and individual, to ensure consistency
and effectiveness. The approach, Fujitsu’s Assess-Plan-Implement framework, has been used repeatedly by our teams to
structure the work involved in transferring skills and creating new teams capable of driving and sustaining change long
after the end of the formal programme. The framework can be applied throughout a project to understand knowledge
transfer objectives, plan training delivery methods and materials, and deliver and evaluate success.

Sub-contractors
Fujitsu UK may use the following subcontractors to deliver this service:

Business Continuity and Disaster Recovery
No disaster recovery plan is provided as part of these Services.
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Commercial

Ordering and Invoicing Process

B We will commence delivery of the service on receipt of a purchase order;

B Fujitsu shall invoice for the service plus any applicable taxes after delivery of all products defined in the agreed
terms of reference. Any additional expenses shall be invoiced in the month after they have been incurred;

B The customer will pay the invoiced amount in full within thirty (30) days of the date of each invoice
(the “Due Date”);

B If the customer has not paid Fujitsu an invoice by its Due Date, Fujitsu may charge interest on a day by day
basis from the due date at the rate of 4% per annum over the Barclays Bank Base Rate until the payment is
made in full;

B The customer shall not be entitled to offset any sums owed by Fujitsu under any contract or dispute between
the customer and Fuijitsu against any sums that the customer owe to Fuijitsu;

B When remitting payment, the customer will include the applicable Fujitsu invoice number that the payment
applies to.

Minimum and Maximum Terms

Fujitsu does not have a specific policy on the minimum or maximum terms of a Managed Service for Oracle Cloud
Applications. Each is considered in its entirety along with the associated risks. Fujitsu would always discuss each
opportunity with the customer to determine a mutually beneficial solution.

Termination Terms

The Termination Terms are subject to any minimum notice periods as stated in the statement of work, with recovery of
any work completed but not invoiced, any monies relating to any outstanding invoice, or for services where any payment
smoothing has been applied, any amount outstanding for future periods which has already been incurred by Fujitsu. The
customer would also be liable for any costs of exit work including movement of hybrid solution components and
destruction of customer specific hardware where applicable.

Customer Termination
Not applicable

Supplier Termination
Not applicable
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Consumer Responsibilities

Successful delivery of Managed Service for Oracle Cloud Applications is subject to the following dependencies upon the

customer:

B Procurement of the Oracle SaaS/PaaS/laaS services;

Provision of any licenses needed for third party applications;

Participating in scoping and planning activities;

Providing a suitable middleware solution to support the integration design;

Working with Fujitsu to agree the service SLAs/KPIs and joint governance processes pertaining to the in scope

service;

Providing resource to participate in any knowledge transfer sessions/workshops required;

B Ensuring Fuijitsu is provided with access to data sources including systems and documentation
pertaining to the environment and systems to be supported;

B Providing resources to complete and sign off transition deliverables, acceptance into service and plans;

B Affording Fujitsu staff all reasonable access to available information describing the applications, to customer
staff with knowledge of that application. Fujitsu staff will adhere to any data security and protection
agreements put in place.

B Provision of first and second line support using the customer’s internal resource and help desk.

The customer acknowledges that the timely and adequate compliance with the obligations above is essential to the
performance of the Managed Service for Oracle Cloud Applications. Fujitsu will not be liable for any delay or deficiency
in providing the service if such delay or deficiency results from the customer’s failure to fulfil these dependencies. Should
a delay to the service result from the customer’s failure in relation to the above dependencies, Fujitsu shall be entitled to
amend the service, schedule and/or charges with no liability and shall be entitled to charge customer for any cost
incurred as aresult.

Should the customer request (and Fujitsu agree) that Fujitsu consultants undertake any of the obligations described above
Fujitsu reserve the right to amend the Charges.

Technical Requirements

Specific Technical Requirements will be identified during Service Design e.g. Service Desk integration for incident creation
and update.

Service Constraints

Fujitsu shall not be liable for customer*s take up, non-take up or other discretionary use of the information provided by
Fujitsu or of any of the recommendations or options generated from the Service and activities under this Service
Definition.

As this offering is dependent on the exact customer Oracle landscape and requirements a fully detailed scope of service
will be negotiated and agreed through the service definition and take on phase and this will include a detailed set of
service inclusions, any applicable caps or volumetric and specific exclusions.

The following elements are not included or applicable as part of the offered Service and are therefore not included within this
Service Definition:
B Implementation services;
B The Oracle Application Managed Service only includes Third Line and Fourth Line Support. If a customer
provided Service Desk is to be used then the Fujitsu Service Desk will still be the first point of contact within
Fujitsu;
B This service does not include a first line service desk function or second line super user support.
Customers will need to provide their own IT Service Desk to manage all first line calls from users.
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Service Exclusions
The following elements are not included or applicable as part of the offered Service and are therefore not included within this

Service Definition:
B Information assurance - Impact Level (IL) at which the G-Cloud 15 Service is accredited to hold and

process information. This is not relevant for these Professional Services.
B Details of the level of backup/restore and disaster recovery that will be provided. This is not relevant for these
Professional Services.
B On-boarding and Off-boarding processes/scope etc. This is not relevant for these Professional
Services.
B Data restoration / service migration.
This is not relevant for these Professional Services
B Trial Service
This is not relevant for these Professional Services.
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Definitions

Any terms used in this Service Definition have the meaning assigned to it by the Fujitsu Cloud Service Agreement Terms
and Conditions. Additional terms used have the meaning assigned by this paragraph.

In the event of any conflict between the terms of this Service Definition and the other documents that comprise the
Agreement, the provisions of this Service Definition shall prevail.

Description

Second Line Support

Third Line Support

Fourth Line Support

Core Service
Customer Organisation
ERP

Service Component

Service Desk

Oracle Cloud Service Agreement

SaaS
PaaS
laaS

Hybrid

FUJITSU-PUBLIC Uncontrolled if printed

Description

Covers those activities undertaken by the service desk in the
receipt of a call, the initial analysis of the call, the application of a
known resolution and, where a known resolution does not exist, the
assessment of the Priority of the call and the escalation of that call
to a second Line support group.

Covers restitution of service or the provision of a workaround but
excludes all changes to application source code. This service is
typically provided by the customers Subject Matter Expert or a local
support team made up of resource that

gained experience during the project.

Covers the in-depth investigation of diagnostic evidence and code
provided via Second Line. The primary responsibility of the third line
support service is to provide a workaround and support Oracle to
provide application configuration knowledge. This support also
covers technical support for

interfaces.

Involves complex investigation of code and provision of code
changes - fixes and new releases.

The above described service that can be contracted for.
The organisation to which a User may belong.
Enterprise Resource Planning.

An element of the Core Service which can be selected as in or out of
scope depending on customer requirements.

A function that provides the first point of contact for end-user
enquiries and fault reporting for applications.

Agreement signed by the customer during their initial negotiations
with Oracle to procure the service from Oracle.

Software as a Service.
Platform as a Service.
Infrastructure as a Service.

Refers to a solution that is part hosted in the cloud and part
either on the customer’s premises or hosted by a third party.
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SLA Service Level Agreement

KPI Key Performance Indicator
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About Fujitsu

As one of the world’s leading IT companies, Fujitsu is at the forefront of pioneering technology in the
UK since we made our initial investment over 40 years ago. As a key strategic partner we deliver
essential services, from our secure hybrid IT which underpins critical national infrastructure to our
investment in emerging technologies to boost national capability. Drawing on our Japanese technology
expertise we provide bespoke digital transformation solutions. This unrivalled expertise has allowed us
to specialise in emerging focus areas; Hybrid IT, Al & RPA, Data analytics, Agile application
development/transformation and Security. Together, we offer a full package of solutions to support the
UK as a long-term industry supplier.

We believe in realising the significant alignment between the UK and Japan in emerging technologies
and in creating a UK-Japan ‘Innovation Bridge’ to support the UK’s science and technology
superpower objectives. We are committed to investment in UK skills and research and development,
driving customer outcomes and promoting social value. We employ 124,000 people around the globe,
including around 8,000 people across the UK, promoting diversity and inclusion as a DWP Disability
Confident Leader. We are recognised as a Times Top 50 employer for Women since 2017, a
Stonewall Top 100 Employer for 2023 and were awarded an EcoVadis Silver Rating, the world’s
largest provider for sustainability ratings.

Contact: government.frameworks@fujitsu.com
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