Crown
Commercial

Service
RM1557.15

Secure Cloud Design, Development, Delivery,
Management and Support

Lot 3 - Cloud Support

CACI

data + technology
CACI



Contents

Description of Service

Features and Benefits

Implementation Plan

Information Assurance and Security
Ordering and Invoicing Process
Testing and Quality Assurance

After Sales Support and Services Levels

Business Continuity and Disaster Recovery Plan

i
2
B.
4.
5.
6.
/.
8.
9.

Pricing Overview

For further information:
7 +44 (0)20 7602 6000

D4 digital.marketplace@caci.co.uk

‘B www.caci.co.uk

k. N\ %y
,\u\\._a\\ R

A

-
” ———
\_

b

H

| ——"



mailto:digital.marketplace@caci.co.uk

1. Description of Service

EXPERTISE IN ENGINEERING AND INTEGRATING COMPLEX, FAST FLOWING, UNSTRUCTURED AND
UNTRUSTED DATA

CACI has been delivering high quality, innovative, robust and secure data engineering solutions to HMG and Primes for over 16 years. We enable analytics by
getting critical data to the right place at the right time. A key aspect to useful data engineering is understanding the domain and constraints within which your

organisation operates; we achieve this with comprehensive data modelling. This allows us to design a service which meets your needs.

Our technology agnostic approach allows us to generate solutions that provide value for money and seamlessly integrate into your organisation’s current
technology estate. Managing data distribution through Microservices and APl management, we create value chains that manage the landing, enrichment,
fusion, and exploitation of your data; augmenting human knowledge to provide context and insight at scale. The security, open-standards and global

governance of your data should be at the heart of any data infrastructure/platform.

Encoding, encryption, compression and integrity checking is designed into our solutions from inception and verified through compliance and audit

mechanisms, as-well as fine-grained data access control to give total assurance and control.

We work across the full data lifecycle across multi-cloud and hybrid cloud ecosystems. From Acquisition and Collection through Enrichment and
Augmentation to Serving and Predicting we work with your analysts and data users to incorporate data analytics into the solution and enable decision science

at the heart of the mission.
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1. Description of Service

EXPERTISE IN THE DESIGN AND IMPLEMENTATION OF A CLOUD PLATFORM THAT MAXIMISES THE FULL
POTENTIAL OF CLOUD

This service will provide the skills and experience needed to design, implement and gain accreditation of secure cloud environments - helping you

to maximise the full potential of cloud for your enterprise.

= This is achieved by evaluating, integrating, and securing commercially available laaS, PaaS and Saa$ services from AWS and Azure to build secure

hosting platforms in a repeatable, auditable, and accredited manner.

= CACI has extensive expertise and experience as the technical delivery partner in delivering cloud hosting services to a plethora of public sector
departments. We are technology agnostic, working with our customers to select and implement the most appropriate cloud and automation

technologies to meet their needs.

= We draw on our skills in the application of Infrastructure as Code, Configuration Management, and Deployment technologies (including
CloudFormation, Azure Resource Manager, Terraform, Chef, and Ansible) to automate the provision and management of cloud services. This

ensures a repeatable secure solution.

= We follow a mature DevSecOps based secure software delivery lifecycle, with secure by design at the heart of our delivery processes. Our
extensive experience of working with sensitive government departments means we are well placed to architect and deliver secure cloud solutions

that comply with NCSC best practices.
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2. Features and Benefits

Features include:

=  Automated and scalable cloud deployment in Azure or AWS

=  Machine Intelligence and Al powered data enrichment and
universal process automation

=  Security Monitoring, Auditing, Back-Up and Recovery and Secrets
Management

* Big Data and Distributed Computation: SQL, NoSQL and Graph

=  Data Science Collaboration and Notebook ecosystems

=  Enterprise Data integration: Azure AD, SharePoint, ServiceNow,
JIRA, CRM, ERP

= Agile project methodology/processes: Scrum, Kanban and SAFe

=  Secure Continuous Integration/Delivery: DevSecOps,
Configuration, Automated Test, Resilience, Audit, Compliance

*  Environment: AWS/Azure, Serverless, Cloud-Native, Infrastructure
as Code, Packer, Ansible

= Deployment: Docker, Kubernetes, OpenShift, Compose, Helm,
CloudFormation, ARM Templates, Terraform

= Specialism: Real/Near-Time Streaming/Batch Analytics, Rules

Engines, Complex Event Processing.

Benefits include:

Track record delivering secure, high performance, mission-critical
systems for HMG

Sustainability and interoperability through Open Standards and
Open Source software

Early and incremental delivery of value using Agile

A collaborative approach to knowledge sharing and upskilling the
customer in best practices

Hybrid-approach: Deterministic models and Predictive models
(Machine Learning)

Extensive experience in;

o Complex, fast flowing, unstructured/untrusted data

o Implementing CI/CD, Cloud Automation and DevSecOps

o Leading Data Engineering and Operations tools/platforms

o AWS and Azure with professional certifications.
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3. Implementation Plan

INDUSTRY LEADING AGILE PROJECT DELIVERY FOR CLOUD ENGINEERING PROJECTS

= CACI provides industry leading Agile project delivery to customers across the public sector. Our cloud engineering teams use Scrum, Kanban and
scale Agile methodologies such as SAFe and LeSS, keeping the principles of the Agile Manifesto at the forefront. CACI are flexible to working with
our customers in the most productive way, always collaborating with our customers’ internal development teams as best fits their needs. This

includes:

o Embedding our engineers in client development teams

o Embedding customer engineers in our teams delivering from our facility
o Our engineering team operating from our facility

o Co-locating with our customers’ developers for end-of-sprint ceremonies such as retrospectives and planning.
= CACI follows secure-by-design engineering practices, with reference DevSecOps pipelines integrating many of the key accreditation and assurance
concerns into the software delivery process as standard, applying knowledge gained through accreditation of previous software projects delivered

to HMG.

= CACI has an excellent track record of delivering solutions on time and to budget, enabled in part by intelligently and flexibly managing our
resources. On-time delivery is achieved by capitalising on the Agile methodology of openness and visibility between organisations. Utilisation of
tools like Confluence, Jira and Trello, coupled with frequent end-of-sprint, face-to-face/video conference meetings has enabled transparent and

collaborative working. These techniques allow any potential problems that arise during the development process to be addressed immediately.

= Atthe start of any G-Cloud project we will work with the customer to understand, agree and implement the most effective approach. In the early

stages we will draw up an implementation plan/roadmap outlining our approach and highlighting key milestones/releases, dependencies ar CACI 6



4. Information Assurance and Security

CACI IS 1SO27001, ISO2001 and CYBER ESSENTIALS+ ACCREDITED

= CACIis committed to ensuring its people, processes, information and technologies are secured in line with an industry best practice standard for
security whilst adhering to our legal, regulatory and contractual obligations. CACI maintain an Information Security Policy and associated corporate

policies to ensure its staff, processes, information and technologies manage the risk from threats.

= The Information Security Policy is certified to ISO/IEC 27001 best practice standard for information security. These policies are reviewed regularly by
the CACI Information Security group and tested by both internal and external audits. The Business Continuity and Disaster Recovery Plan(s) are also
integral to our ISO27001 accreditation. All changes in risk or interested parties’ requirements are reflected in procedures across the business

alongside a commitment to continual improvement and industry best practice.
= Information Intelligence Group (lIG) have secure facilities and have additional governmental controls on top of the standard CACI Security Policy.

= |n addition, CACI have attained Cyber Essentials+ and ISO9001 accreditation. CACI has a very strict approach to data breaches. We are

unambiguously committed to complying with GDPR with full sponsorship at Board Level.

= Staff are cleared up to Developed Vetting (DV).
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5. Ordering and Invoicing Process

CACI PRIDES ITSELF IN BEING EASY TO DO BUSINESS WITH

With this in mind, we take an Agile approach to all our engagements, working closely with customers and their stakeholders to design and deliver

cloud services in an iterative manner. This enables us to meet specific requirements as well as delivering value and benefit for our customers as early

as possible.

Prior to the delivery commencing, our Engagement Manager will work with the customer to agree the outcomes for the engagement, including:

Defining the success criteria and ensuring the commercials align

Agreeing specific deliverables for the engagement

Agreeing the specific ways of working and governance for the engagement
Understanding the security constraints and ensuring the relevant clearances are in place
Defining and agreeing the team size/resourcing required

Putting the commercials in place in line with the G-Cloud framework.

We will then produce a proposal which contains a Services Supply Agreement, detailing the scope of work and the associated price. For details about

our standard invoicing process, please refer to the Terms and Conditions document.
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6. Testing and Quality Assurance

CACI TEST ENGINEERS BRING EXTENSIVE EXPERIENCE OF CLOUD-NATIVE TESTING WITH INDUSTRY
RECOGNISED TOOLING

= CACI have an engineering mindset, delivering software and cloud solutions to exacting standards of performance and quality.

= Our ISTQB qualified Test Engineers have extensive experience, quality assuring and performance testing mission critical applications across the full
testing lifecycle. They work in Agile teams, either embedded in the customer’s organisation or as part of a wider CACl team, and our Test Engineers
bring a wealth of Cloud-Native Test Automation experience.

= Qur testing model follows an automation by default approach and ensures continuous testing is undertaken throughout the lifecycle to help
improve the quality and speed of software delivery. This includes the use of automation tooling and the implementation of Continuous Integration
and Delivery (CI/CD) pipelines. Our test engineers have a DevSecOps mindset, which means they focus on quality, security and operational running
when they are quality assuring a system.

= We work closely with our customers to define a Test Strategy and supporting approach to automation that is designed for services running in the
Cloud, be that public, private or hybrid. Our Test Engineers will work collaboratively with the business, technology and security teams to understand
their requirements and associated business and technical risks. From that they define a risk based test strategy and related test plans with
automation at its heart. We can advise on the technology and tools that best meet the specific needs of each customer environment, integrating with
existing systems as processes as appropriate.

= CACI Test Engineers bring extensive experience of performance testing using a range of industry recognised tooling, often processing extremely
high volumes of data. We also have engineers who have experience of Data Migration and Performance Testing legacy application as they are

migrated to the cloud.
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7. After Sales Support and Service Levels

ITIL STYLE SERVICE OR DEVOPS STYLE SUPPORT

We provide service management and operational support for software provided by CACl and deployed in the cloud. We provide ITIL style service

management capabilities alongside integrated DevOps style support. Details of the support offered are below:

Office and extended office hours support as standard

24x7x365 for customers providing critical services (by agreement and additional cost)

1st, 2nd and 3rd line support provided as required

Systems are in place to liaise with other support partners

Contact via e-mail, phone and / or JIRA-based service desk ticketing system

Custom SLAs agreed with customers to optimise the cost of service management depending on the level of support required and
mission/business criticality of service

Regular service reviews

Focus on communications and reporting both across incident lifecycles and scheduled maintenance

Support levels are agreed on a customer-by-customer basis to ensure the right fit to each customer’s specific needs.
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8. Business Continuity and Disaster Recovery Plan

OUR BUSINESS CRITICAL INFORMATION AND SYSTEMS ARE BACKED UP DAILY

= Our well established and regularly audited Business Continuity and Disaster Recovery Plans mitigates against all possible risks. The CACI Business
Continuity Plan is a living and continuously updated solution which exceeds the requirements of ISO27001 accreditation. It is reviewed formally on an
annual basis by external auditors as part of our ISO27001 audit and is accessible to all staff.

= Our regular checks ensure we update our Business Continuity Plan to keep in line with emerging risks. As such it has evolved over time as we have
grown as a business and taken on a broader variety of work with a range of customer requirements. The Business Continuity Plan reflects the nature of
the work we do and how we would be able continue delivering the work promised to our customers in the event of an emergency or major incident.
The Business Continuity Plan also considers the ever-changing threats and current political climate to ensure that our response is up to date with the
threats and pressures we maybe under as a business working in the Defence and Intelligence Industries.

* The Senior Leadership Team regularly review the plan to ensure that we are aware of any changing business factors for this to remain a compliant and
realistic document.

= CACI's secure connections and encrypted back-up devices are checked monthly as part of our IT Security and Encryption Procedure. In addition, the
encrypted back-ups are tested and sent off site at the end of each working day to a specialist storage contractor. CAClI’s office in Bristol requires
several systems to be operational in order to deliver the services it provide to its customers; these are tested daily by a member of the CACI Bristol
Technical Team and more rigorously tested monthly by the CACI IT team as part of their Security Incident Policy and Response Procedure. The
Business Continuity Plan requires these systems to be operational and effective for staff to work remotely in case of an emergency or major incident.
Agreements are also in place with partner organisation, so that staff working on secure projects have back-up locations to work from.

= CACI Information Intelligence Group have over 15 years of experience of providing mission-critical solutions and systems into HMG organisations.
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9. Pricing Overview

WE OFFER FLEXIBLE PRICING MODELS TO ENSURE VALUE FOR MONEY

= After actively engaging with our customers to make sure our solution is the right fit, we offer a flexible commercial solution to ensure value for money.
We have three typical models, namely Time and Materials, Fixed Price or Managed Service based. The following table provides more detail.

= Full details and pricing can be found within CACl’s Pricing document and published rate card for Lot 3 - Cloud Support.

Model Detail

TandM is appropriate where the requirements need further elaboration and are subject to change, or where customer
Time and Materials (TandM) | consumption of certain elements, such as Architect or DevOps resource is variable. TandM is typically calculated on day rate using
the published Lot 3 - Cloud Support Rate Card.

Fixed pricing can be offered when the statement of work requirements are clearly defined and agreed by both parties. This
necessitates the availability of mature and accurate input documents so that the amount of effort to achieve the project
Fixed Price (FP) deliverables can be calculated. In addition, any project risks, issues, assumptions or dependencies need to be stated and
measured. Pricing is available on request and is based upon the day rates shown in thepublished Lot 3 - Cloud Support Rate
Card.

Managed Services are typically delivered via CACIl's 24x7, 3-tier technical support working within our ITIL aligned Service

Managed Service (MS) Management system. Pricing is tailored to meet the customer’s Service Level Requirements and is based upon the day rates
shown in the published Lot 3 - Cloud Support Rate Card. CACI




NOTE: THIS DOCUMENT HAS BEEN CREATED AND SHARED
FOR THE SOLE PURPOSE OF G-CLOUD BUYERS TO
EVALUATE CACI AS A SUPPLIER. COPYING OR SHARING
FOR ANY OTHER PURPOSE THAN THE AFOREMENTIONED
IS PROHIBITED WITHOUT THE PRIOR CONSENT OF CACI
LTD.
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