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G-Cloud 15 —Service Definition
Vulnerability Scanning

Vodafone Business Security Enhanced (VBSE)

VBSE is dedicated to protecting your critical service and your data. Based in dedicated secure locations
and staffed by security cleared personnel from the account management team through to design,
installation and operations you can be sure your organisation is protected.

VBSE has state of the art systems and locations, the security of which is approved by our existing
customers; all are subject to significant rolling investment to maintain security.

SCANNING

Vulnerability scanning is an important part of mitigating an organisation's security risks. By using
VBSE’s vulnerability scanning service you can identify the points of weakness in your systems, help
reduce the attack surface, enabling you to focus your security efforts on the areas that are most likely
to be targeted.
. Vulnerability scans can routinely audit IP address ranges to see if unauthorised services
are being exposed or whether redundant IP addresses are being used.
. IT and OT environments used to operate an organisation require Vulnerability and Patch
Management to adhere to certain security objectives.
Vulnerability scanning provides a means to scan assets in scope for CVEs (Common Vulnerabilities &
Exposures).

SECURE MANAGEMENT
Our management systems and staff are housed in highly secure UK environments.

Our service benefits from proven good practice security across the Physical, Personnel, Procedural
and Technical Domains. Vodafone holds certification in 1SO27001 and was the first
Telecommunications company to achieve Cyber Essentials plus.

RELIABLE

VBSE deploy the service for you within our Secure UK Data Centres. This service will provide the
Vulnerability Scanning tool comprised of Tenable Nessus Scanners, and Tenable.sc Management
Console.

DESIGNED, DELIVERED AND MANAGED
e Security cleared staff
e Certified professionals
e Secure locations
e Secure systems & processes
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KEY FEATURES
e Scanning - Scan assets in scope for CVEs (Common Vulnerabilities & Exposures)
e Reporting - Monthly report of CVEs ranked by severity
e Managed - Fully Managed Scanning solution
e UK Onshore - Cyber Engineers with Security Check (SC) clearance as a minimum
e 24x7 - Security Operations Centre (SOC) supporting service-related incidents
e NCSC - Solution informed by National Cyber Security Centre guidance

SERVICE SUPPORT

The Vulnerability Scanning solution is managed by our professional and experienced Cyber
Engineering Team.

Reports are generated from the Tenable.sc Management Console within our secure private
cloud environment. Reporting template(s) are agreed during implementation, and used to
present a summary of vulnerabilities, listed in order of severity as calculated within the
Common Vulnerability Scoring System.

SERVICE LEVEL MANAGEMENT

We have a tailored support model for Service Level Management delivering:

e KPIl and SLA performance reporting

e Regular operational service reviews

e Continual Service Improvement

o Trend analysis

e Customer satisfaction surveys

e Optional scheduled reviews with assigned SOC Analyst
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