ANS Cyber Security Consultancy

Penetration Testing

CREST Certified pen testers with
SC and NPPV2 Clearance
Vulnerability Assessments

Al Security Assessments
Application Security

Cloud Security Reviews & Testing
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Cybersecurity Leadership
as a Service

» Virtual Chief Information Security
Officer (vCISO)

+ Virtual Data Protection Officer
(vDPO)

+ Can be “as a Service"” or one-
off engagements

Governance, Risk &
Compliance Consultancy

+ Documentation and Policies

+ Gap Analysis

+ Mock Audits

» Project Support

» Cyber Essentials (Plus), ISO27001,
SOC 2, CIS, NIS 2, DORA, NCSC

Training and Exercising

Cyber Security Awareness
Phishing Simulators

Cyber Escape Room
Executive Training Packages

Bespoke Training

Security Posture Assessments Incident Response (IR) and Digital Forensics

+ NCSC 10 Steps Security Posture Assessment « Customer, Media and ICO Comms

* NCSC CAF Security Posture Assessment  Digital Forensics, Tabletop Exercises

» NIST Security Posture Assessment + Recovery Assistance (unless other managed services are in place



Deep Forensics — Our Digital Forensic Services

Forensically Extracting and Analysing Data from Digital Devices

Triage & Data Acquisition

Quickly identifying and preserving relevant data.

iIOS & Android Device Acquisition

Forensically extracting data from mobile devices

Detailed Analysis

In-depth examination of digital evidence to
uncover key facts.

Decryption & Password/PIN Bypassing

Accessing secured data using expert forensic
techniques

Sat Nav & GPS Data Analysis

Examining location data to provide valuable
investigative insights

Forensic Reporting
Delivering clear, court-admissible forensic reports

Expert Witness Services

Providing professional testimony to support legal
cases




Incident Response Retainer Services

Get back to normal business operations faster

Recover & Restore
Bring back to normal services and validate
functionality

Prepare
Conduct triage exercises for readiness.

Post Incident Activity
Review & update procedures, and provide
ongoing support

Identify & Analyse
The size & scope of the incident. Conduct
forensic analysis

Collarborate
Work with multi-service Incident feams

Containment
Isolate compromised devices & services.

24/7 Emergency Hotline
Available 24/7 to support your incident
management

Eradicate
Remove malicious presence
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