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Cyber Risk Assessment & Management

1 WHAT THE SERVICE IS

A structured approach to identifying, analysing, and mitigating cyber risks across on-premises and cloud
environments. This service ensures compliance with regulatory frameworks, prioritises vulnerabilities, and
delivers actionable strategies to enhance resilience, reduce exposure, and align security posture with
organisational objectives and industry best practices.

FEATURES

Comprehensive risk identification across hybrid IT and cloud environments
Quantitative risk scoring using FAIR or CVSS methodologies

Compliance mapping to ISO/IEC 27005, NIST RMF, GDPR standards
Third-party and supply chain risk evaluation for vendor security posture
Cloud and on-premises risk analysis with shared responsibility models
Business impact analysis linking cyber risks to operational outcomes
Prioritised risk treatment planning with actionable mitigation strategies
Continuous monitoring framework for ongoing risk tracking and reporting
Executive dashboards delivering clear, actionable insights for leadership
Integration with GRC tools for enterprise governance and compliance.

BENEFITS

Enhanced visibility into cyber threats and vulnerabilities

Assured compliance with regulatory and industry security standards
Improved operational resilience against evolving cyber risks

Reduced financial impact from breaches and penalties.

Informed decision-making for strategic security investments

Increased stakeholder confidence through proactive risk management
Continuous improvement of enterprise security posture

Strengthened supply chain and vendor security assurance
Transparent governance with clear, data-driven reporting

Alignment of cyber risk strategy with business objectives.

OVERVIEW

The Cyber Risk Assessment & Management Service offers a structured approach for identifying, analysing,
and addressing cyber risks throughout enterprise systems and operations. This service supports compliance
with regulatory requirements, industry benchmarks, and an organisation’s specific risk tolerance, helping
teams actively manage threats and vulnerabilities to protect vital assets.

Through well-established frameworks like ISO/IEC 27005 and the NIST Risk Management Framework, the
service helps evaluate and measure potential cyber risks that could impact business activities. Strong
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governance practices are integrated so organisations can assess risk priorities, create focused mitigation
strategies, and make informed investments in security that strengthen resilience and encourage ongoing
development. This service enables stakeholders to align their cyber risk plans with broader business goals,
promoting clear governance and enduring protection from emerging threats.

Purpose

o Assess and quantify cyber risks impacting business operations

. Align risk management strategies with ISO/IEC 27005, NIST RMF, and organisational governance
. Enable informed decision-making through risk prioritisation and treatment plans

[ )

Support continuous improvement and resilience against evolving cyber threats.

2 ANY ONBOARDING AND OFFBOARDING SUPPORT YOU PROVIDE

Where relevant, Leidos will adopt a consultative approach with customers to define and validate their
requirements to determine how best to engage with the services. The onboarding and offboarding process
is dependent on the specific requirements of the solution, and the delivery methodology agreed upon.

3 PRICING

Please refer to the associated Pricing Document relevant to this Service.

4 TERMS AND CONDITIONS

Please refer to the associated Terms and Conditions Document relevant for our Service Offerings.

5 FURTHER INFORMATION

Please send your requirement to publicsector@uk.leidos.com. Alternatively, if you wish to discuss your
requirements in more detail, please send us the following information and we will be happy to contact you:

1. Your organisation name.

2. The name of this service.

3. Your name and contact details.

4. A brief description of your business situation.
5. Your preferred timescales for starting the work.
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ABOUT LEIDOS

Leidos is a leading partner to the UK government and the Scottish
government as well as having key client partners in transportation and
energy. Leidos employs 1300 people across the UK supporting
technology and business process transformation programmes for clients
such as the Home Office, the Ministry of Defence, the Metropolitan Police
Service and NATS.

The success of this work in the UK and beyond shows that we are a trusted
partner in the region and that our people can deliver innovative solutions
to solve the most challenging problems.

LEVERAGING OUR CORE CAPABILITIES

Our technical core capabilities define the areas in which technical
excellence is critical, not only for our business, but in the work we do daily to help customers achieve the
important missions on the frontlines of their industry. Explore our core capabilities here.
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INCLUSION AND DIVERSITY IN LEIDOS UNITED KINGDOM

&
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Leidos is committed to creating a diverse and inclusive workplace, where every colleague has the opportunity
to contribute, share their unique ideas and talents, and be supported in their career. Explore Inclusion and
Diversity in the UK here.

SOCIAL VALUE

We're committed to supporting sustainability initiatives, tackling workforce inequality and STEM education
by enriching the communities to our operations. Learn more about Social Value in the UK here.
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